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Abstract

This paper offers a comprehensive analysis of China's evolving approach to cyberspace domestically
and its efforts to recast debates on cyber diplomacy internationally. It teases out how multifold priorities
and foundations, predicated on the notions of the supremacy of the state as the sole guarantor of
security in the cyber domain and the primacy of regime security, exhibit themselves in China's
engagement with global cyber norms-building initiatives. It likewise addresses the overarching
geopolitical and geoeconomic drivers of Chinese cyber domain policy focused on the restructuring of
the economy toward self-reliance and innovation-led growth, the reducing of dependence on foreign
technologies to secure and control key supply chains and the enhancing of China's discursive
rulemaking influence. This paper analyses the principal instruments, strategies, and core rhetoric
vehicles used to elevate China to a status of a "cyber superpower” in the digital realm. It explains how
and why ideas like cyber sovereignty and "information security" are leveraged by the Chinese
government in various multi- and minilateral fora to pull other actors closer to its orbit, and into fidelity
and acquiescence with its idiosyncratic interpretation of international law, its vision of reforming global
Internet governance, and its information security-centric regulatory landscape. In addition, this paper
contextualizes China's efforts at cyber diplomacy against the backdrop of the US-led pushback against
Huawei and traces the genesis and evolution of the Sino-European engagement on cyber affairs.
Identifying existing knowledge, perception and conceptual gaps, this Digital Dialogue finds signs of
China being both a challenger of the status quo and a constructive stakeholder in global cyber debates.

Key points

> The "rise of China" in cyberspace represents much more than the development of a sophisticated
state-aligned cyber espionage apparatus. It is in many ways more about the ability of the PRC to
transform national companies into champions, and in turn, expand their global reach and
competitiveness. China-nexus industrial cyber espionage operations must be contextualized as
single - but central - components of a broader state-driven strategy designed to restructure the
main drivers of economic growth. The preference for this option is likely going to persist in the
near term as increased global pushback against forced technology transfers by China continue to
close off other routes of foreign intellectual property acquisition.

> China's approach to cyber diplomacy is driven by the overarching objective of becoming a "cyber
superpower” in the economic, normative, military and commercial realms - one that harnesses the
power of digital technologies and innovation to achieve global technological leadership and
modernise economic development. State-subsidised plans form the primary basis of
accomplishing this but are not the only tools at the one-party regime's disposal.

> The imperatives of one-party regime’s narrative control - and maintaining social stability and
regime continuity - permeate, shape and condition China's domestic information security-focused
approach to cyberspace and its engagement in global cyber initiatives.

> China's cyber affairs legal and regulatory landscape is sweeping and institutionally complex,
consisting of guidelines, plans, opinions, standards focused on cybersecurity, development and
capacity building, and has a wide range of stakeholders.

> China's efforts at cyber diplomacy have become increasingly proactive and global in nature,
seeking to promote its institutional power and normative influence over the overall development
and governance of cyberspace. China's diplomatic quest has focused on increasing appeal for
China's vision of cyber sovereignty and building a coalition of like-minded nations favourable to
state-centric models of international cyber negotiations and Internet governance.



China's political discourse on cyber affairs remains inherently grounded in historic distrust towards
the international legal regime and deep-seated tension between China and Western neoliberal
interests.

The official Chinese line regards the application of international humanitarian law as being
tantamount to legitimising conflict in the cyber domain, pleading for the demilitarisation of legal
approaches to cyber domain. China has expressed support for the principles of the UN Charter and
regards sovereignty as a primary rule of international law, advocating for the inherent right of
states to administer their domestic cyberspace according to domestic law and political culture.

The EU's engagement with China has been primarily focused on socio-economic issues related to
cybersecurity, the digital economy, market access reciprocity and intellectual property safeguards.
However, as the EU recalibrates its priorities toward China, diplomatic discussions are increasingly
going to address more structural issues.

The disentangling of supply chains with Chinese suppliers risks consolidating digital spheres of
influence across the East-West divide. While this might prove beneficial for enhancing Europe's
domestic industrial bases, the decoupling contradicts with broader objectives of compelling
structural reforms to the PRC's state capitalism model and eradicating discriminatory market access
policies. In contrast to comprehensive exclusionary measures, the EU's risk-based and network
resilience-based approach to this issue may succeed in addressing both geoeconomic and
cybersecurity issues related to Huawei.



1 Introduction

Few other aspects have permeated social life and interstate relations as thoroughly as the Internet and
digital communication technologies. In China, the advent of digital technologies has amplified
traditional challenges to the one-party regime and (re)shaped the governing elite's threat perceptions.
This has been reflected in the Chinese understanding of “information/ICT security”, which embodies
different political imaginations of what the role of states in the governance of cyberspace should be
and how this space should be governed. Whereas neoliberal models promote multi-stakeholderism with
the state as a shaper or facilitator of public policy, the Chinese vision advocates for lifting governments'
top-down decisionmaking power over a territorialised cyberspace.

China's growing international presence and a remarkable rise in science and technology have had
profound geopolitical and economic ramifications. Similarly, developments in cyber affairs taking place
in China produce a ripple effect on global cybersecurity policy. In part, this stems from the fact that
China has the most Internet users in the world - 829 million according to official estimates in 20197 -
and a rapidly expanding digital economy. Chinese Internet giants, such as Alibaba, Didi, Tencent and
Baidu, are also increasingly able to rival those in Silicon Valley in terms of market value? and influence
in the global tech landscape. According to Echo Wall, China was reported to be second only to the
United States for so-called "unicorns” - "private companies valued at over $1 billion - with the latest
data showing China already has 206 unicorns.>

Domestically, the People's Republic of China's (PRC) approach to cyberspace is driven by two
imperatives: a technological imperative of ensuring long-term growth founded on innovation, and a
political drive of maintaining the "orderly" flow of information within cyberspace to safeguard regime
legitimacy and social stability. China's approach is further defined by the overarching goal of
transforming the country into a normative, military and commercial "cyber superpower" that harnesses
the power of digital technologies and innovation to achieve global technological leadership. These goals
have provided the major impetus for an ongoing global campaign of industrial cyber espionage
originating on the Mainland.

The "rise of China" in cyberspace therefore represents much more than the development of state-
aligned offensive network capabilities or a sophisticated cyber espionage apparatus. It is in many ways
more about the ability of the PRC to transform national companies into champions, and in turn, viable
market players in the computing marketplaces on par with Western high-tech behemoths.

Turning the focus outwards, China's approach to international cyber diplomacy has been historically
grounded in the national aim of the "great rejuvenation of the Chinese nation" after the perceived
"century of humiliation". It is driven by the aspiration to "catch up and surpass" the West across the
normative, economic, technological and political realms (Zi&i#&%F and A E) and secure an equal
place at the decision-making table as a rule-maker. In international cyber debates, the PRC has
vehemently emphasised the binding principles of international law as enunciated in the UN Charter,
elevating principles such as sovereignty and sovereign equality, the peaceful settlement of disputes,
non-use of force, non-interferences, mutual respect over the Charter's "purposes"” of self-determination
of the peoples and human rights.* Moreover, China has expressed strong support for multilateral

intergovernmental institutions as key fora to garner support for the negotiation of a binding treaty on
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information security that enshrines its territorial-based vision pertaining to the governance of
cyberspace. The country's cyber diplomacy has been underpinned by substantial investments in capacity
building in developing and emerging economies, which combine the exportation of China's domestic
legal system with the "internationalisation" (£t %) of Chinese-made technology to new export markets.

1.1 Threat landscape and commercially motivated cyber espionage

In 2017, China's top cybersecurity risk-monitoring authority - the Chinese National Computer Network
Emergency Response Technical Team and Coordination Centre (NCNERTTC) - reported 17.5 million
cyberattacks on public and private Chinese entities,® critical infrastructure operators and data centres.
The WannaCry ransomware infected more than 30,000 Chinese organisations and the growing
proliferation of 10T devices has led to a spike in cyberattacks of "over 950 percent between 2014 to
2016".6 China's Computer Emergency Response Team (CNCERT/CC)'s Cybersecurity Report of July 20197
maintains that in 2018, the organisation handled 106,000 cybersecurity incidents impacting data
integrity or systems availability, with the majority of observed incidents being spear-phishing
operations, website defacements, account takeovers, and DDoS attacks. While CNCERT/CC observed a
46.5 percent decrease in the number of "attacks" against government websites in 2018, the report notes
an increasingly "growing number of cybercrimes”, targeted intrusion operations and strategic
compromises taking advantage of disclosed software vulnerabilities.

1.2 Recent activity and shifting rationale

Public reporting singles out China as a key source of global cyber insecurity, owing to the high number
of cyber exploitation campaigns originating from its territory. FireEye has observed the activities of over
70 groups based in China - criminal, military and intelligence actors, civilian contractors, patriotic hackers
- suspected to have varying "level[s] of state direction or support [for state interests]" from Beijing.8 The
threat actor landscape in China remains non-monolithic and opaquely state-linked, characterised by
dynamic and continuously evolving relationships between actors and state bodies across spectrums of
direct government sponsorship and independent moonlighting action. Threat actors, myriad in terms
of organisation, nature and interests, may at times align for a common goal which could be state-
sponsored or state-mandated. Nevertheless, the existence of a vast number of threat groups and proxies
formally disconnected from the party-state apparatus underscores the profoundly blurred role of “state
power [...] at the heart of [Chinese] threat ecosystem”,® not least providing the Chinese government
with a significant amount of plausible deniability to pursue broader objectives. Cyber operations
originating from China fall within four interlocking baskets: industrial espionage to, inter alia, sustain
top-down economic objectives linked to "self-reliance" in high-tech, military application technologies,
and telecommunications (the 13t Five-Year Plan, Made in China 2025), or investment projects such as
the Belt and Road Initiative; domestic operations to preserve the ruling power of the CCP with an
emphasis on "CCP narrative control” or territorialised information monitoring; geopolitical and foreign
policy operations (e.g. cyber-enabled intelligence collection) in line with "flashpoint" disputes and
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ongoing debates, such as the South China Sea or the US-China trade war; and cyber activities in the
military realm for tactical and/or strategic advantage (e.g. reconnaissance and strategic collection).

However, cyber exploitation operations coming out of China must be contextualised as single
components of a broader state-driven industrial policy designed to restructure the drivers of China's
economic growth. Threat actors have shown a continued focus on cyber exploitation targeting a wide
range of verticals, aligned with industrial policy programmes, particularly the high-tech and
telecommunications, pharmaceuticals, energy and aviation sectors and the defence industrial base in
South and Southeast Asia, Japan, Taiwan, Hong Kong, South Korea, Europe and the United States.
Corporate or technical information stolen through cyber means could be operationalised for the
development of strategically autonomous “secure and controllable” network systems and supply chains
with reduced reliance on foreign technologies. Weaning China off its dependence on foreign suppliers
of digital and communications technologies is perceived as being integral for the regime's broader
survivability goals, national security and, by extension, protection from foreign interference in
cyberspace. Those in Zhongnanhai, the Chinese governing elite's compound in Beijing, believe that
increases in Chinese domestic national champions' innovative edge would eventually be converted into
a modernised Chinese military and economy. In this sense, comprehensive economic objectives
linked to “self-reliance” and indigenous innovation (E/1%E4% and BZ8l#7), and corresponding
industrial plans, incentivise Chinese actors’ illicit practices beyond the Mainland. As Chinese
private or state-owned companies are encouraged to improve their indigenous innovative capacity and
global competitiveness and reduce their reliance on foreign know-how by engaging in forced
technology transfers through all possible means,™ many actors opt-in for the cyber-enabled industrial
espionage route.'” As a result, Chinese cyber operations, both state- or commercially-backed, show a
continued focus on targeted network intrusions against wide-ranging industrial sectors of importance
for industrial policy programmes (e.g. Made in China 2025) or geo-economics initiatives (e.g. the Belt
and Road Initiative). In the context of industrial policies, cyber-enabled acquisition, assimilation and
absorption of foreign intellectual property is perceived as a valuable way to fast-forward the expansion
of companies' competitiveness overseas, regardless of the Herculean task of capturing the tacit contexts
surrounding proprietary information.

Chinese threat groups demonstrate a strong preference for carrying out targeted intrusions against
victim organisations' communications data, sensitive business negotiation information, proprietary
intellectual property, such as product design and engineering specifications, operational information,
product manuals, production and assembly data. Based on industry reports, rather than seeking
destabilisation or coercive effects, the majority of known cyber intrusion campaigns by Chinese threat
groups has been primarily designed to support domestic "national champions” by providing them with
foreign know-how to enable their efforts at market internationalisation in "strategically important"
industrial sectors. Sensitive product line or trade information gained through cyber intrusions has been
used to alter Chinese national champions' business behaviour, improve their “indigenous innovation"
prowess or gain advantage during trade negotiations in such a way as to increase the domestic
industry's global competitiveness as mandated by strategic industrial plans.

CrowdStrike has exposed a long-running coordinated cyber campaign by Ministry of State Security
(MSS)-aligned APT26 threat actors against several foreign manufacturers of the indigenous C919
passenger aircraft in order to reduce reliance on foreign technologies and enable domestic commercial
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aviation rivals to grow more globally competitive.'? Similarly, between 2011 and 2017, MSS-affiliated
APT3 actors stole proprietary "files containing commercial business documents" and secret trade data
related to GPS, energy and transportation technologies from large US companies that is assessed to
"have assisted [Chinese] competitor in developing, providing and marketing a similar product without
incurring millions of dollars in research and development costs".”® Moreover, intelligence collection or
espionage targeting NGOs, civil societies and governments' networks around the globe have co-existed
with industrial espionage. However, these types of campaigns pertain to political and strategic
imperatives to control and shape the narrative about the regime's rule, gain a foothold in a high-value
network for reconnaissance or pursue coercive effects against foreign government entities through
doxing or theft of sensitive data.

121 Uptick in cyber espionage activities after 2015

Based on existing evidence provided by the private cybersecurity industry, Chinese state-linked
industrial cyber espionage campaigns never came close to ceasing cyber network exploitation.
Rather, they benefited from refinement in tradecraft, a more streamlined organisation and a narrowed
mission focus. In November 2018, Rob Joyce - formerly the White House's Cybersecurity Coordinator -
declared that hacking groups originating in China, such as APT40™ and APT10,"> have continued
carrying out cyberattacks targeting American companies in direct violation of the 2015 Xi-Obama cyber
espionage agreement that neither government would “"conduct or knowingly support” the cyber-
enabled theft of trade secrets and confidential business information "with the intent of providing
competitive advantages to their companies or commercial sectors,'® and subsequent endorsements of
this norm made by China at various multilateral and bilateral fora."

The US National Counterintelligence and Security Center's 2018 report asserted that China continues to
present a threat to "intellectual property through cyber-enabled means" as demonstrated by suspected
China-nexus threat actors campaigns (e.g. APT10, APT3, APT26, APT41) to fulfil collection requirements
of the Ministry of State Security in line with China's military and economic strategy objectives and
initiatives. APT26 has reportedly carried out an extensive intellectual property cyber exploitation
campaign targeting Western turbine engine technology in order to enable the domestic production of
the C919 passenger jet,’® while PKPLUG has targeted countries and regions involved in Beijing's Belt
and Road Initiative.’ Similarly, APT41 sub-groups have sought to exfiltrate sensitive intellectual
property in a wide range of sectors to support Chinese industrial policies, like the 13t Five-Year Plan,*®
and APT31 threat actors have allegedly compromised the National Association of Manufacturers (NAM)
internal networks in 2019 to gain an advantage within the context of US-China trade negotiations.?!
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China’s

cyber espionage

apparatus

Suspected China-nexus groups
and their possible strategic intent

Circles refer to advanced persistent
threat groups (APT) identified, by
the original industry sources, as
having a nexus to China. Based on
their campaign activities, those
actors’ operational focus and
targeting patterns are driven by
multifold collection requirements
in support of bolstering domestic
manufacturers’ expansion,
domestic control, long-term
state-led economic objectives, and
current geopolitical events.

Note that neither the threat actors
nor their targeting rationales are
monolithic, and rigidly aligned to
state interests. Rather, this threat
landscape is evolving and dynamic,
operationally, strategically and
institutionally.

This list is non-exhaustive, and solely
based on open-source reporting.
Note that may be overlaps between
different actors, clusters and
activities, and that institutional
dffiliations are exclusively
based on evidence of

criminal indictments by

the US Department of

Justice.
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Based on industry reports, other China-based advanced persistent threat actors - such as THRIP,
KEYBOY, APT40, APT41 and APT27 - conduct cyber exploitation operations in pursuit of strategic and
positional access intelligence collection operations, particularly targeting defence industrial bases and
dual-use military application technologies, such as satellite operators, telecommunications and
maritime security/communication.?> While the APT40 group's targeting focus has focused almost
exclusively on naval technologies against the backdrop of territorial disputes in the South China Sea,
APT41, THRIP and APT10 actors have recently conducted cyber espionage operations near the backbone
of global communications by targeting telecommunications operators and managed service
providers.? These campaigns likely serve multi-faceted industrial/commercial and (military) intelligence
requirements, and are simultaneously aimed at exfiltrating intellectual property theft and obtaining
intelligence and personally identifying information for the purposes of secondary operations. In July
2017, Germany's domestic intelligence agency complained about the damaging effects of (Chinese)
cyber espionage on German industry against the backdrop of a growing number of cyber operations
targeting the German Ministry of Foreign Affairs and German military research institutes critical of
China's political leadership.2* Similarly, the 2018 annual report by Dutch intelligence agencies asserts
that intrusions carried out by Chinese hacking groups continue to cause significant economic damage
by exfiltrating sensitive "confidential information [and intellectual property] with a substantial economic
value" from the energy, chemical and high-tech sectors.?®

Significantly, in December 2018, the United Kingdom, the United States and other members of the Five
Eyes alliance issued coordinated high-confidence intelligence assessments attributing Cloud Hopper,
"one of the most significant and widespread" cyber espionage campaigns "since at least 2016", to a
hacking group acting on behest of the Ministry of State Security.?® Cloud Hopper was an industrial cyber
exploitation campaign that targeted intellectual property and trade secrets of companies across a wide
range of countries in Europe and Asia and in the US. The hacking group behind the campaign - dubbed
APT10 or Stone Panda - leveraged supply chain and "living off the land" attack vectors to compromise
some of the largest managed and cloud service providers in the world?” - hence the name of the
campaign - as gateways to valuable intellectual property in the financial, healthcare, oil and gas,
manufacturing, biotechnology and other sectors considered strategic by the Chinese government.?

Although refraining from calling out the Chinese government directly, other nations (Japan and
Germany) supported the Five Eyes-coordinated attribution and the members of the intelligence
alliance's broader attempt to solidify the norm against commercially motivated cyber espionage that
emerged in 2015.2° While not the sole contributing factor, the widespread publicity caused by this
incident, in addition to its large size and scale, might have also provided the final impetus necessary for
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practical political action within the EU - the establishment of a targeted EU sanctions regime to deter
and respond to external cyber threats agreed in May 2019.

Several underlying reasons might explain the shift from the slowdown in activity following the 2015 Xi-
Obama bilateral accord to the apparent resumption of Chinese state-supported espionage after
2016.

First, the brief decline in activity coincided with the creation of the Strategic Support Force (SSF; fifi&
Z1E80) which brought about internal streamlining®® and reorganisation of (previously misaligned)
responsibilities, mission objectives and targeting priorities between the two most relevant actors
responsible for cyber operations in China - the PLA and the MSS.3! In effect, the establishment of the
SSF split up industrial cyber exploitation from activities falling under the label of "cyber warfare"
between the two CCP organisations. More specifically, the MSS has limited its focus to (cyber-enabled)
“foreign intelligence, political dissent, and economic espionage", leaving reconnaissance, "military
intelligence and warfighting" to the People's Liberation Army.3? The new division of labour induced by
the creation of the SSF has triggered an evolution in economic espionage groups' operational
sophistication but leaves unanswered questions regarding the mechanics of the interaction between
military bodies like the SSF and other entities with cyber mandates, such as the MPS and the CAC.

The SSF's organisational streamlining and division of labour has resulted in incremental increases in
Chinese cyber espionage campaigns' tradecraft marked by novel and more creative tactics, techniques
and procedures. MSS-linked cyber espionage operators have secured persistent access to victim
organisations through compromises in third-party trusted supply chains and have stepped up the use
of stealthy living-off-the-land initial infection vectors.3* According to industry reporting, Chinese state-
sponsored advanced persistent groups have departed from historically less sophisticated and "noisy"
behaviour through steady investment in developing custom malware for privilege escalation, lateral
movement and network reconnaissance, as well as improvements in command-and-control
infrastructure.

Second, the uptick in cyber espionage originating from China has been conditioned by the dynamics of
the US-China trade war. The return of hacking could be linked to the tenacity of the US administration
to decouple the US economy from Chinese technological dependence in the wake of the PRC becoming
a prominent challenger for global leadership in next-generation technologies and innovation.

The Trump Administration has sought to curtail the flow of American intellectual property to China by
weaving together a wide array of restrictive measures including criminal indictments, naming-and-
shaming, trade sanctions and other non-tariff economic coercive measures. It announced in 2018 a
whole-of-government initiative to counter Chinese industrial (cyber-enabled) espionage, forced
technology transfers, state-backed foreign investment in the high-tech sector and economic coercion.3
Furthermore, the drive to publicly expose and sanction Chinese state entities for cyber espionage
activities has significantly accelerated since the first indictment of Chinese PLA officers in 2014. The US
Department of Justice has indicted several entities linked to the Ministry of State Security for industrial
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cyber espionage. Moreover, Chinese high-tech suppliers have been the subject of restrictive trade
measures, export controls, exclusionary bans and FDI restrictions.

Yet, the acquisition of foreign technology is critical for Beijing's objective of sustaining the
transformation of China's economy and securing control over “core technologies" (#ZLEAR).
Technology acquisition is often accomplished through legitimate business practices, such as mergers
and acquisitions or joint ventures, but also through illicit means like cyber-enabled industrial espionage.
The adoption of more stringent approaches to tackling Chinese forced foreign technology transfers,
albeit necessary, has in effect closed off the legitimate routes of foreign know-how acquisition, hence
hampering Chinese firms' capacity to acquire technology through other means. Cumulatively, the
sealing of the business route and the (re)structuration of the SSF has encouraged more Chinese hacking
groups to (re)intensify their efforts to conduct cyber-enabled intellectual property theft to help fuel
China's economic development.

2 China's approach to cyberspace: main priorities

The complexities of China's social, political, institutional and economic context make it challenging to
construct, implement and enforce international cybernorms of responsible state conduct in cyberspace.
This stems from difficulties in determining the degree of state direction and control over entities
involved in cyber exploitation operations. Most importantly, this stems from the CCP's profound
embeddedness in the economy and the all-encompassing, expansive notion of national security
enshrined in government and statutory legal frameworks.

CCP's embeddedness in the economy: The CCP exercises control across the whole spectrum of the public-
private system and "the institutional fabric of society".>> The CCP, the PLA, state-owned and non-state
private enterprises, local and top governmental bodies and organs are deeply interwoven in a
centralised party-state system. Industry sources and the US Department of Justice have exposed several
targeted intrusions campaigns conducted by suspected contractors of the MSS. To clarify, APT10 activity
targeting global Managed Service Providers (MSPs) has been associated with a company Huaying Haitai
Science and Technology Development Company acting at the behest of the Tianjin Bureau of the MSS.3¢
A similar contractor structure existed between APT26 operators and the Jiangsu Province MSS,3” APT17
and information technology companies acting as fronts for the Jinan Bureau of the MSS,* and the deep
linkages between the Ministry of State Security, the APT3 and active defence lab sponsored by China
Information Technology Evaluation Center (CNITSEC) and the notorious Chinese firm Boyusec.®

The enmeshed nature of party-state control in the economy therefore blurs the dividing lines between
"state and market actors, interests, and motivations".“° This might present challenges for the effective
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application of existing "traditional Western legal constructs”, particularly (punitive) legal rules and
measures that rely on a clear-cut distinction between state and non-state actors.*!

These issues are accentuated in the cyber domain, where governmental policies to promote "military-
civil integration"4? further exacerbate the murkiness between state and private relations.** Close
linkages between for-profit hacking groups, state intelligence agencies and moonlighting
civilian/private actors - visible across the domain but very pronounced in China - make it difficult to
ascertain the nature of state sponsorship involved in cyber espionage or its degree of direction or
control.*4

In addition, the far-reaching and historically broad definition of national security affords the CCP the
legitimacy and legal grounds to constitute "virtually any objective" as "within the realm of [its] national
interests",* including cyber-enabled intellectual property theft to sustain the national security goals of
ensuring "secure and controllable" supply chains and an innovation-driven economic growth. National
security “with Chinese characteristics” - as incorporated in statutory laws - is of sweeping vision and
scope, extending beyond the concept's traditional confines to capture "core interests", such as cultural
security, public opinion, social order and stability, cultural security and regime legitimacy.

Article 2 of China's National Security Law of 2015 (EZx % %%) defines the concept as the absence of
external and domestic threats to the "regime, sovereignty, unity, territorial integrity, the welfare of the
people", the continued socio-economic development and “the ability to maintain a sustained state of
security".#6 "China's Peaceful Development" - a white paper published by the State Council in 2011 -
also refers to China's form of government and "political system", "national reunification [...] and overall
social stability" as "core interests" of the state to be resolutely defended at all costs.*’” Tracing the
genealogy of "national security" to today, current international demands for structural reforms to
China's economic model and the exerting of pressure on state-backed and subsidised Chinese
telecommunications giants have been construed as encroaching on China's core interests of "economic
sovereignty"#® and the national industry's burgeoning ability to capture large swaths of the global
technology supply chain.*

"Without cybersecurity, there is no national security, and without informatisation, there is no [economic]
modernisation [8EMEZZHMEAEBRLZE - RARBRIEMIEAMLIE]", announced Xi in 2014.%° For the
party-state, cyberspace represents a double-edged sword sitting at the nexus of three concerns for the
CCP: regime legitimacy, national security and technological-economic dependence. On the one hand,
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Beijing considers digital technologies as vital fuel for the country's economic rise in the next few
decades. Above all, new technology is essential to extend the Party's rule, strengthen central control
over individual lives, and cultivate a public opinion environment consistent with Party objectives.>' On
the other hand, new and powerful ways of disseminating information amplify age-old challenges to the
regime's hold on power and its legitimacy. Cyberspace offers novel opportunities for "colourful”
resistance movements critical to the regime to coalesce, form opposition movements and even mobilise
against the regime's continuation of power.

For this reason, the CCP leadership conceptualises two types of "cyber threats":

> threats through cyberspace, or forms of cyber-enabled operations that have the potential to
undermine social stability or subvert the regime's legitimacy and hold on power through the
manipulation of information;

> threats to cyberspace, or "conventional-style" cyber capabilities that disrupt, damage, sabotage,
subvert, destroy or interfere with the functioning of computer and network systems, critical
infrastructure or data.

2.1 Control of information flows

First, the Chinese leadership is most wary of the implications of weaponised information, given the fact
that "political stability is [perceptibly considered as] the basic precondition for national economic
development and the happiness of the people".>? The governing elite thus perceives the ability to
control the flows of information and manage content within China as a necessity to ensuring the
government's survival and for shaping narratives about the state and the Party in its favour. The goals
of retaining the party-state's hold on power and extending its capacity for centralised control lie at the
heart of China's domestic and international cyber domain policy. Official CCP cyber diplomacy discourse
constitutes information being as potentially threatening to the one-party regime's narrative and its
grasp on power, given the country's distinctive "political-cultural [and governance] context”, which is
historically characterised by a "tension" between “centralisation, hierarchy and order" and
"decentralisation, rebellion and disorder".>® In effect, "information security" has manifested in specific
technological practices, such as restricting access to foreign websites (Google, Wikipedia, Twitter,
Facebook, YouTube, among others), filtering content and managing and/or suppressing "negative"
online public opinion and "energy">* on various platforms through the Great Firewall.

Chinese policymakers conceptualise cybersecurity as all-encompassing and expansive, often through
the prism of communication and information security. Content, ideas and information circulating within
Chinese cyberspace take precedence over external threats to networks infrastructure, which remain
nonetheless subsumed under this concept. The constellation of referent object of cybersecurity - i.e.
that which is threatened - and Beijing's security logic are broad and far-reaching, predominantly focused
on the political implications of weaponised information to undermine regime continuity and social
stability. Beijing has sought to define the problem of information or ICT security as distinctively
different from the notion of "cybersecurity", expanding beyond technical infrastructure risks to broader
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“political, economic, military, social, cultural [...] types of problems created by the misuse of information
technology".>

2.2 Economic modernisation

Second, cybersecurity is a central component of China's next-generation economic modernisation
strategy, which is conceived as indivisible elements like "two wings of a bird".>® The 13th Five-Year Plan
for Science and Technology Development of 2016 puts ICT as "the highest priority sector" of sustainable
economic development. Accordingly, this sector attracts a tremendous amount of state-led and private
investment owing to its significance for achieving the underlying objective of "digitising" the Chinese
society and economy - the moving away from labour-intensive manufacturing to innovation-
driven economic modernisation (often referenced as "informatisation" [{521E] in official discourse).>”

This economic postulate associated with cyberspace is vital for ensuring CCP political legitimacy in the
wake of the Chinese economy's slowdown and its transitioning towards higher-value products and
services. Economic modernisation is therefore a centrifugal force driving China's industrial policy
planning, cyber espionage operations and global decoupling within the context of US-China trade
negotiations.

The underlying logic is that China faces an "innovation imperative" - "a pressing need to "upgrade the
technological sophistication" of the economy through innovation and the creation of homegrown new
advanced technologies.® From Zhongnanhai's vantage point, this imperative is vital for resolving
structural economic challenges, moving up the economic value chain and ensuring sustained long-term
economic growth. China is vehemently responding to this imperative to move past the current stage of
industrialisation and combining this with a concurrent pursuit for capturing a larger share of global ICT
supply chains. Adherent to the self-reliance mantra, the government is actively seeking to spur
“innovation" by using direct state subsidies, developing homegrown technologies, implementing non-
tariff market access barriers, boosting its own R&D spending and foreign direct investment and
incentivising (il)legitimate means of acquiring intellectual property. Strategic plans actively leverage
these instruments for the purpose of shielding domestic manufacturers from foreign competitors,
particularly through specific joint venture requirements, foreign equity and contractual limitations,
administrative licensing, forced technology transfers and other non-tariff cooperative arrangements.*
Zhongnanhai has vowed to continue funding basic research and original innovation - financially and
through institutional restructuring and overhauling - as well as through the cultivation of talent through
recruitment and education.®°

By enhancing their ability to innovate, Chinese high-tech enterprises are expected to be able to "replace
[with homegrown alternatives] their foreign competitors on the domestic market and increasingly [...]
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on global markets".®" President Xi himself has repeatedly emphasised the significance of "shaking off"
the PRC's dependence on foreign know-how and China's drive of increasing control over core
technologies through “self-reliance"®? and "indigenous innovation" (B % &l#7)% within the context of a

prolonged Sino-Chinese trade war and emerging supply chain decoupling. The Shanghai Cooperation
Organisation-led Code of Conduct, presented to the UN General Assembly in 2015, maintains this
perception by purporting that single-country dominance in critical infrastructures or emerging
technologies' supply chains could threaten other states' sovereign right to establish territoriality and
sovereign borders in administering the cyber domain.%

According to Xi Jinping, the shift away from a labour-intensive, manufacturing-based economy
necessitates the "prioritisation of higher-quality drivers of economic development".®> Core tenets of
accomplishing this vision include the building up of the domestic ICT industry, especially in sectors such
as artificial intelligence, cybersecurity, cloud computing, nanotechnology and Big Data. President Xi has
also signalled that scaling up China's digital economy - moving forward the process of "deep integration
of the Internet, big data and artificial intelligence with the real economy” - "will further advance
indigenous innovation. In short, accelerating China's genuine capacity to innovate and produce
homegrown R&D while reducing foreign dependence is irreplaceable for Xi's vision of boosting the
country's overall market, diplomatic and technological global power.%® Still, according to reports,
Chinese innovation through R&D investment still faces fundamental problems. While the Chinese
government has consistently maintained a high rate of R&D investment growth, the vast majority of
invested funds have been devoted to technology application rather than discovery and basic research.®’

The "Made in China 2025" (MIC2025) science and technology development strategy issued in 2016 is a
prime example of how this aspiration translates into (industrial) policy. The MIC2025 blueprint is
saturated with the phrases "indigenous innovation" and "self-sufficiency”, setting up explicit market
shares for Chinese companies' quest for "global market dominance" in the high-tech sector and a "cyber
superpower" status.®® As a prime example of China's extensive state-led policy for boosting indigenous
innovation, Made in China 2025 highlights the Chinese government's "strive to control essential core
technology" and its desire to "build independent development capacities in [...] strategic [...] areas
related to the national economy and industrial security".°

However, there is no single strategy, guidance document or action plan that forms a monolithic Chinese
top-down state-led industrial policy. Instead, a plethora of strategic documents and plans, in addition
to private initiatives, form China's complex tech-related governance system. Those include, for instance,
the Belt and Road and Digital Silk Road strategies, China's National Strategy for Innovation-Driven
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Development,’® the 13" Five-Year Plan for economic/social development’ and informatisation,”?
military-civilian fusion initiatives,”> a multitude of Al development plans,” Internet Plus’ and others.

2.3 Network resilience and reducing reliance on foreign technologies

Third, Beijing is increasingly worried about the potential for cyberattacks on governmental and
private networks to disrupt critical infrastructure or services in times of conflict, suspend economic
growth or cause physical-economic destruction that prevents China's future rise during peacetime. They
are also particularly sensitive to their industry's dependence on foreign technology suppliers for network
equipment, industrial control systems and other security products, as illustrated by President Xi's
statement that "the fact that core technology is controlled by others is [China's] greatest hidden
danger".”® Given the importance to national security, and in the aftermath of the 2013 Snowden leaks
exposing the US government's global surveillance programme PRISM,”” one of Beijing's top priorities
has been to secure cybersecurity supply chains by diminishing dependence on foreign suppliers of
network equipment, digital platforms and "core technologies of key fields" which remain "under others'
control".”® This CCP perception of external cyber threats - both within the semantic/content and
technology layers of cyberspace - provides a significant impetus for China's massive state-led
investment in "self-reliance" industrial policies.

The Arab Spring, the 2013 Snowden revelations and high-profile incidents, such as the 2009 Stuxnet
attack, the WannaCry ransomware of 2017 and operations against the DNC/DNCC, have provided
Beijing with hard evidence of cyberattacks' increasingly real potential to produce political, social and
economic disruption and interference. Achieving self-reliance through an indigenous supply chain is
therefore also necessary for ensuring technological autonomy from Western manufacturers, both
commercially and in military technologies. Motivated by a desire to shield communication channels
from foreign intelligence services interception, Beijing has invested heavily in the build-up of indigenous
dual-use technology product lines of strategic importance, particularly communication networks,
undersea fibre-optic cables and satellite navigation systems (especially the BeiDou Navigation Satellite
System and the Belt and Road Space Information Corridor).” The goal of achieving greater strategic
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autonomy in both the cyber and kinetic technology realms is strategic in the context of China's growing
regional security role and the PLA's ongoing efforts to modernise China's armed forces.

2.4 Normative power

A crucial fourth priority for the Chinese government related to the cyber domain is in the normative
realm. Specifically, Beijing seeks to promote China's institutional power and normative influence
over the overall development and governance of cyberspace. More internationally oriented, this

central pillar of Chinese cyber diplomacy entails the promotion of the idea of cyber sovereignty (W%

F:X) and a multilateral model of Internet governance.

The core values of the multi-stakeholder cyberspace governance mode favoured by the EU - underscore
the economic benefits of cyberspace and the norms of openness (of connection and access),
inclusiveness (of a wide range of heterogeneous stakeholders) and freedom (e.g. from censorship). In
stark contrast, China advocates for a more significant "recognition of sovereign rights [...] and a greater
role for sovereign states in Internet governance"® to further legitimise the curtailing of the free
dissemination of information and online expression within China. Beijing's special attention to the
principle of cyber sovereignty subordinates cyberspace to the interests and values of the state. The
elevation of this concept over other principles has, in turn, justified the sustaining of infringements upon
privacy and human rights through content-filtering systems like the Great Firewall, which have
consistently operationalised the idea of a controllable and manageable cyberspace. China is among the
states that emphasise a central role for national security and the supremacy of state actors - along with
their priorities, interests and security logic - in administering cyberspace and information technology.
This model of risk and threat management is at odds with the bottom-up approach to Internet
governance that is historically espoused by liberal Western regimes.®' Official Chinese cyber discourse
contends that the "transformation of the global Internet governance system" - "characterised by
Western hegemony - could only take place with the widespread adoption of "cyber sovereignty" (45

EN).

The notion describes the idea of respecting the right of individual nation-states to "independently
choose their path of cyber development, the model of cyber regulation and Internet public policies"8
and “"administer cyberspace in accordance with [national] law" and their distinct political-cultural
contexts and legal frameworks. The cyber sovereignty idea also includes the right to "exercise
jurisdiction over ICT infrastructure, resources and activities within their territories" and the protection of
ICT security "to safeguard citizens' legitimate rights and interests in cyberspace".®® In other words,
according to this territorialised vision of cyberspace, governments are to be afforded the right to exert
their political and cultural sovereignty into cyberspace to defend their domestic national interests and
national sovereignty. States are called upon to formulate and enforce public policies, "laws and
regulations concerning cyberspace" based on their "national circumstances".84

Sovereignty - as an organising principle of China's efforts - embodies the idea that national
governments are free to erect borders in cyberspace in a way that is similar to the physical world. Much
like actual borders, Beijing's reading of the idea empowers governments to monitor and sanction
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external and internal data flows with the help of tools, such as the Great Firewall. Cyber sovereignty
serves to legitimise Beijing's own sweeping surveillance and censorship policies, practices and acts, as
well as new legal frameworks that run contrary to the liberal values of multi-stakeholderism and the
neoliberal model of cyber governance.

Beijing has maintained this territorialised approach to governing cyberspace since the beginning of
international discussions on "the field of ICTs in the context of international security”. Under the auspices
of the United Nations, China has repeatedly insisted that the Internet should be subject to "domestic
legislation" and that traffic in cyberspace should be controlled “under the premises of national
sovereignty and security" taking into account "“historical, cultural and political differences among
countries".8

Moreover, China advocates for all nation-states to "participate in the international cyberspace
governance on an equal footing". Official documents and speeches call upon states with advanced
technology to refrain from pursuing "cyber hegemony", interfering in "other countries' internal affairs”,
"engag[ing] in, connive[ing] at or support[ing] cyber activities that undermine other countries' national
security”,® or leveraging technological or institutional dominance to "undermine the security of other
countries' ICT product and service supply chain[s]".8”

Therefore, cyber sovereignty could similarly be understood as a diplomatic quest to "shape the nature
of statehood" in the field of cyber diplomacy towards an alternative model of governance and regulation
that is more control- and state-focused.® Beijing's proactivity in international cybersecurity negotiations
in recent years - manifested by, for instance, the sponsoring of the Codes of Conduct and the open-
ended working group draft resolution at the General Assembly - has aimed at increasing emerging
countries' appeal to China's vision to build a coalition of like-minded nations that "subscribe to its
policies" in order to "gain de jure international support for [...] its de facto Internet censorship policies".®
As contended by Xi himself, the "Chinese way" aspires to "blaz[e] a new trail for other developing
countries to achieve modernisation”, allowing them to "speed up their development" by use of new
technologies "while preserving their independence".®°

Beijing's preference for a cyber sovereignty-based model, which some might say has also gained some
traction in the West, simultaneously builds support for diminishing perceived Western hegemony within
the global governance system while reinforcing China's leadership role internationally. Significantly, the
promotion of Chinese ideas in the ideational realm has taken place in tandem with the export of Chinese
surveillance technologies and networking equipment in countries, such as Tanzania, Ecuador and
Zimbabwe and the internationalisation of China's domestic legal system to places like Vietnam.

Drawing upon the historical experience of centuries of humiliation and profound distrust in the status
quo, official discourse builds a narrative of China as a champion of plurality. Beijing lists the promotion
of a "fair" and "equal" Internet governance system as one of its strategic goals of cyber diplomacy. The
prevalence of concepts, such as "hegemony", "equality” and the "digital divide", in official cyber-related
discourse underscore the need for political solutions to rebalance global governance and the perceived

centre-periphery division therein. The official line highlights the widening "digital divide among
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countries and regions"! in technological capacity, the institutional hegemony of technologically
advanced countries in the current system and rising "unilateralism" across the globe.

2.5 Cyber superpower

The fifth key component of the Chinese government's approach to cyber diplomacy is the strategic
ambition of becoming a cyber superpower "across multiple axes"? - a great power able to reach
"general parity with other national powers in digital technology".%? First invoked in a seminal speech by
Xi Jinping in 2014,% this strategic vision denotes everything from building up advanced digital
infrastructure to enhancing China's role in global cyber-related norm- and rulemaking.

As with other Chinese concepts, "cyber superpower" (M453EE; also linked to science and technology
superpower #£232E) blends strategic/military objectives of an ICT-enabled military modernisation with
commercial interests - such as increasing China's "Internet market capabilities” and the computing
industry's global competitiveness - and political-social aspects related to the economic potential of a
digitised society. In the long run, Beijing presumes that becoming a great power in cyberspace could
help it build a more modern, self-reliant, globally competitive and prosperous market economy.
Similarly, realising this vision would revamp China's military with state-of-the-art technology and
replace dependence on foreign powers by integrating technology that is "secure" because it is
“controllable”, which would ultimately bolster China's regional security presence. Moreover, the
normative dimension of this exhortation signifies the PRC's intention of gaining a leading voice in
international cyber affairs negotiations and its pursuit of a norm-setting position commensurate with
its size and relative power.

A central feature of being a "cyber superpower" is the promotion of China's normative vision and
agenda-setting power in international cyber debates.® The Chinese government under Xi believes that
becoming a rulemaker and normsetter present powerful mechanisms towards shaping others'
behaviour in cyberspace in China's favour.

Beijing has demonstrated a preference for state-centric models of cyberspace negotiations within the
framework of the UN, especially the United Nations Telecommunications Union (ITU), the UN
Governmental Group of Experts (UNGGE) and the UN General Assembly.®® Intergovernmental forums
would provide China with a platform "to mobilise the votes of developing countries” that are supportive
of exercising greater political authority over Internet traffic.%’

At the Wuzhen World Internet Conference in 2015, President Xi Jinping charted out the general direction
of China's international cyber diplomacy as being underpinned by four principles "to reform the Internet
governance system" and five propositions "to jointly build a community of shared future in
cyberspace".?® The four principles advocate for a reform based on open cooperation, cyber sovereignty,
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peace and security and "building a good order".*® The five propositions specify the need for the
international community to work towards guaranteeing cybersecurity and promoting the digital
economy and innovation, an online cultural exchange and a more inclusive Internet governance system.
The National Cybersecurity Strategy, released by the Cyberspace Administration of China (CAC) in 2016,
and the International Cooperation of Cooperation on Cyberspace, jointly issued by the Ministry of
Foreign Affairs and the CAC in 2017, further set out China's general approach to international cyber
affairs policy by defining specific foreign policy goals and action points.

The International Strategy stipulates the key thematic areas and strategic objectives underlying China's
participation in international multilateral processes and other bilateral, regional and "minilateral”
dialogues and cooperation mechanisms. China has specifically mentioned its own Wuzhen Summit, the
ARF, the SCO, FOCAC, APEC, G20 - and above all, bilateral partnerships - as key tribunes for the
promotion of its normative views.

According to the International Strategy, China's cyber diplomacy objectives would revolve around:

> Safeguarding sovereignty and security by strongly emphasising that investments in
cyberdefence could maintain peace and security in cyberspace, but also by adherence to
peacetime law and the principles enshrined in the UN Charter (sovereignty and sovereign equality,
peaceful settlement of disputes, non-use of force, non-interference), and by use of confidence
building measures, such as "consultation and mediation mechanisms to forestall and avoid
conflict"; 100

> Developing a system of international rules by maintaining stability in cyberspace as a discursive
and norm entrepreneurship power and seeking to create and implement universally accepted
international legal rules and norms of responsible state behaviour under the auspices of the UN;

> Promoting “fair" Internet governance and advocating for a shift towards more inclusive,
democratic, transparent, but also a more intergovernmental cyber domain governance system;

> Protecting legitimate rights and interests of citizens by enforcing a "rules-based", "domestic"
cyberspace in which citizens' rights and fundamental human rights are to be balanced against
other priorities, such as the maintenance of social “order" and safeguarding "national security and
public interests"; %!

> Promoting cooperation in the digital economy by pushing forward the development of digital
technologies and innovation to shift the drivers of economic growth, while bridging the "digital
divide" through capacity building in developing countries;

> Building platforms for cyber culture exchange between nation-states.

The strategy sets out concrete action points for the achievement of the above-listed strategic goals,
emphasising the need for the negotiation of a new cybercrimes and cyber terrorism treaty as well as
new “"global legal instruments" signed by states to replace existing frameworks that, according to
Beijing, have become "obsolete". In addition, Beijing seeks to accelerate law enforcement cooperation,
information-sharing and the provision of training and capacity building in emerging economies. The
government also underscores its support for international cooperation on cybercrimes and terrorism at
the UN within the Commission on Crime Prevention and Criminal Justice (CCPC)J), the United Nations
Office on Drugs and Crime (ODC), the ASEAN Regional Forum (ARF) and the BRICS organisation. China
also vows to remain actively engaged in capacity building in developing countries through bilateral




programmes and initiatives, such as the Digital Silk Road and the Belt and Road Initiative. The emphasis
of capacity building is put on critical information infrastructure protection, information-sharing and
exportation of legislative and technological expertise.

Table 1. Selected speeches, documents and regulations guiding China’s approach to
cyberspace. Authors’ compilation.

Year

Seminal speeches and interventions on global cyber issues

Title

Institution

Oct. 2011 66th Session of the General Assembly on Information  Ministry of Foreign Affairs /
and Cyberspace Security, United Nations H.E. Ambassador Wang
(A/C.1/66/PV.17) Qun

Feb. 2014 Central Leading Group on Cybersecurity and Xi Jinping
Informatization

Jun. 2014 Opening Ceremony of the International Workshop on  Ministry of Foreign Affairs /
Information and Cyber Security Vice FM Li Baodong

Dec. 2015 Opening Ceremony of the Second World Internet Xi Jinping
Conference

Apr. 2016 Work Conference for Cybersecurity and Xi Jinping
Informatization

Oct. 2017 19t Party Congress Xi Jinping

Dec. 2017 Fourth World Internet Conference Wang Huning / Standing

Committee

Apr. 2018 National Conference on the Work of Cybersecurity Xi Jinping
and Informatization

Sep. 2019 General Debate in the First Session of UN OEWG, Wang Lei / Coordinator for
United Nations Cyber Affairs, MFA

Oct. 2019 Sixth World Internet Conference Wang Lei / Coordinator for

Cyber Affairs, MFA

National strategies and white papers

Jun. 2010 The Internet in China State Council

May 2015 China’s Military Strategy State Council

Dec. 2016 National Cyberspace Security Strategy Cyberspace Administration
of China (CACQ)

Mar. 2017 International Strategy of Cooperation on Cyberspace  Cyberspace Administration
of China (CAC) / Ministry of
Foreign Affairs

Jul. 2019 China’s National Defense in the New Era State Council
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Year

Initiatives, position papers and interventions at the United Nations

Title

Institution

Jul. 2007 Report of the Secretary-General (A/62/98) Ministry of Foreign Affairs

Sep. 2011 International Code of Conduct for Information Ministry of Foreign Affairs
Security (A/66/359, draft proposal)

Jan. 2015 International Code of Conduct for Information Ministry of Foreign Affairs
Security (A/69/723, draft proposal)

Sep. 2019 Submissions to the Open-ended Working Group on Ministry of Foreign Affairs

Developments in the Field of Information and
Telecommunications in the Context of International
Security

Laws, regulations, and top-level design strategic economic/industrial plans

May 2015 Made in China 2025 State Council / Ministry of
Industry and Information
Technology (MIIT)

Jul. 2015 National Security Law NPC Standing Committee

Jul. 2015 Internet Plus State Council

May 2016 National Strategy for Innovation-Driven Development State Council

June 2016 Military-Civilian Action Plan for 2017 State Council / Central
Committee and Central
Military Commission

Dec. 2016 13t Five-Year Plan for Economic and Social Central Committee

Development, 13t Five-Year Plan for Informatisation

Jun. 2017 Cybersecurity Law NPC Standing Committee,
Cyberspace Administration
of China (CAQ)

Jun. 2017 National Intelligence Law NPC Standing Committee

Jul. 2017 National Informatization Development Strategy 2006- State Council

2020
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3 Legal, regulatory and institutional landscape

3.1 Legal and regulatory landscape

The Cybersecurity Law (CSL; M&Z%%) that came into force in June 2017 operationalises cyber
sovereignty and grants the CCP the power to control foreign ICT companies and firewall off its Internet.
Besides the CSL, China has drafted, or has already implemented, a wide-ranging system of overlapping
regulations that act in concert to bolster the government's control and monitoring of the entire digital
ecosystem "from the [physical] infrastructure that undergirds the Internet to the flow of data and the
dissemination of information online".1%

The Chinese system of digital technologies governance "meshes security-focused laws", for instance,
the National Intelligence Law (EZ1E#&i%), the Counterterrorism Law (&2 EXE) and the National
Security Law - with a variety of "development-focused" guiding strategies, plans and standards on ICTs,
Al, big data, cybersecurity and others.'® Like the EU Joint Communication on "Building strong
cybersecurity for the EU",'% national CCP strategies serve as high-level blueprints to guide both the
political and technical enforcement of regulations and standards'® transposed by (local government)
policymakers. The National Cyberspace Strategy of 2016, the 2017 International Strategy for
Cooperation in Cyberspace, the 13th Five-Year Plans on Science & Technology and the "Standing
Committee Regulations on Strengthening Network and Information Security" are illustrative
examples. '

In contrast with EU legislation, the CSL's scope is sweeping and comprehensive. As an “umbrella” law,
CSL encompasses regulatory equivalents of the EU's NIS Directive, GDPR, the Cybersecurity Act, as well
as regulations on "disinformation” and online platforms content management.

In terms of structure, the CSL is comprised of an interlocking matrix of rules pertaining to online content
management, critical information infrastructure protection (NIS), data protection and cross-border data
flow management (GDPR), network products and services management (NIS), technical standardisation
and certification (Cybersecurity Act) and coordination of cybersecurity incidents emergency responses,
critical information infrastructure protection and cyberdefence (NIS). The CSL is better conceived as a
centrepiece regulation from which other, more granular measures and standards flow. It should be
viewed as an accompanying plan in the enforcement and implementation of overall cyber affairs policy,
rather than a standalone piece that forms the whole of Chinese cyberspace-related regulation.

Key CSL provisions include:

> Disclosure of Sensitive Information, Aggressive Data Localisation and the Cybersecurity Review
Regime. Under the Personal Information and Important Data Protection System and the
Critical Information Infrastructure Security Protection System (CIl), foreign ICT companies and
network system operators wishing to operate in the Chinese market in the all-encompassing
“critical information infrastructure" sector are required to store, process and manage specific types

https://www.theatlantic.com/international/archive/2018/06/zte-huawei-china-trump-trade-cyber/563033/

https://www.newamerica.org/cybersecurity-initiative/blog/beyond-worst-case-assumptions-chinas-cybersecurity-law/,
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of data in China and undergo security reviews (CRR, see below) that expose their "sensitive
intellectual property (IP) and source code" as part of "verification and testing" procedures.’”” The
security reviews are designed to evaluate the implications of cross-border data transfers on
national security, "the people's livelihood", "economic development and social and public
interests".108

The Cybersecurity Multi-Level Protection System (MLPS) is a compliance mechanism according to
which enterprises deemed to be critical infrastructure operators "would be subject[ed] to enhanced
monitoring by the MPS [Ministry of Public Security] and third-party [security] certification".
Moreover, MLPS specifies "domestic encryption requirements" which might in practice compel
companies to disclose encryption keys.'® MLPS and Cll interlock with the Cybersecurity Review
Regime (CRR), administered by the Cyberspace Administration of China. CRR examines the
"supply chains of network and product service providers" by use of security reviews with an
extensive scope that focus on products' implications on national security.’® CSL regulations are
complemented by a variety of other, more granular measures building on specific issues, such as
disclosures of cyber threat information.™

The Internet Information Content Management System "tightens controls over online activities"
and seeks to "attach an activity to users' offline identities", further granting the government the
capacity to censor information deemed harmful. The System imposes "self-regulation
[requirements] on intermediaries", platforms, networks and other actors operating on China's
Internet.’ To access China's market, domestic and foreign platforms, private firms, service
providers or intermediaries therefore have to comply with the CCP's policies regarding control of
the dissemination of online information. The securing of this objective - shaping, controlling,
monitoring and censoring online public spaces - requires the indispensable co-optation, or
cooperation, of Chinese Internet firms. The entrenchment of the so-called "networked
authoritarianism" ™ works not only through a stringent system of intermediary liability, but also
by imposing "corporate [..] [and] national responsibility” (EEMENAEZRZE) to Internet
companies to supervise and sustain "the healthy development of the Internet".’™* The Chinese
stringent regulatory environment in China also saddles domestic companies "with baggage that
[other firms] operating within liberal democracies do not have", exposing Chinese businesses to
increased levels of resistance, suspicion and scrutiny.’"

https://www.csis.org/analysis/how-chinese-cybersecurity-standards-

impact-doing-business-china

https://chinacopyrightandmedia.wordpress.com/2017/05/02/interim-security-review-measures-for-network-products-and-
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> The Personal Information and Important Data Protection System, modelled on the GDPR,
regulates the collection, storage and sharing of personal and corporate data.’’® The Data
Protection System includes, among other things, data localisation requirements and policies to
restrict cross-border data transfers. The standard Personal Information Security Specification,
in effect as of May 2018,""7 and the Draft Privacy Impact Assessment Guide''® further set out the
procedures for consent to access of data and enforce responsibilities on companies to provide
personally identifying information on users.

> The Cross-Border Data Transfer Regime imposes restrictions on the flow of data to and from
China. It includes strict requirements for data localisation, especially for companies deemed to be
critical infrastructure operators in exchange for market access.

> As in the NIS Directive, the Cybersecurity Incident Management System, the Public Internet
Cybersecurity Threat Monitoring and Mitigation Measures,® issued in 2018, and several other
cybersecurity standards schemes lay out the foundations for a system for coordinating incident
responses, incident vulnerability "discovery and reporting management" and the development of
"threat information-sharing platforms".’?

Overall, CSL effectively functions as a non-tariff market access barrier for foreign software, hardware or
network equipment-specific companies.’?' CSL demonstrates that playing by Beijing's rules - in other
words, complying with standards which may often be at odds with enterprises' values or interests - is
necessary to access the Chinese market. Requirements for data localisation, restrictions on cross-border
data transfers and intrusive security reviews may expose firms' proprietary business information,
intellectual property or personally identifying data to Chinese intelligence authorities.

In addition, the Ninth Amendment to the Criminal Law of the People's Republic of China of November
2015 tackles cybercrime offences. The Amendment extended criminalisation to cyber acts - breaches of
information, dissemination of illegal information, the fabrication and spreading of "false information"
and the sale or illegal use of personal information - and imposed responsibilities on Internet service
providers (ISPs) to prevent cybercrime. The amendment also allows the court to levy hefty penalties
against ISPs for failing to comply with national regulations on cybersecurity or providing deliberate
assistance to criminals.??

It is worth noting several factors that could hamper China's overall objectives related to cyberspace.
China's sovereignty-based approaches to governance require the continuous application of censorship
to stifle the free flow of information, necessitating the increasing codification of such measures into
repressive cybersecurity laws and regulations. This runs counter to the distributed nature of the Internet
and the inherently cross-border and open environment promoted by this medium communication. It

https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-chinas-personal-information-security-
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also comes with increasing domestic and international reputational risks, both for the Chinese
government and commercial businesses.

Furthermore, the success of economic objectives enshrined in China's cyberspace policy could be
hampered by the rollout of a market discriminatory governance regime. Strict national data localisation
requirements, all-encompassing intelligence laws and the exposure of foreign corporations to market
discrimination measures reinforce suspicion of China's business environment. In the long run, the strict
regulatory environment might decrease the market's appeal and end up being detrimental for Chinese
high-tech suppliers' market expansion beyond the Mainland's borders.

3.2 Institutional landscape and key stakeholders

Please note that the sections below provide a non-exhaustive list of selected Chinese-based actors,
senior officials, private organisations, think tanks, research institutes’® and government agencies
dealing with cyber diplomacy. Due to continuous institutional shifts, changes in governmental agencies'
supervisory powers and an ever-expanding cyber domain academia and research field in China, this
selective list is of limited scope and scale, and only reflects information provided in public reporting.

3.2.1  Governmental actors

Since 2014, the Chinese government has been engaged in the process of streamlining and consolidating
the political-institutional environment in which China's cybersecurity policy operates. Aiming to
streamline the ability of the CCP to steer policy from the top, Beijing has purposefully implemented
“fixes" - "institutional shuffles, power shifts, reorganisation of priorities and the creation of new political
organs - to tackle a sprawling bureaucracy, growing turf wars over responsibilities, deep fragmentation,
issues with power-sharing and operational conflicts. Despite these efforts, the weaknesses in the
Chinese cybersecurity institutional system - opaqueness and fragmentation - remain apparent.

To improve coordination, the State Council announced that the Central Commission for Cybersecurity
and Informatization (FRMEZZFEEIEERS; led by President Xi) is now the centralised
decisionmaking body on cyberspace and ICT affairs that charts out the official line for cybersecurity
policymaking, strategy, planning and resources.'* These prescriptions, in turn, trickle down to the local
level through a system of policy documents designed to implement the top-level vision and planning.
The centralisation of China's cyberspace governance apparatus is, above all, designed to cement and
consolidate political power into the hands of the CCP and to concentrate the party-state's capacity to
guide changes through top-down decisionmaking.

More importantly, the move underscored the prioritisation of cybersecurity in the administration's
future policy direction. Elevating the previous Central Leading Group for Cyberspace Affairs to the status
of a Central Commission took place within the broader context of President Xi's efforts to centralise and
streamline overlapping and ineffective bureaucracy related to cyberspace policy. The shift, therefore,
reflects an "urgent priority among the senior leadership to settle turf battles among actors such as the
Ministry of Public Security (MPS ; A%#0), the Ministry of Industry and Information Technology (MIIT; L

W15 2{EER), and the Publicity [Propaganda] Department of the Central Committee of the CCP [fhitrh
REEE]".12°> As with other CCP organs, the CCCl's full member list is not yet public and readily available,
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vice chairs of the new Commission include Premier Li Kegiang and Politburo Standing Committee
Member Wang Huning.'?® Moreover, in May 2019, Sheng Ronhua assumed the role of deputy head of
both the Central Commission for Cybersecurity and Informatization and the Cyberspace Administration
of China,'” while former director of the Commission and head of CAC - the notorious Lu Wei - was
sentenced to 14 years in prison for bribery.128

The Cyberspace Administration of China (EXEBKMNER/FAE) is a "one structure, two nameplates”
entity'?® that implements, but also shapes, most tenets of China's cybersecurity policy. CAC also serves
as the secretariat of the CCCl to which CAC is directly subordinate.”™° In other words, CAC - the leading
Chinese institution responsible for cybersecurity and cyber diplomacy - is the functional office of the
Central Commission. Despite having a pivotal role, CAC is far from being the only actor with
cybersecurity responsibilities. Other actors - the MSS, the Ministry of Public Security (MPS), the Ministry
of Industry and Information Technology (MIIT), the Ministry of Propaganda, intelligence agencies, intra-
and inter-agency bodies and standardisation committees - share other technical and political ICT-sector
responsibilities.

As of 2018, China has a new cyber czar, Zhuang Rongwen, a close ally of President Xi, who has assumed
the role of the new head of CAC."™" That the CAC continues to be headed by a senior propaganda official
reflects the organisation's - and by extension the government's - primary focus on monitoring and
policing the dissemination of online content and the strengthening of the Party's capacity to exercise
(ideological) control over the Internet. Network security also remains a priority, albeit a secondary one.
Related to this, in @ 2018 essay in the leading Party theory journal, Qiushi, the new chief of CAC stressed
the "Party's leadership over the governance of the Internet" and committed to increasing control over
online information as a core instrument of Party indoctrination.” Xu Lin, who is Mr Zhuang's
predecessor, will now head the State Council Information Office, which is the CCP's external
"propaganda arm"'33 supervised by Premier Li Kegiang.

Wang Huning is the vice chair of the Central Commission for Cybersecurity and Informatization, a
member of the Politburo Standing Committee and a close adviser to Xi Jinping. Wang spoke at the
Wuzhen Internet Conference in 2017 on the importance of norm building, international cooperation
and exchange, expertise sharing in the digital economy sphere, e-commerce and cross-border flows.
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https://www.newamerica.org/cybersecurity-initiative/digichina/blog/wang-hunings-speech-4th-world-internet-conference-wuzhen/
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China's institutional cybersecurity environment remains layered, complex and fragmented. Recent
shuffles have aimed to facilitate shared common goals and mitigate turf wars between ministries, which
often have their own agendas and interests.

The Ministry of State Security (ZZ#F) The MSS has a "double" mandate of foreign intelligence
(counterintelligence, counterespionage) and domestic (politically motivated) intelligence.’®®> MSS'
primary focus lies in ensuring domestic stability. The Ministry collects intelligence on internal and
external targets and threats, as part of counterterrorism and anti-radicalisation initiatives. It also has an
integral role in the security reviews mechanism. Crucially, with the creation of the Strategic Support
Forces (SSF; &z #E30R), an effort to reorganise the use of offensive cyber capabilities within China
between the military and civilian intelligence agencies, highly operationally sophisticated groups
affiliated with the Ministry of State Security are now responsible for industrial cyber exploitation
operations. Recent indictments and exposed espionage campaigns have all been associated with
intelligence operatives working for the MSS, which is itself a non-monolithic actor. It should be noted
that the MSS operates at the national, provincial and local levels, where "many of [its entities], especially
at the provincial and local levels, include organisations with valid public missions to act as a cover for
MSS intelligence operations".'3¢

The Ministry of Public Security (2%#f) has a security and law enforcement mandate directed at
ensuring public social order both offline and online. The MPS s partially responsible for implementing
Internet traffic control in China, in concert with the MIIT, which regulates access, and the MSS, which
monitors content. The MPS focuses on combating cybercrime and cyber terrorism, curbing the use of
VPN services to circumvent the Great Firewall and is responsible for critical infrastructure protection
together with the CAC.

The Ministry of Industry and Information Technology (MIIT; TMIF{E2E30) has a mandate to
“regulate ICT sector industrial policy” manifested in initiatives, such as Made in China 2025, Internet+
and others.’®” The MIIT manages China's telecommunications, ICT and network infrastructure. Although
one of the most important ministries in relation to the cyber domain, its role in China's cybersecurity
policy has weakened since 2018 as the CAC's role has taken off."38

The National Information Security Standardization Technical Committee (Technical Committee
260, or TC260) is the leading ICT evaluation and testing standardisation body. Its role on policy is high
and stems from its integral role in enforcing Cybersecurity Law across lower levels - to organisations,
private companies and governmental organs - by use of implementing guidelines, technical measures,
compliance frameworks and standardisation plans. China's cybersecurity standardisation framework is
comprised of several other less authoritative, or more specialised, standardisation committees, such as
the Communication Standardization Association (CCSA) and the Cryptography Industry Standardisation
Technical Committee (CISTC).

The Ministry of Foreign Affairs (E9M32#F) - particularly the Arms Control and Disarmament (FE#5))
and the Department of Treaty and Law (&#£5%#E]) - covers cyber diplomacy and international
“rulemaking" for cyberspace. The MFA, co-author of China's 2017 strategy on international cooperation
in cyberspace, is the executive of China's cyber diplomacy official party policy line. MFA representatives
from the Department of Arms Control and Disarmament have led and coordinated China's efforts at
two parallel UN First Committee processes, and have represented Beijing's views at all previous
iterations of the Group of Government Experts between 2004 and 2019. Additionally, MFA coordinates
the PRC's Track 1 cyber dialogues with senior officials from the European Union (e.g. the EU-China Cyber
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Taskforce). It co-organises and oversees Track 1.5 discussions (e.g. the Sino-European Cyber Dialogue)
and often plays the role of ‘facilitator' in bilateral dialogues about cyberspace.

The People's Liberation Army of China (FE AE##1ZZE) was formerly responsible for industrial cyber-
enabled espionage (notably, the Third Department of the PLA General Staff Department). Nowadays,
the newly created PLA Strategic Support Force oversees China's development of its offensive intrusion
capabilities, cyberdefence, military intelligence and cyber exploitation reconnaissance. As a result of the
(PLA)SSF reforms initiated in 2015, which united space, cyber and information warfare capabilities, the
PLA now has a narrowed focus on reconnaissance and conflict scenario cyber intrusions and critical
infrastructure defence.

There are only semi-authoritative statements on the PLA's doctrinal thinking on the use of cyber
capabilities in a warfighting scenario, specification of thresholds that could trigger countermeasures or
the mechanics of its cyber deterrence policy. Semi-official statements have shown that the PLA
conceived cyber capabilities as low-cost, high-impact effects that could serve a supportive and adjunct
function to conventional military action. In response to a perceived cyber arms race and militarisation
of cyberspace, the PLA's 2019 White Paper calls for accelerating the build-up of offensive and defensive
cyber capabilities "consistent with China's international standing and its status as a major [cyber
superpower]".’3° Additionally, the PLA vows to improve the "informatisation" of its armed forces and its
“cyber border defence" and network intrusions situational awareness capacities in order to better
maintain state security, "national sovereignty, information security and social stability".40

The Cybersecurity Association of China (CSAC; EM4%ZEEZ 2 1%) was established in 2016 as a CCP-
led industry association to transmit policy ideas downstream and to provide practical support across
the government-industry nexus in China's ICT-related legal regime. CSAC provides support for the
implementation of information control measures, the security of network products and services and the
promotion of China's domestic ICT industry.™

The National Computer Network Emergency Response Technical Team/Coordination Center of
China (CNCERT or CNCERT/CC): China's CERT is now subordinated to the CAC (previously by the MIIT).
Much like CERTs in Europe, CNCERT is responsible for (emergency) incident response, coordination,
prevention and detection, the protection of critical information infrastructure and security testing of
public institutions' and governmental bodies' networks. Like ENISA, CNCERT deals with improving
China's overall cybersecurity posture.’? In addition, the National Computer Network and Information
Security Management Center (NCNISMC), which is closely associated with CNCERT, allegedly holds
technical responsibilities for the deployment and maintenance of China's censorship system (the Great
Firewall of China).™? Given its subordinate position to the CAC, this means that the regime's censorship
apparatus will now be administered directly by the Cyberspace Administration of China and the Central
Commission for Cybersecurity and Informatization, comprised of several members of the Standing
Committee and President Xi himself.

3.2.2 Private sector

Qihoo 360 is China's leading private cybersecurity company. It operates China's first civil-military
cybersecurity innovation centre, under the supervision of the Central Commission for Integrated Military

http://eng.mod.gov.cn/publications/2019-07/24/content 4846452.htm

https://www.csis.org/analysis/what-make-newly-established-cybersecurity-association-china

https://www.cert.org.cn/publish/english/index.html

https://citizenlab.ca/2015/04/chinas-great-cannon/
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and Civilian Development “"and related military bodies".* Together with other private Chinese
cybersecurity companies, Qihoo plays a vital role in building up China's "cyberdefence systems for
military-related Internet services" and serves an integral threat intelligence role enhancing the PLA's
situational awareness regarding cyber threats.’* Zhou Hongyi (CEO of Qihoo 360) has previously
highlighted the importance of civil and military integration and cooperation in the field of cyberdefence.

BATJ - Baidu, Alibaba, Tencent, JD.com (or China's GAFA): These are China's national champions in
the digital sphere. They compete with American companies in terms of value and influence and play a
vital role in the management and control of public information spaces.

3.2.3 Research institutes and academia

The think tanks below have varying degrees of contact with China's foreign policy apparatus.
Nonetheless, they provide policymakers with expert opinions and input regarding overall policy.
Leading Chinese foreign policy organisations and agencies, such as the Ministry of Foreign Affairs, the
Ministry of State Security, military organisations, local governments and the Party itself, all administer
bespoke research institutes, which submit input across levels of policymaking.

The China Institutes of Contemporary International Relations (CICIR) is a think tank directly
affiliated with the Ministry of State Security. It deals with foreign policy and international relations and
frequently engages with foreign think tanks in Track 1.5 dialogues. CICIR holds consistent channels of
policy recommendation with higher levels of policymaking.

The Shanghai Institute for International Studies (SIIS) is a think tank that researches foreign policy
and has ties to China's Ministry of Foreign Affairs and the Shanghai Municipality.

The China Institute of International Studies (CIIS) is affiliated with the Ministry of Foreign Affairs.

The Chinese Academy of Social Sciences (CASS), subordinate to China's State Council, is the largest
government think tank in the country.

The China Academy of Information and Communications Technology (CAICT) is the Ministry of
Industry and Information Technology's think tank. The CAICT provides research input to the Chinese ICT
industry on major top-down regulations and plays a role in the assessment of enterprises' compliance
with governmental testing and certification frameworks. The CAICT supports “strategy and
policymaking" programmes (Made in China 2025, Internet Plus, Broadband China) by producing white
papers and carrying out "in-depth [studies] and foresighted planning" on the impact of emerging
technologies on China's digital economy.™® Significantly, the CAICT is integral for the implementation
of major cyber-related policy initiatives and regulations by virtue of it being a member of TC260 working
groups on cybersecurity standardisation. It is also a leading "third-party technical organisation" tasked
with implementing the Cybersecurity Review Regime of the Cybersecurity Law.™” The Academy is also
a key member of the IMT-2020 5G Promotion Group, which was a key partner in the 2015 Joint
Declaration between the EU and China on developing 5G network technology.'#®

http://en.people.cn/n3/2017/1228/c90000-9309428.html

http://www.caict.ac.cn/english/intro/201804/t20180428 161365.htm

https://www.newamerica.org/cybersecurity-initiative/digichina/blog/profile-china-
academy-information-and-communications-technology-caict/

https://ec.europa.eu/commission/presscorner/detail/en/IP_15 5715
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The Chinese Academy of Military Sciences of the People's Liberation Army (CAMS), the China
Institute for International Strategic Studies (CIISS) and the National Defence University (NDU) are
think tanks that deal with strategic and security issues under the PLA. The NDU often publishes on Al
and cyberdefence.

4 China’s approach to cyber diplomacy: objectives and
practice

4.1 Participation and positions adopted in international cyber debates

Beijing's insistence on state-centric models of governance and intergovernmental cyber domain
negotiations seeks to boost the top-down power of the (sovereign) state, along with its state security
interests and political imperatives, relative to other (non-governmental) actors.’®® Although Beijing
recognises the importance of private companies and technical communities in contributing to the
growth and maintenance of the Internet, it still believes that governments should have a leading voice
and retain their top-down steering capacity.'™°

Furthermore, other concepts raised by Beijing in international discussions revolve around promoting
disruptive reforms to the Internet governance status quo, which is discursively perceived as a vehicle for
advancing Western states' institutional monopoly, hegemony and neoliberal political ideology. The CCP
discourse generally construes the international governance and legal regimes as remnants of a time
when China did not hold the institutional and technological position enabling it to decide on global
rules due to its stage of development. Key reforms, therefore, could boost China's and developing
countries' international voice, which would subsequently allow them to exert their sovereignty, cultures,
political contexts and interests in deciding how cyberspace is administered.

411 Internet governance

The Chinese government is committed to shaping international debates on norms of responsible state
behaviour in cyberspace. The World Internet Conference, launched in 2014, was designed to counter
efforts by the US and like-minded allies to proliferate their definitions and expectations of (ir)responsible
behaviour in cyberspace, propagate multi-stakeholder Internet governance initiatives and saturate
discourse with discussions on digital human rights. The Wuzhen Summit, a showcase of China's Internet
vision and high-tech sector power, serve to promote an alternative model for "cyberspace order and
governance”, while at the same time highlighting the fact that playing by Beijing's cyber governance
rules is the only road to admission to its vast market.

The cyberspace wing of Chinese public diplomacy has long been engaged in a campaign of “reforming
by de-Americanising" the existing cyber-related international governance system and norms building
processes. In conjunction with an institutionalising process of China's cyber diplomacy, meaning the
establishment of new dedicated agencies and positions and the implementation of domestic
organisational reforms, the PRC has gradually broadened its participation in various issue-based, multi-
stakeholder forums such as the IANA, the ICANN, the IETF and the IGF. Increasingly cognisant of the
rising stakes in Internet governance, Chinese diplomats have concentrated their efforts on disrupting

http://www.chinadaily.com.cn/a/201804/23/WS5adce162a3105cdcf6519be5.html

http://www.wuzhenwic.org/201511/10/c 46113.htm

30


http://www.chinadaily.com.cn/a/201804/23/WS5adce162a3105cdcf6519be5.html
http://www.wuzhenwic.org/201511/10/c_46113.htm

Washington's monopoly over critical Internet infrastructure by "politicising” technical matters. The US
relinquishing regulatory control over the IANA under pressure from Beijing is a case in point.">

Since 2012, Beijing has been pushing to bring Internet governance under the framework of the UN. At
the 2012 World Conference on International Telecommunications ITU in Dubai, China, Russia, Saudi
Arabia and several other signatories sought to elevate the role of the ITU over bottom-up institutions
(like the IETF) by expanding the ITU and member states' authority over Internet traffic/resources and
policymaking.'3 The proposal for an update to the legally binding International Telecommunications
Regulations (ITR) treaty could have legitimised governmental censorship and surveillance practices and
would have undermined the ICANN's multi-stakeholder role in the allocation and management of the
DNS system had it not been withdrawn.™* Still, 89 out of 193 states signed the controversial update
aimed at extending governmental control over the Internet. Countries including the US, Canada and
France fundamentally disagreed with proposed amendments that would have empowered the ITU to
cover "a range of [..] governance functions" that were previously reserved for non-governmental
stakeholders.”™ In November 2018, at the ITU's 20™ Plenipotentiary Conference (PP-18) in Dubai,
member states of the ITU re-elected Houlin Zhao, a Chinese national, as the Secretary General of the
Union for his second four-year term, set to end on 1 January 2023.

Beyond the creation of the open-ended working group process under the First Committee of the UN
General Assembly, China's most ambitious attempts at normsmaking comprised of two proposals to the
General Assembly - tabled in 2011 and 2015 together with Russia and Shanghai Cooperation
Organisation (SCO) members™® - of a draft International Code of Conduct for Information Security.
Following the guidelines of the Yekaterinburg Agreement of 2009, the SCO Code of Conduct framed
potential cyber threats "in the context of international security" as issues of "information security”, i.e.
the use of information communication technologies to destabilise, interfere, attack or sabotage other
nations' social-political and economic security and public order. The proposal was modelled on the
principle of the sovereignty of states over cyberspace, requiring states to protect their "information
spaces" and “critical information infrastructure” by imposing strict national legislation and regulation.
The Codes further reinforced suspicion towards the Sino-Russian definition of information security and
triggered criticisms that if such a regulation were adopted, it would provide authoritarian regimes with
the legal foundation to arbitrary curtail and restrict the free flow of information and freedom of speech.
Moreover, sceptical of the role of non-state and private actors in existing multi-stakeholder processes,
the 2015 Code of Conduct also sought to establish "multilateral, transparent and democratic
international Internet governance mechanisms" that empower governments to determine Internet-
related public policy. Comparably, in 2016, BRICS members argued for reinforcing the decisionmaking
power of governments as the primary creators and operators of cyberspace-related policy, diminishing
the role of other non-state stakeholders to that of providers of input on decisions.’’

https://www.economist.com/the-

economist-explains/2016/09/29/why-is-america-giving-up-control-of-icann

https://www.zdnet.com/article/wcit-12-leak-shows-russia-china-others-seek-to-define-government-controlled-Internet/

https://slate.com/technology/2012/12/wcit-2012-has-ended-did-the-u-n-internet-governance-summit-
accomplish-anything.html

https://www.brics2017.org/English/Documents/Summit/201701/t20170125 1410.html
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412  Cybernorm building debates

As one of the first movers in the field, diplomats from the People's Republic participated in all five
editions of the UN Group of Government Experts (UNGGE) from 2004 to 2017. Beijing is also a major
player in the two new parallel processes at the UN tasked with studying ICTs in the context of
international peace and security.

It was only in 2013, at the third meeting of the UNGGE, that governmental experts reached a consensus
that international law - and the UN Charter in particular - is applicable to "information security" and
states' conduct in cyberspace.’® What's more, the 2013 report explicitly recognised that the principle
of sovereignty and that "the international norms and principles that flow from it apply to [s]tates'
conduct of ICT-related activities”, including that states have a sovereign right to exercise control and
enjoy jurisdiction over cyber infrastructure "within their territory".’ The participating states also
reached an agreement to continue working towards developing "common understandings" on norm
maintenance - "how [the agreed] norms shall apply" - "and to carry out further norm formation over
time given the "unique attributes" of information and communications technology. In China, the 2013
report was considered consistent with the official party-state line, as it acknowledged a favourable
reading of the principle of state sovereignty and underscored the fact that the novelty of the cyber
domain might require the identification of new norms regulating states' behaviour in the future.

As a signatory to the most recent consensus report reached within the framework of the UNGGE, China
endorsed 11 non-binding norms and principles of responsible state behaviour in cyberspace, later
reaffirmed by the G20.'%° Parties agreed to, among other things:

> exercise due diligence by not "knowingly" allowing their territories to be used for/in internationally
wrongful cyber acts. They would do so by taking resilience measures to protect critical
infrastructure from cyber intrusions and by responding to others' requests to "mitigate” malicious
cyber acts emanating from their territory, "taking into account [...] sovereignty";

> refrain from carrying out or supporting cyber operations that could damage, disrupt or destroy
critical infrastructure;

> refrain from targeting computer emergency response teams' networks;

> cooperate with others in developing confidence building stability measures to prevent conflict,
increase predictability and promote peace and security in cyberspace;

> exchange information on vulnerabilities and abide by a duty to assist injured states whose critical
infrastructure is being attacked;

> maintain the integrity and security of ICT supply chains and prevent the proliferation of malware
tools and techniques;

> to protect human rights and fundamental freedoms online.™®"

The 2013 report was crucial in clarifying how the existing international legal regime applies to the use
of cyber capabilities. In addition to noting selected international humanitarian law principles’
applicability to cyber scenarios, the report reaffirmed that the UN Charter applies in its entirety,
including the right of states to exercise their inherent right to take measures consistent with the Charter
and their responsibilities to respect and protect human rights and fundamental freedoms. States should
not use - or allow their territory to be used by - proxies formally outside of governments to commit

http://undocs.org/A/68/98

http://undocs.org/A/70/174
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malicious cyber acts and should bear responsibility for operations legally attributed to them under the
general standards of the law on state responsibility.

Yet, parties across the East/West divide fundamentally disagree over their views on the type of law
appropriate for governing state behaviour in cyberspace (peacetime law vs. law of armed conflict; new
vs. existing) and the mechanics of concrete principles and legal rules for specific cyber domain scenarios.
The existence of two camps with fundamentally divergent views on international law ultimately led to
the collapse of the UNGGE mechanism in 2017.

However, in December 2018, the General Assembly established two new processes to discuss the actions
of states in cyberspace in the context of international security at the First Committee.'® The Russia-
sponsored resolution, supported by China, establishes an open-ended working group (OEWG) that
expands participation to potentially every member state of the UN.

From 2019 to 2021, the OEWG is tasked with building upon past normmaking, including by revision,
working towards the enforcement of existing norms of responsible behaviour in cyberspace and
identifying new rules of behaviour in the sphere of information security. Founded on the language of
past UNGGEs, the OEWG draft resolution promotes an additional set of "duties and rights" which elevate
the role of governments in cyberspace governance through the language of "information/ICT security".

Within the UN context, China also voted against a parallel US-led draft resolution - subsequently
adopted by the First Committee - for a resolution on "advancing responsible State behaviour in
cyberspace in the context of international security”. In addition to the open-ended working group, the
US-sponsored resolution establishes a new Group of Governmental Experts limited to 25 members, one
of which is the People's Republic of China. The UNGGE's mandate includes further clarifying how
international law applies to cyberspace, whereby individual states are requested to submit their legal
reasoning regarding cyber acts and identifying ways to improve compliance with existing norms. China's
decision not to support a new round of the UNGGE at the 73™ session of the General Assembly might
have been facilitated by its growing distrust towards Washington, the impasse of previous UNGGEs,
reluctance to crystallise legal reasoning on cyberspace and a desire to maintain strategic ambiguity or
involve more like-minded states in normsbuilding initiatives.

In the context of China's campaign to boost the role of the UN in international cyber debates, the
existence of two new processes could be perceived as advantageous to China's cyber diplomacy
strategy. The Third Committee's adoption of a resolution to "propose new national and international
legal or other responses to the use of information and communications technologies for criminal
purposes" is also well-aligned with Beijing's objective of developing new international legal instruments
on cybercrime to compete with the Budapest Convention. 63

https://undocs.org/A/C.1/73/L.27/Rev.1

https://undocs.org/A/RES/73/27

https://undocs.org/A/73/505

https://undocs.org/A/C.3/74/L.11
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413 International law

The vision of a comprehensive cyber superpower extends far beyond the mere technological capability
to great power competition within the normative, discursive and ideational realm. Xi asserted in 2016
that a core element of China's international ambition is enhancing the country's global discursive voice,
its influence and its "right to speak" (i%iE#X) in international standard-setting and rule- and norm-

formation debates to help generate an international cyberspace order conducive to China's foreign
policy and national interests.'® Beijing values its involvement in the shaping of standards and
expectations of (un)acceptable behaviour in the cyber domain as an instrumental strategic advantage.

Xi recognised that, even in cyberspace, the strategic competition between powerful states entails a
"game" comprised of both material and ideational factors, where the relative distribution of power is
determined by the ability of states to maintain a technological lead and instil homegrown standards,
ideas and "discourse power".’®> In the context of the growing competition over ideas in international
debates, the CCP Central Committee has called upon China to exert more "productive" power in the
sphere of international law to advance China's interests going forward.®® Following this logic, Chinese
diplomats, lawyers and scholars are urged to participate in the formulation of "international [legal]
norms" and rules through "'legal methods' with Chinese characteristics” to bolster Beijing's "discursive
power and influence in international legal affairs"."®

Technical communities, governmental agencies and nominally private organisations are incentivised to
increase their participation in the global emerging technologies standardisation landscape. Standard-
setting promotion in international bodies such as the ITO, IEC and ISO8 sits at the core of the Made in
China 2025, the Digital Silk Road and China Standards 2035' industrial policies. This serves a
multifaceted objective: On the one hand, standardsmaking is intended to realise the nation-wide effort
of achieving self-reliance and a leadership role on the international high-tech stage. Closely related to
this, the internationalising of Chinese standards is also essential for sustaining national ICT champions'
efforts to move up strategic value chains - from "third-tier" manufacturers to "first-tier" standard-setters
- in international trade of advanced technologies.””® Beyond advancing China's normative power, the
shaping of global tech standards is further considered advantageous because it opens opportunities for

https://web.archive.org/web/20190115054041/http://www.cac.gov.cn/2016-
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http://webcache.googleusercontent.com/search?g=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F 15
19386.htm&rlz=1C1GCEB enBE813BE813&0q=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F15193
86.htm&ags=chrome..69i57j69i58.919j0j4&sourceid=chrome&ie=UTF-8.

https://chinacopyrightandmedia.wordpress.com/2014/10/28/ccp-central-committee-decision-concerning-some-major-
guestions-in-comprehensively-moving-governing-the-country-according-to-the-law-forward/

https://www.merics.org/en/papers-on-china/chinas-digital-rise

http://www.xinhuanet.com/fortune/2018-01/10/c 129787658.htm

http://www.gov.cn/xinwen/2015-02/12/content 2818351.htm

35


https://web.archive.org/web/20190115054041/http:/www.cac.gov.cn/2016-10/09/c_1119682237.htm
https://web.archive.org/web/20190115054041/http:/www.cac.gov.cn/2016-10/09/c_1119682237.htm
http://webcache.googleusercontent.com/search?q=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F1519386.htm&rlz=1C1GCEB_enBE813BE813&oq=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F1519386.htm&aqs=chrome..69i57j69i58.919j0j4&sourceid=chrome&ie=UTF-8.
http://webcache.googleusercontent.com/search?q=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F1519386.htm&rlz=1C1GCEB_enBE813BE813&oq=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F1519386.htm&aqs=chrome..69i57j69i58.919j0j4&sourceid=chrome&ie=UTF-8.
http://webcache.googleusercontent.com/search?q=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F1519386.htm&rlz=1C1GCEB_enBE813BE813&oq=cache%3Awww.scio.gov.cn%2Fzhzc%2F10%2FDocument%2F1519386%2F1519386.htm&aqs=chrome..69i57j69i58.919j0j4&sourceid=chrome&ie=UTF-8.
https://chinacopyrightandmedia.wordpress.com/2014/10/28/ccp-central-committee-decision-concerning-some-major-questions-in-comprehensively-moving-governing-the-country-according-to-the-law-forward/
https://chinacopyrightandmedia.wordpress.com/2014/10/28/ccp-central-committee-decision-concerning-some-major-questions-in-comprehensively-moving-governing-the-country-according-to-the-law-forward/
https://www.merics.org/en/papers-on-china/chinas-digital-rise
http://www.xinhuanet.com/fortune/2018-01/10/c_129787658.htm
http://www.gov.cn/xinwen/2015-02/12/content_2818351.htm

concurrent expansion of Chinese firms' commercial power and the internationalisation of Chinese-made
technology to new export markets.™”"

Beijing's approach to the application of international law in cyberspace remains highly selective and
purposefully limited. It is characterised by a strong preference for specific primary legal principles
enshrined in the Charter at the expense of “the rest of the international law" and the "[full] implications
of accepting the UN Charter's application to cyberspace".'’? Efforts to explain how laws on the use of
force, self-defence, state responsibility and international humanitarian law apply to cyber acts and
capabilities became a sticking point at the latest round of the UNGGE. Fierce criticism from China, Russia,
Cuba and others ultimately resulted in a short-lived collapse of the mechanism. Fundamental differences
of opinion between the two camps zeroed in on the question of "whether cyberspace should remain an
exclusively non-military domain" governed by peacetime legal frameworks or whether cyberspace
should be subjected to the laws of armed conflict.’”

The Chinese position was characterised by a reluctance to crystallise the precise ways in which existing
customary and international treaty law might govern the cyber domain. The Sino-Russian camp
repeatedly disagreed over the adequacy of applying existing law regulating the resort to force and the
law of armed conflict in cyber scenarios. Beijing fundamentally opposed the idea that the current
framework of international legal rules can appropriately outlaw malicious cyber operations and allow
states to mount proportionate (cyber-enabled) responses to protect themselves from harmful activities.

Current laws are perceived as unsuitable for regulating the complexity and novelty of cyber acts,
requiring the international community to work towards negotiating a new multilateral treaty dedicated
to cyberspace and its "unique attributes" rather than continue relying on a soft law/norms approach.
According to Beijing, the departing point of international cyber discussions should begin with surmising
ways to use information and communications technology infrastructure in peaceful scenarios rather
than during conflict, hence the preference for examining matters of international peace in and security
of cyberspace through the lens of peacetime law.

The official Chinese line regards the application of the law of self-defence, the general rules of state
responsibility and international humanitarian law principles - specifically those of proportionality,
necessity, distinction, neutrality and collateral damage - as tantamount to legitimising conflict in the
cyber domain and the offensive use of cyber capabilities instead of prohibiting them altogether.

China's zero-sum argument regarding the applicability of international law to cyber conduct is relatively
straightforward: It pleads for the demilitarisation of legal approaches to the cyber domain as one of the
staunchest critics of Washington's efforts to make "the shift from peace to armed conflict [...] too low"."74
At the 2017 round of the UNGGE, Washington was accused of promoting "war and the use of force"
instead of peace and stability, and of perceptibly trying to "establish equivalence between the malicious
use of ICTs and the concept of ‘armed attack™ to give itself a legal license to resort to force pursuant of
“the right of (collective) self-defence".’”> China adheres to the view that the application of the doctrine
of self-defence - enshrined in the UN Charter and customary law - together with the law of armed
conflict could provide technologically advanced countries' a legal license to wage cyber warfare and
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impose arbitrary countermeasures on others, including (forcible) cyber countermeasures and reprisals
pursuant the law of state responsibility. According to this logic, the explicit recognition of Art. 51 would
incentivise "the use of cybermeans during a conflict" or non-cyber kinetic means " as a way to respond
to the cyberconflict".’76

This is rooted in a growing awareness of the damage that could be inflicted by cybermeans, particularly

other states using offensive cyber capabilities to "incite social unrest”, "interfere in internal political
affairs”, "subvert [the] regime" or harm "national political security and users' information security".'”’
Accordingly, the CAC has also argued that demilitarisation is necessary within the context of an

"aggravating arms race in cyberspace" and strategic competition for control over cyberspace.’”®

The explicit referencing of the rules of international humanitarian law to constrain cyberconflicts -
specifically the principles of necessity, proportionality, neutrality and distinction - is similarly understood
as giving a legal justification to military action by the use of ICTs and as an incentive for war. According
to the Chinese position in international cyber debates, the focus on the law of armed conflict destabilises
stability in cyberspace by presupposing and incentivising conflict and making unintended escalation
more likely.

Beijing calls upon countries to observe the principles enunciated in Article 2 of the UN Charter, namely
the sovereign equality of all states, the obligation to refrain from the threat or use of force against the
territorial integrity or political independence of any state, the principles of non-intervention in matters
within the domestic jurisdiction of any state and the peaceful settlement of disputes, and to reject "the
Cold War" and "double standards" mentality."”

Advocating for the adoption of legal frameworks targeted at below-the-threshold activities in
peacetime, particularly "information warfare campaigns”, China's international cyberspace strategy
mobilises a set of "hard" security solutions to deal with the perceived militarisation of cyberspace. Those
solutions include developing cyberdefence, enhancing situational awareness on cyber threats and a
modernisation of the armed forces through technological investments, institutional streamlining and
the creation of a new dedicated "cyber force" within the PLA.'8

Beyond bargaining chips in international negotiations, these debates framed as issues of international
law reflect deeper security concerns. China might be wary of its cyber capabilities being unnecessarily
curbed or of allowing others, namely the United States, to conduct destructive/disruptive cyber
operations during an international armed conflict.

Beijing's distrust of the international legal regime, international law's inherent interpretive flexibility and
the uncertainty of state practice are at the heart of the debate. Beijing might consider the space for
elastic interpretation of the law of self-defence as excessively broad, despite the existence of a coherent
body of related customs and case-law stipulating its utilisation. Supposed defensive operations against
imminent attacks could be launched pursuant to anticipatory-, pre-emptive- or preventive-based
justifications or idiosyncratic readings of the plea of necessity. Such woes are further reinforced by the
absence of a proper definition of self-defence in cyberspace as well as states' evolving views regarding
cyberspace and international law nexus. Similarly, the United States' denial of a gap between the use of
force and an armed attack - the so-called equivalence doctrine - still makes it unclear what types of
cyberattacks and threshold levels warrant resorting to the use of force as a response. The debate on
sovereignty as a principle or a standard is also illustrative in this regard.

Further uncertainty could be introduced by the complexities of cyber operations' immediacy, the
distributed geographies of cyber infrastructure and the blurred lines between military and civilian
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targets, in addition to ambiguities related to ascertaining the sufficient level of severity, scale and scope
warranting states to mount responses. Similar is the case with (cyber) countermeasures and the legality
of collective responses with (forcible) effects contributed by non-injured states, which remain "ripe for
interpretation by States".'®" While governments have largely restrained their operations below certain
thresholds of severity, there are no stable modes of expected (un)acceptable behaviour yet.

Another fundamental difference between the two camps relates to the principle of sovereignty. Here,
Beijing's position is clear - sovereignty is a primary rule of international law and each country has the
sovereign right to manage and administer its domestic cyberspace according to domestic law and
political culture without foreign interference. This is underpinned by the principles of non-interference
and, in practice, by the enforcement of stringent cyberspace policy regulations that cumulatively restrict
the free flow of information and stifle fundamental freedoms. China's view stands at odds with views of
cyberspace as a global commons.

414  Confidence Building Measures

China's International Strategy on Cyberspace Cooperation contends that the PRC is committed to
maintaining peace and stability in cyberspace through international cooperation on norms formation
and the creation of confidence building measures. The foci areas of Chinese confidence building
engagement include the establishment of predictability-increasing practical measures to prevent
unintended conflicts, or arms races, and the proliferation of offensive cyber capabilities. According to
the international strategy, new CBMs will also encompass measures to curb misuses of information
communication technologies and ensure supply chain security in network equipment and industrial
control systems. Furthermore, establishing an atmosphere of mutual trust and predictability would also
require increasing transparency regarding states' deterrence and doctrinal strategies and clarification
of legal principles' capacity to govern specific cyber acts.

415 Capacity building

Another key pillar of China's cyber diplomacy is capacity building in developing nations. Capacity
building in digital technologies - network infrastructure, information systems, 5G, fibre optic and
undersea cables and content filtering tools - serve the greater strategic purpose of convincing
developing states to adopt the country's cyber domain ideas and concepts.'® The Belt and Road Digital
Economy International Cooperation Initiative, launched in 2017, and "the Digital Silk Road" seek to
internationalise Chinese technology made by state-owned or affiliated companies, including Huawei
and ZTE, and in this way, embed Chinese technical standards and set up potentially favourable
conditions for political cyber-enabled espionage.’ In addition to infrastructure investment, capacity
building also focuses on enhancing information-sharing capacities, cyberdefence personnel training and
crisis management. In the long-run, Beijing hopes to leverage ICT infrastructure investment in
developing nations for political purposes and to make sure that China is well-positioned to take
advantage of the gradual realignment of power in the international order.
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In terms of regional distribution, Chinese state-owned or affiliated companies' investments concentrate
on Africa, 8> South America, Central and Southeast Asia'® through concrete projects, such as the China-
ASEAN Information Port and the China-Arabia Digital Silk Road Ningxia Hub. Tanzania, for instance, was
selected by Beijing as a "pilot country for China-Africa capacity building" in developing content
controlling systems and a strict Internet regulatory legislative framework.'®’

4.2 Relations with regional actors and organisations

Cyber diplomacy has come to the forefront of China's growing multilateral, bilateral and regional
commitments. The 20168 and 20178 summits of the BRICS strategic grouping underscored the
asymmetric distribution of power in the existing Internet governance system by calling for democratic
and fair participation of states. More recently, the 10t BRICS Summit Declaration of July 2018
highlighted the importance of intergovernmental cooperation within the framework of the UN "to
develop a universal regulatory binding instrument on combatting the criminal use of ICTs".™%°

At the G20 level, China endorsed the G20 Finance Ministers and Central Bank Governors Meeting
Communiqué in 2017,"" accentuating the importance of cybersecurity to protect the resiliency of
financial and informational systems. Similarly, at the G20 Osaka Leaders' Declaration of 2019, Beijing,
together with other countries, committed to working towards enhancing cyber resilience.’

According to Xi Jinping, Russia is China's key strategic partner "of coordination" and a key like-minded
partner in pushing forward the Sino-Russian notion of "information security" and maintaining "global
strategic stability” amid a "complex and volatile international situation" of increased interference in
domestic affairs.’®® In international cyber debates, the two countries emphasise the importance of
sovereignty and non-intervention and share a profound distrust of "the current Western rules-based
liberal order" and the United States' advocacy for "Internet freedom", often acting in concert and
coordinating "counteraction" to American-led norms initiatives.’* Besides their joint submission of two
codes of conduct in 2011 and 2015, Moscow and Beijing also signed a "nonaggression" cyber pact in
2015 in which the two governments pledged to refrain from offensive cyber operations against each
other and to promote a "multilateral” vision of Internet governance. The 2016 Sino-Russian Declaration
on the Promotion of International Law reaffirms China's support for the principles of the UN Charter
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and the 1970 Declaration on Principles of International Law Concerning Friendly Relations and
Cooperation Among States. '

While both Zhongnanhai and Moscow identify “threats, concerns, concepts and opportunities in
cyberspace" as being predicated on the implications of online content and information, the two states
diverge on their doctrinal thinking regarding the underlying motivating factors behind cyber intrusions,
with Russia "actively pursuling] destabilising abroad" and China investing in long-term "strategic
stability and predictability".’” Similarly, official Chinese discourse emphasises the need to reform the
Internet governance system and a disruption of the status quo.

The inclusion of cyber affairs and Internet governance in China's diplomatic activities has served to
bolster Beijing's leadership role in regional organisations such as the ASEAN Regional Forum (ARF), the
Boao Forum for Asia, the Forum on China-Africa Cooperation (FOCAC), the China-Arab States
Cooperation Forum, the Forum of China and the Community of Latin American and Caribbean States,
the China-Japan-Korea Cyber Policy Consultation, the Asian-African Legal Consultative Organization,
APEC and the BRICS."%8

Cybersecurity also takes a central role in Sino-American bilateral relations. In the aftermath of the public
exposure of PLA-linked APT1 cyber espionage operations, China and the United States agreed in 2015
not to "conduct or knowingly support cyber-enabled theft of intellectual property, including trade
secrets or other confidential business information for commercial advantage".’ Beijing endorsed this
nascent norm against commercial cyber-enabled espionage in bilateral accords with Canada®® and
Australia in 2017.%0"

The Xi-Obama Agreement against commercially motivated cyber exploitation also included
commitments to enforce norms of responsible behaviour in cyberspace, create confidence building
measures to prevent unintended conflict or escalation (a crisis hotline) and establish two high-level
working groups to tackle cybercrime and advance information systems' resilience. The bilateral accord
was later complemented by the Third US-China High-Level Joint Dialogue on Cybercrime that took place
in 201629 and the Xi-Trump Agreement of 2017, in which the two parties agreed to set up the US-China
Law Enforcement and Cybersecurity Dialogue (LECD) mechanism.2%® Moreover, the two great powers
engage in Track 1.5 and Track Il dialogues. The Centre for Strategic and International Studies (CSIS) and
the MSS-affiliated China Institutes of Contemporary International Relations (CICIR) Track 1.5 dialogue,
established in 2009, contributed to the cyber-related cooperation between the two countries by
enhancing transparency and predictability when the DoJ indicted five PLA hackers.?** Harvard's Belfer
Center Track Il "US-China Cyber Security Working Group" with the PLA-linked China Institute for
International Strategic Studies (CIISS) similarly aims at preventing inadvertent conflict and increasing
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predictability in cyberspace by use of scenario exercises. In addition, this dialogue provides a platform
for scholarly exchange on other cyber domain-related issues, such as intellectual property theft and
supply chain security.2%

Since the Xi-Obama deal, industrial cyber espionage originating from China has taken centre stage in
the escalating Sino-American trade war. In March 2018, the Office of the United States Trade
Representative issued a “Section 301" report, which asserted that despite the Xi-Obama Agreement,
China has continued to conduct "cyber intrusions into US commercial networks in line with Chinese
industrial policy goals" incentivising (forced) technology transfers.2% The report, using the Section 301
mechanism of the US Trade Act of 1974, justified the imposition of a first round of tariffs on Chinese
exports. This was due to the cumulative effect of Beijing's cyber espionage and market discriminatory
acts, practices and policies, which resulted in the forced acquisition of US intellectual property to sustain
Beijing's economic objectives in strategic industries. The US administration, therefore, placed
technology and cyber espionage at the heart of the US-China tariff escalation. In November 2018, the
USTR issued an update to the Section 301 Report. USTR vowed to continue seeking structural market-
opening reforms against China at the WTO and bilaterally.

5 Priorities and strategy for Sino-European engagement in
cyberspace

5.1 Overall EU priorities and cooperation with China

In absolute terms, the People's Republic of China is the European Union's largest trading partner. China
is its most significant source of imports and second-largest export market. The EU is second only to the
United States as China's top trade partner.2%’

In the framework of the EU-China 2020 Strategic Agenda for Cooperation signed in 2013 - the strategy
that guides comprehensive bilateral cooperation - the EU and China agreed to establish strategic
partnership across a wide range of issues, including sustainable development, economic prosperity,
global governance, foreign policy, security and peace.?®® In 2017, China and Europol reached an
agreement known as the "Europol-China Strategic Cooperation Framework" to increase law
enforcement cooperation directed at combating transnational crime.

The 2016 Joint Communication on "Elements for a new EU strategy on China", adopted by the High
Representative, the European Commission2®® and the EU Council's Strategy on China?'° further clarified
EU priorities vis-a-vis China. In line with the EU's overarching engagement strategy, it put special
attention on human rights, the rule of law, social-economic issues, trade and investment and market
access. The EU has repeatedly highlighted the need to curb industrial cyber espionage by intensifying

cooperation with China on reforming the country's "protection and enforcement of intellectual property

http://ec.europa.eu/trade/policy/countries-and-regions/countries/china/
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rights"2'" through mechanisms such as the Intellectual Property Rights Infringement Protection?'? and
the EU-China Strategic Framework for Customs Cooperation on IPR for 2018-2020.2'* Underscoring the
importance of intellectual property rights protection in Europe, and building on synergies with Japan
and the USTR Section 301 Report, the EU has also launched a case at the WTO against China's "unfair
[and forced] technology transfers" and discriminatory treatment of foreign companies.?™

5.2 China's engagement with the EU and EU member states

The landmark 2015 Xi-Obama industrial cyber espionage agreement has served as a template for EU
member states' cyber-related bilateral partnerships with China. Both the United Kingdom (2016)%'> and
Germany (2015)2'® have convinced China to formally adopt a norm against cyber espionage in bilateral
accords, commit to hold a regular dialogue on pertinent cyber issues and cooperate in the fields of
incident mitigation, CERTs assistance, cybercrime and CBMs. European member states' diplomatic
approach to China has therefore been more functional and in pursuit of concrete practical outcomes of
benefit for both sides. From EU countries' vantage point, this type of functional cooperation with China
is necessary as it transcends unsurmountable differences between the two sides' normative preferences,
threat perceptions and security interests.

For decades, Sino-European Union relations have been characterised by consistently growing economic
and cultural ties. Accommodating China's economic rise and appetite to shape international order has
given rise to greater technological interdependence in tandem with tremendous new normative,
security and political challenges. China's growing assertiveness - particularly its growing political reach
in Europe, which is often perceived as a lever to undermine the cohesion of the Union - has eventually
compelled the EU to fundamentally redefine its China strategy from an accommodation-based
engagement policy towards one of balancing and "managed interdependence” in key strategic sectors
and supply chains, with an emphasis on ensuring market reciprocity.2'”

2019 saw the European Union chart a new bolder course vis-a-vis China. In March 2019, weeks before
the 215t EU-China Summit, and coming after recommendations made by the Federation of German
Industries and other European actors (member states, other industry federations, etc.) earlier that
year,?'® the European Commission published an official document ("EU-China - A strategic outlook")
describing a new "EU policy shift towards a more realistic, assertive, and multi-faceted approach” to
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dealing with China.2' The EU asserts that despite China being a cooperation and negotiating "partner"
with which the EU needs to (re)align objectives and strike a "balance of interests", the PRC has
increasingly become a "systemic rival® and an "economic competitor" that leverages economic
investment to achieve geopolitical gains, energetically pursues global "technological leadership” and
seeks to export norms and forms of governance at odds with neoliberalism. Furthermore, the profoundly
intertwined role of the CCP in China's economy and the opaque and highly blended divisions between
the public and private spheres and the military have made Chinese technology a security risk for the EU
in the "short to mid-term".

At its core, however, the EU's symbolic reorientation towards China was propelled by economic concerns
stemming from the broader systemic and normative challenges mounted by China's state-
interventionist model of governance to European liberal market economies.??° China has received the
label of a "strategic [economic] competitor for the EU", primarily owing to its discriminatory and market-
distortive policies and for incentivising forced technology transfers. Increasingly able to undermine
Europe's edge in technology, China's model of state capitalism has continuously mandated the forced
transfer of European technology and intellectual property to China and has repeatedly enforced
extensive restrictions on foreign companies' access to the Chinese ICT market through the use of non-
tariff (market) barriers and unfair practices, such as limiting foreign access to state-funded industrial
programmes to national companies. The wide range of discriminatory tools employed by the
government has cumulatively boosted the domestic industry’ competitive edge in global markets,
allowing them to reap the benefits of the Chinese market's massive economies of scale.

Much like the US Trade Representative Section 301 report of 2018, the EU's "strategic outlook" report
highlights the distortive effects of industrial policy instruments, such as "heavy [government] subsidies",
state-owned or state-backed companies' investment practices and cyber-enabled intellectual property
theft "on the EU internal market" and the bloc's innovative edge. By devoting massive amounts of direct
government funds, extending domestic restrictions and promoting legitimate and illegitimate means of
acquiring foreign know-how, the state's intervention-by-industrial policies have sought to alter
competitive dynamics in the global high-tech marketplace in order to boost domestic companies' global
competitiveness, control entire segments of global supply chains and capture more market share in
strategic industries.

While in December 2018 China called on the EU to refrain from "politicising economic and trade issues",
"ease its high-tech export control on China" and ensure a continued bilateral cooperation in innovation
and scientific research, the Commission's report concludes that China has been reluctant to implement
market-opening policies, hence failing to "reciprocate market access and maintain a level playing field"
with EU counterparts.??’

The EU also set forth 10 action points in several policy areas in pursuit of economic reciprocity objectives
vis-a-vis China and a desire "to strengthen its industrial base". Those include, among other things,
increasing the EU's economic leverage to negotiate market reciprocity, promoting procurement
transparency and openness and demanding the Chinese government carry out structural and micro-
level reforms addressing specific economic considerations. Informed by the dynamics of the US-China
trade negotiations, the European Union has also taken practical steps towards redressing its security
concerns related to 5G. The EU has done this by issuing cybersecurity guidelines???> and tackling the
distortive effects of state-led foreign investments in critical infrastructure and other strategic sectors by
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enforcing a framework for scrutinising Chinese investments in Europe in April 2019.223 Apart from this,
the EU outlined its own Europe-Asia strategy for developing global connectivity and infrastructure
partnerships in 2018, aiming to ensure a level playing field for participating businesses by upholding
the values of transparency, reciprocity and fairness.??*

Overall, the EU's more critical stance before the 2019 summit has helped secure several concessions
from the Chinese side. Concerning EU-China cooperation in cyberspace, the two sides will continue
working towards implementing norms of responsible state behaviour under the EU-China Cyber Task
Force framework and within parallel UN processes. While affirming that “there should be no forced
technology transfers", the two sides also committed themselves to enhancing resilience against
malicious cyber activities, including against cyber-enabled intellectual property theft. The two sides also
committed to a concrete timeline to conclude the "EU-China Comprehensive Investment Agreement”,
for which "decisive progress" from the Chinese side - i.e. substantial market-opening reforms directed
at ensuring a level playing field - will be required in 2019.2%> Furthermore, China and the EU are to
cooperate on reforming the WTO, though this will be conditional on China reforming the discriminatory
effects of industrial state subsidies and other related issues.

521 Track 1 dialogues with China

The ICT sector and "digital economy” - "“in particular, cybersecurity-linked issues and market access
reciprocity issues - are strategic priority areas of the EU's engagement with the PRC as manifested by
the EU-China Cyber Taskforce, the EU-China ICT Dialogue, the High Level Economic and Trade Dialogue
(HED) and DG CONNECT's expert group meetings on the economic impact of cybersecurity and the
digital economy.?%®

The EU's cyber diplomacy towards China firmly adheres to the "strategic framework for conflict
prevention and cyber stability". This includes: support for existing cyber-related international legal
instruments and the application of current laws to govern cyber activities; the promotion for the
development of universal norms, rules and principles of responsible state behaviour articulated by the
UN Group of Governmental Experts, and their implementation; and the establishment of confidence
building measures that enhance mutual trust, predictability and transparency between states, and their
implementation. Increasing mutual trust in cyberspace through cooperation is a central objective of the
EU-China 2020 Strategic Agenda for Cooperation.

The annual EU-China Cyber Taskforce - co-chaired by the European External Action Service and DG
CONNECT on the EU side, and China's Ministry of Foreign Affairs and the CAC on the Chinese side - was
launched in 2012 as the principal Track | mechanism to strengthen cooperation, mutual trust and
understanding on cybersecurity issues. In addition, the Taskforce serves as a platform for legal and
policy exchanges regarding the applicability of existing international legal principles on cyber affairs
and discussions on cybernorm maintenance, privacy and human rights, intellectual property rights and
ICT standardisation.??” At the two most recent EU-China summits - in July 2018 and April 201922 - the
two sides agreed to the "further development and implementation” of existing internationally accepted
cybernorms, rules and principles for responsible state behaviour "as articulated in 2010, 2013, 2015
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reports of the UNGGE" through the continuation of the EU-China Cyber Taskforce.??® To complement
this, the European Commission's DG CONNECT and the PRC Ministry of Industry and Information
Technology (MIIT) have set up the EU-China ICT Dialogue and a non-governmental expert group, both
tasked with studying the economic impact of cybersecurity challenges, ensuring market access
reciprocity and strengthening the digital economy.23°

Market access challenges generated by China's enforcement of non-tariff measures and its strict
national regulatory environment were also discussed in the framework of the 71" EU-China High-Level
Economic and Trade Dialogue.?' The 8th EU-China Dialogue held in July 2017232 reaffirmed bilateral
commitments to implement reforms alleviating ICT-related market barrier issues that may arise due to
national regulations,?® in addition to reaffirming future technological collaboration in new
technologies, such as 5G.2**

High-level cyberspace-related dialogue between the EU and China, however - especially regarding
international cyber stability - has produced limited results. This was due to almost irreconcilable
divergences between the two sides regarding their approaches to Internet governance and how to
regulate state behaviour in cyberspace. More specifically, China and the EU fundamentally disagree over
the role of state actors in governing cyberspace, the maintenance of the "free, open and secure"” Internet
anchored in the protection of human rights and fundamental freedoms online and the adequacy of the
existing international legal regime to effectively regulate cyberspace.

On the substantive level, China and the EU's positions diverge with respect to the role of governments
in determining cyberspace policy. China advocates for a territorialised cyber sovereignty model with a
strong role for governments in controlling a "Balkanised" cyberspace by way of national laws, “traffic
rules" and content-filtering tools. It supports a top-down "multilateral" or "multi-party" model of
Internet governance with governments in the driver's seat. The EU strongly favours a bottom-up model
of Internet governance, in which multiple stakeholders - responsible for the creation, maintenance or
operation of Internet services and infrastructures such as technical communities, engineers, private
industry, civil society and individuals - work together to develop a regulatory environment over
cyberspace. The role of the state is that of a shaper and a facilitator. The EU's core ideal of a free, open,
stable, secure Internet has been anchored in the protection of online human rights and fundamental
freedoms, respect for international law and existing legal instruments and the values of market openness
and reciprocity.

As to how international law applies to cyberspace, there remain fundamental divides. China adopts the
view that the principles enshrined in the UN Charter apply to cyberspace. The law of armed conflict or
law of countermeasures have limited applicability and even appropriateness in the cyber domain. The
EU, as a unitary actor, is a strong proponent of the general and universal application of the current
international legal regime to cyberspace. EU member states such as France, Estonia, the United
Kingdom, the Netherlands and Germany have enunciated their legal opinions illustrating their
understanding of the applicability of international law in this domain, crystallising opinio juris and state
practice.
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Procedurally, Beijing advocates the development of a new multilateral treaty negotiated by states within
the framework of the UN to regulate the specific features of cyberspace. In contrast, the EU has been
strongly disinclined to support the development of a new treaty process. It believes existing
international customary and general international law are adequately capable of governing the use of
ICTs. In addition, the EU appears to be very prescient about the challenges linked to treatymaking
processes, rightly expecting difficulties in building consensus on primary issues like scope, jurisdiction
and leading principles.

The EU promotes existing mechanisms to address specific issues, such as the CoE's Budapest Convention
on Cybercrime. To facilitate new measures for long-term stability and security in cyberspace, the EU has
favoured a soft law norms approach at the United Nations, but also bottom-up norm formation
initiatives. In the EU's view, the creation, cascading and maintenance of norms represent the most
appropriate way to address new challenges, transcend political differences and solidify standards of
behaviour.

52.2 Track 1.5 and 2.0 dialogues with China

As with a range of other policy areas, the European Union has taken a socio-economic approach to
cybersecurity, the digital economy and information communication technologies, understanding
cyberspace as an enabler for social, political and economic development.

At the unofficial level, the "expert group meeting on the economic impact of cybersecurity challenges
and digital economy" held in May 2018 - organised by EU Directorate Generals CONNECT and TRADE,
cooperating with the European External Action Service (EEAS) and the Ministry of Industry and
Information Technology of China - charted out the future of an EU-China industry and academia-driven
cooperation expert platform that seeks to examine the economic impact of national cybersecurity and
digital economy regulatory policy on each partner country's ICT market. Areas of focus include issues
like the economic impact of restricting cross-border data transfers and implementing data localisation
requirements, forced technology transfers and ICT certification systems' impact on national security
consideration. Above all, the Track 1.5 format aims at improving Sino-European reciprocity regarding
market access.

In addition, there are several annual Track 1.5/2 formats addressing specific issues of international
stability in cyberspace. The Sino-European Cyber Dialogue (SECD) was launched in 2014 between the
MSS-affiliated China Institutes of Contemporary International Relations (CICIR) and The Hague Centre
for Strategic Studies (HCSS) in cooperation with the Chinese government (MFA, MIIT, CAC) and the
European External Actions Service. The 7" meeting of April 2018 aimed to reduce misperceptions and
increasing predictability and transparency "of both [EU and China's] approaches to cybersecurity
through the implementation of confidence building measures" and the identification "of potential
practical cooperation, particularly on international law and norms of responsible state behaviour in
cyberspace".?*> The SECD format, like the official EU-China Cyber Taskforce, has expanded well beyond
international stability-increasing measures to include norms of responsible state behaviour,
international law and the implementation of confidence building measures. SECD functions as an
umbrella track 2 dialogue platform as it includes discussions on Internet governance, cyber deterrence
and doctrinal thinking and cyberspace regulatory developments. CICIR is also a partner organisation in
Track 1.5 dialogues in the "US-China Cyber Security Dialogue" organised by the Center for Strategic &
International Studies (CSIS)?%¢ and the International Institute for Security Studies (ISS)-CICIR Cyber
Dialogue in Europe.

https://hcss.nl/news/7th-sino-european-cyber-dialogue-secd-takes-place-geneva
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Furthermore, the EU Institute for Security Studies (EUISS), together with the Geneva Centre for Security
Studies (GCSP) and China Institutes of Contemporary International Relations (CICIR) convened the first
meeting of the annual Sino-European Expert Working Group on the Application of International Law.2%’
The working group provides a platform for European and Chinese legal experts to exchange views on
how international law rules and principles could govern specific scenarios, recent developments and
past cyber operations against critical infrastructure or related state practice. In particular, the specialised
expert working group aims at fleshing out the legal concepts, explanations, and modes and styles of
reasoning with respect to international law's applicability in cyberspace and the permissibility of specific
actions, responsibilities and protective measures. Engaging in a serious dialogue on these specific issues
could increase transparency and mutual trust about European and Chinese legal reasoning, especially if
conceived as a legal confidence building measure conducive to stability and security in cyberspace.
Discussions within the framework of this mechanism at the unofficial level could potentially produce a
sifting-through effect to official Track 1 dialogue on international law between government officials,
particularly as the new round of the UNGGE calls upon states to submit their official legal positions on
cyberspace.

6 Pushback against Huawei and Chinese tech suppliers

The Trump Administration has recently manoeuvred to lead a 5G supply chain "decoupling” campaign
with Chinese manufacturers of strategic technologies in order to resolve perceived national security
risks and accelerate the unravelling of "interlocking supply chains and trading relationships" resulting
from the two economies' entanglement in the past 30 years.?3®

In May 2019, after the US-China trade negotiations had reached yet another impasse, the White House
made two significant moves targeted at Chinese high-tech suppliers: First it barred foreign companies
identified as posing national security risks from selling in the US market, then it blocked domestic
exports of technology to Huawei without specific licenses.

The first move - an executive order "on Securing the Information and Communications Technology
and Services Supply Chain"?3 - gave the US government broad powers to restrict any US acquisition or
transaction of technology that is linked to a "foreign adversary" and deemed to represent a risk to
“national security”, critical military and civilian infrastructure or the "digital economy" of the United
States.?* Situated in the ongoing US-China technology/trade confrontation and seemingly directed at
China, the order broadly defines "foreign adversary" as any company, person or country intending to
conduct harmful activities against national security, critical infrastructure or the digital economy of the
United States.?*! It delegates to the Department of Commerce the authority to identify foreign
adversaries and block any transactions involving ICTs "designed, developed, manufactured, or supplied,
by persons owned by, controlled by, or subject to the jurisdiction or direction of a foreign adversary".24?
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In a second powerful move, the Department of Commerce announced "Huawei Technologies and 68
non-US affiliates" as a new addendum to the Export Administration Regulation's entities list, hence
blocking the transfer of non-licensed US technology to the Chinese nominally private juggernaut.?** The
move was founded on prior indictments against the Shenzhen-based company for its alleged violation
of the US secondary sanctions regime against Iran, construing the business practices of the firm as a
national security risk. This move ratcheted up pressure on China by building upon a cumulative set of
tech-related export control measures targeted at other Chinese high-tech companies and individuals in
the recent years, such as the companies ZTE and Fujian Jinhua.

In effect, the adoption of an export control regime against Huawei - a manufacturing behemoth in
(critical) telecom equipment that has enormous market share on the global marketplace across the
entire value chain - meant that the company's access to vital US technology supplies, innovation
capacity, advanced components (like semiconductor chips) and the Android smartphone operation
system could be cut off.?44

Furthermore, the US has sought to galvanise the support of like-minded allies to implement national
security-based country-of-origin restrictions or bans against Huawei's and other Chinese tech suppliers'
5G infrastructure. Several countries have already halted the use of Huawei components in their “core"
networks. Others have proceeded to bar the Chinese company from supplying the entire technology
stack of their 5th-generation communication networks. Mirroring the United States, Five-Eyes members
Australia and New Zealand have effectively barred Huawei from participating in the rolling out of 5G,
referencing national security concerns and the firm's links to the CCP.>*> Similarly, Japanese, Czech,
French and Polish carriers have partially halted Huawei and ZTE's involvement in the rollout of their
(core) 5G networks due to top-down bans, cybersecurity risks and espionage concerns.?*® Others, such
as the UK and Germany, have taken non-exclusionary, risk-based approaches to the supply of 5G
technology.

6.1 Risks

The pushback against Huawei has been primarily driven by a fear of falling behind China in next-
generation technologies and the transformative impact of the technology itself. Many experts anticipate
a ground-breaking impact of 5G on the way future society, industry and military function and depend
on networked communications. As a critical infrastructure, 5G promises greater speed and stability,
minimal latency, enhanced access to larger amounts of data and the capacity to handle massive
numbers of devices concurrently. It is expected that 5G will enable, among other things, new types of
near-instantaneous, industrial-scale machine-to-machine communication and will therefore underpin
the future development of advanced automation, robotics and artificial intelligence.?#

The Chinese company is in the spotlight due to its meteoric rise as a dominant market player in next-
gen 5G technology and its "first-mover advantage", which could potentially secure Beijing the upper
hand geopolitically in the long run.?* Beset by controversy and still heavily dependent on foreign
companies for advanced components (memory, semiconductors, data converters), quantitative metrics
show that Huawei - a partially state-built "national champion” — "holds a leading market share on the
next-generation technologies marketplace. Huawei and its subsidiaries hold the world's top 5G patent

https://www.bis.doc.gov/index.php/all-articles/17-regulations/1555-addition-of-
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owner and standard-setter spot as the largest telecom infrastructure supplier”.?* Unmatched by
competitors at price, Huawei components underpin critical infrastructure around the globe. The
company offers a broad range of competitive, cost-effective products across the entire design-
deployment-application 5G ecosystem and enjoys a high and diversified market penetration rate, at
least in Europe.?>°

Crucially, the “case against Shenzhen" masks fundamental issues of trust in China's legal and political
environment and its state-dominated economic development model, where the party-state apparatus
has deeply intertwined itself in the private sector. In addition, new measures are also driven by strategic
autonomy woes, (cyber)security risks and a rivalry over the consolidation of digital spheres of influence
in 5th-generation networks across the East-West divide.

Huawei has become a sticking point in the broader technological competition among states.
Technology supply chains originating in China are increasingly politicised as major national security
risks. Much like how the Snowden revelations provided fuel Beijing's quest for "secure and controllable"
indigenous technologies in Chinese (semi)official political discourse, concerns over Huawei serve to
legitimise actions - renationalisation of supply chains for critical technologies and consolidation of
domestic industrial bases - against a dissenter of the liberal economic order. When viewed through the
prism of Western states, Huawei's 5G is construed as a threat to military and critical infrastructure,
national security, system-level economic structures (like the high-market), intellectual property and
strategic autonomy.

6.11  Cyber espionage and cybersecurity risks

For many states, President Trump's recent executive order hits at the crux of the issue - that the
integration of Huawei technologies in domestic critical infrastructure risks exposing Western networks
to the long arm of Chinese intelligence services in peacetime, during a conflict or in the increasingly
grey area in between.®! By gaining a legitimate foothold in the 5th-generation backbone, and by
allegedly planting backdoors or leaving vulnerabilities deliberately unpatched,?>2 Huawei's access might
present state-linked actors with a unique array of tools for leverage or coercion through cyber
espionage, subversion or even sabotage. The potential for a foreign company leveraging 5G network
systems for industrial or politically motivated espionage represents a principal concern for many states
as this practice could erode economic competitiveness, compromise military advantages and undermine
political cohesion or national security.

This concern - that Chinese telecom companies could function as vehicles for commercial/military
espionage - can be traced back to 2012, when a US government report concluded that "Huawei and
ZTE cannot be trusted to be free of foreign state influence and thus pose a security threat".2>3 Despite
the absence of declassified evidence that clarifies Huawei's complicity in state-backed cyber espionage,
the company was allegedly involved in the hack of the African Union (AU), where it exploited its position
as a main ICT service and equipment provider.?> Similarly, the latest report by the UK's Huawei
Cybersecurity Evaluation Centre (HCSEC) has found the existence of "serious [cybersecurity]
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vulnerabilities and issues" in Huawei-made networking products that could be exploited by malicious
actors, in addition to poor "cybersecurity quality” in its software products line.?*> Huawei and ZTE have
also been subjected to indictments and export controls for their alleged engagement in cyber-enabled
intellectual property theft against Western companies and trade violations of sanctions regimes against
Iran and North Korea.

National security woes are inextricably linked to the nature of the Chinese party-state. Particularly
relevant are the blended relationship between public-private and civil-military, the deep embeddedness
of CCP interests and priorities in the economy and the existence of an institutionalised framework for
political-legal influence and coercion over the technology industry. China's unique political-legal
environment could enable the party-state apparatus to pressure suppliers of critical and network
infrastructure to conduct activities, such as cyber espionage, for its benefit, thereby cultivating a network
of proxies with "deep ties to the Chinese government and the military" with state-shaped objectives.?*®

The global pushback against Huawei's 5G symbolises the broader competition over "economic models"
and styles of decisionmaking.?>” The Shenzhen-based giant is a prominent commercial representative
of a political-economic culture that has simultaneously relied on the liberal economic order as well as
state-based decisionmaking and subsidising to fuel its growth. China's governing elite mobilises a
specific regime-oriented information security logic to administer the use of digital technologies within
its territory that runs at odds with neoliberal norms.

While the Chinese private sector is not solely comprised of state agents, the defining features of the
party-state - along with the CCP's adherence to a regime-oriented security logic and endorsement of a
“rule by law" method of governance - remain a powerful force driving Western nations' distrust of
Chinese ICT manufacturers.

According to the PRC's statutory law provisions (particularly Articles 7, 12 and 14 of the 2017 National
Intelligence Law), private Chinese enterprises, such as Huawei, could be compelled to "support, assist
and cooperate [with]" intelligence agencies carrying out intelligence-gathering for the purposes of the
all-encompassing concept of "national security".2°® Companies could be required to grant state actors
access to internal "communications" networks - abroad or on the Mainland - and have no effective legal
remedies in case of abuse by state security authorities or if providers breach (or refuse to comply with)
their Counterespionage Law-mandated obligations to provide the necessary “facilities or other
assistance".?* Article 28 of the CSL declares that "network providers shall provide technical support and
assistance to the public [and state] security organs” carrying forth "work to protect national security