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Background 

On 29 March 2022, Carnegie Europe organised the first EU Cyber Direct New Tech Roundtable. This meeting 

was the first instalment of a series, which aims at advancing research around the EU’s cooperation with relevant 

partners on key issues at the intersection of emerging technologies, cybersecurity, defence, and norms. The 

roundtable brought together a select group of 24 scholars, experts, and policymakers. They met in Brussels to 

profit from an in-person setting, to deep-dive into emerging disruptive technologies (EDTs) and avenues for 

EU-NATO cooperation, and to workshop concepts, ideas, and recommendations. 

Main messages 

The first out of two sessions, entitled ‘Disruption ahead? Understanding the state of play and agendas for 

EDTs in the EU and NATO’, was moderated by Raluca Csernatoni, who is a visiting scholar at Carnegie Europe 

and the team leader on new technologies in the EU Cyber Direct project. Expert remarks were given by Simona 

Soare, who is a research fellow with a focus on defence and military analysis at the International Institute for 

Strategic Studies. 

The conversation touched upon a wide array of topics. Next to specific questions about issues of coordination, 

research and development, participants discussed the difficulties that stem from the contested definition of 

emerging disruptive technologies and their uncertain roles in future security and defence applications in the 

cyber-physical domains.  

It was noted that an unclear and contested understanding of EDTs leads to inconsistent approaches to 

strategic planning, foresight and procurement. For example, with no clear delineation between disruptive 

technologies and emerging or sustaining technologies, a disconnect can develop between the expectation of 

quick gains versus similarly important long-term, structural and incremental developments. 

Participants also highlighted that Russia’s war in Ukraine has the potential to redirect the conversation on new 

tech innovation. Given that the war has been mostly fought with conventional weapons, the question was raised 

whether it might be more prudent to focus on the incremental improvement of conventional technologies and 

existing hardware, rather than aiming at introducing truly disruptive, expensive and comparatively little tested 

technologies to the battlefield. In this debate, it was suggested that special attention should be paid to how 

conventional technologies and EDTs can be efficiently interconnected and complement each other, while 

also taking into account the resilience of supply chains and other layers like energy security that are attached to 

EDTs. 

Participants also commented that the announcements of increased defence budgets in reaction to the war in 

Ukraine, e.g. by Germany, will most likely increase the willingness to invest in EDTs. Nevertheless, concern was 

expressed that greater investment in innovation projects through processes that are not well designed can lead 

to more fragmentation across Europe. Additionally, the so-called West’s competition with China and the stress 

on global supply chains caused by the coronavirus pandemic have exposed the EU’s reliance on imports, 

especially in the high-tech field. As a result, civil-military cooperation in cutting-edge technological domains 

is starting to be rethought at the policy level.  

Civil-military synergies was one of the main issues highlighted by the roundtable’s participants. In particular, 

the question of public-private partnerships (PPPs) in the European defence industry, especially when it comes 

to EDTs, was discussed. Given that a lot of innovation originates in the commercial sector, specifically in start-

ups and small and medium-sized enterprises (SMEs), it was noted that the inclusion of these actors into the 

defence military market and supply chains will be important going forward.  

Participants also emphasised the importance of enhancing cooperation between SMEs/start-ups and the 

wider military defence industry, noting that the private civil sector is more advanced in areas like 
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semiconductors, AI systems, trusted clouds, 5G, etc. To boost collaboration and promote dual-use technologies, 

governments, the EU and NATO need to enhance their strategy on how best to embed and foster defence and 

security thinking in traditionally non-defence-focused industries. 

One factor hampering the inclusion of start-ups in the field of defence is the absence of an integration 

roadmap in many national strategies on EDTs. This is problematic, as a realistic and reliable forecasting on 

how their technologies can be applied in security and defence in the future is vital for creating budget forecasts 

and, more broadly, to be included in civil-military and high-tech ecosystems at the national level. Uncertain 

future military application also increases the difficulties of accepting funding from third countries, something 

that could prevent future military applications. Another factor that can limit future civil-military cooperation is 

the fact that a lot of companies in the EDT sector are opposed to solely military applications of their technologies, 

a stance that can be seen as a break from the traditional defence industry. 

On the topic of EDT-related cooperation between NATO and the EU, participants argued that the overlap in the 

organisations’ members, as well as their policymakers’ backgrounds, result in a significant policy priority 

convergence. While there might be a disconnect between the thinking within the EU and within NATO, the 

implementation of most defence projects is ultimately in the respective state(s). Therefore, a lot of potential 

duplication between the two organisations would be spotted and avoided early on at national levels.  

Nevertheless, it was remarked that the nature of NATO as a politico-military alliance and its lack of transparency 

makes EU-NATO cooperation more difficult. At the same time, cooperation within the EU institutions, for 

example, also needs to be improved. In fact, an even larger challenge to overcome could be the gap between 

the expectations of Member States/allies versus the actual processes taking place within the EU’s and NATO’s 

respective institutional frameworks.  

Considering the recent NATO initiative, the Defence Innovation Accelerator for the North Atlantic (DIANA), the 

question was raised whether it is viable to emulate an agency like DARPA1  in a European context and in creating 

a European civil-military innovation ecosystem. DARPA has a strong focus on long-term innovation and 

connects innovation with military procurement in a way that is not common in Europe. The question was raised 

on how effective DIANA can be in a context where EDT innovation is expected to make quick gains and most 

innovation investments on EDTs are towards studies rather than testing and implementation. Nevertheless, 

participants expressed hope that during the drafting and operating procedures within DIANA, common 

procedures with the EU could be introduced. 

The second session, entitled ‘What room for EU-NATO synergies? The effective and responsible 

governance of EDTs’, was chaired by Camino Kavanagh, a nonresident scholar at the Carnegie Endowment for 

International Peace, and featured expert remarks by Andrea García Rodríguez, lead digital policy analyst at the 

European Policy Centre, and Moritz Zimmermann, staff officer with the Innovation Unit in the Emerging Security 

Challenges Division at NATO.  

The discussion focused mainly on artificial intelligence (AI) and quantum-enabled technologies, such as 

quantum computing, quantum chips, and quantum sensors, their governance and room for EU-NATO 

cooperation. 

During the discussion, the potential benefits and risks of quantum-enabled technology development were 

highlighted. While currently largely theoretical, there appear to be multiple avenues of technological 

development that might make quantum computing possible. The US and China’s diverse investments minimise 

the risk of focusing on an ultimately unsuccessful technology and thus falling behind. Within the EU, however, 

the facilities and investments are lacking to keep up. It is thus expected that the EU will not become a leader 

in quantum research and development, but rather dependent on technologies developed by third 

countries. 

 
1 The Defense Advanced Research Projects Agency (DARPA) is a research and development agency of the United States Department of 

Defense responsible for the development of emerging technologies for use by the military. 
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At the same time the difficulties of engaging with an uncertain technology like quantum at a policy level were 

highlighted during the discussion. Limited resources, an elementary understanding of the technology itself and 

doubts about whether it will become reality are leading to a de-prioritisation by policymakers in favour of other 

EDTs. Furthermore, if no significant advances are made in quantum in the coming decade, investments may 

shift, which could lead to quantum temporarily losing its importance. Participants mentioned that the EU 

institutions in particular were struggling to prioritise quantum technologies; for example, the idea of an 

EU Quantum Hub was presented as a feasible idea, but questions were raised whether the expertise in the EU 

Commission would be sufficient to propose concrete actions.  

Shifting to the discussion of potential EU-NATO synergies in the governance of EDTs, it was mentioned that 

the EU and NATO already cooperate in the realm of, for example, quantum computing and AI. However, their 

cooperation priorities have not yet been clearly defined. With several guiding documents published by both 

organisations, it was noted that more focus needs to be put on establishing a coherent understanding of 

quantum and AI technologies to enable cooperation and shared understanding. 

While often seen as a major issue, participants argued that the current duplication of efforts is not necessarily 

linked to a lack of coordination between the EU and NATO but rather to a fragmentation of efforts amongst 

states. The different strengths and approaches of the EU and NATO were described as an opportunity. While 

NATO has the capacity to encourage allies to spend funds efficiently and to ensure that national strategies on, 

e.g. quantum computing become complementary, the EU could step in to protect European innovation and 

create investment mechanisms.  

The EU is especially well equipped to drive standardisation and to provide funding streams that would allow 

native companies to take risks, scale up and keep innovation in Europe. These efforts could be complemented 

by additional investment funds, like NATO’s planned Innovation Fund, which should be established in 

anticipation rather than in reaction to private sector demands. This approach may, however, become more 

difficult when it comes to EDTs for military application, as countries protect their ownership of key 

technologies and investments, and defence-sector processes are often obscure. Furthermore, many EU 

agencies are not allowed to fund innovations designed for military applications. Given that a lot of new tech 

innovation can have dual-use applications – the funding of which is mostly exempt from these restrictions – 

rethinking and adjusting these strict barriers might make it possible to approach EDT innovation more holistically 

within the EU. 

To enhance these synergies between the EU and NATO, it is necessary to understand which technologies are 

being prioritised within each organisation. Participants remarked that NATO has been relatively clear about 

its priorities, while the EU’s position remains vaguer and fragmented across its various institutions. In addition 

to discussing where cooperation is possible, a similarly frank conversation should be held about which areas of 

potential cooperation will not advance. One way of moving institutional thinking on these processes forward, 

according to participants, would be to create of a common analysis framework to discover similarities and 

differences between the organisations’ approaches and points of view.  

While the EU and NATO have already cooperated on the development of norms regarding the responsible use 

of new tech in military settings, the ethics of dual-use EDTs, such as AI-enabled systems, could be one of the 

most promising fields of cooperation. 

Contrary to a relatively strong focus on AI ethics amongst policymakers, the lack of such discussions 

surrounding quantum technologies worried participants because of, for example, the way it could revolutionise 

bioweapons and encryption. One issue that was highlighted is that discussions on ethics are held mostly among 

social scientists while natural scientists, the ones actually developing these emerging technologies, are not really 

exposed to these conversations. Introducing the ethical dimension early on in the research and innovation of 

EDTs would also enable experts of all levels to take a holistic view when it comes to less tangible technologies 

or technologies where such considerations seem less urgent. Advancing discussions on norms, ethics and 

other topics might also expand the policy bubble and include new voices, e.g. through NATO fellowships.  
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Participants argued that normative and ethical considerations should especially be made for dual-use 

technology developments, by embedding an ethics-by-design approach. This includes the anticipation of future 

developments and their implications on ethical standards as well as governance processes in the case of military 

AI technologies. More broadly, creating normative and ethical structures that can guide the full life cycle 

of EDTs could be a potential area of cooperation between the EU and NATO. Risk and impact assessments 

were also mentioned as very powerful tools that should be used before the deployment of EDTs. 

Operationalizing principles was flagged as a strategic imperative, not only to prioritise values but also because 

of the operational benefits. Here, there is also room for EU-NATO cooperation to put the principles into practice. 

Similarly, the military use of AI should be governed as responsible military use in order to reduce drivers of 

conflict. While a distinction must be made between the governance of dual-use and purely military technologies, 

the most powerful tool is regulation, a competency that lies with Member States when it comes to security and 

defence. And while NATO already attempts to pay close attention to whether ethical principles are followed, 

especially concerning AI, this remains a vital area for cooperation with the EU, also because the EU is more at 

home when it comes to the creation and coordination of regulations. 

When talking about EU-NATO cooperation, the discussion inevitably shifted towards EU-US cooperation. While 

security in Europe has traditionally been viewed through the prism of NATO, the US is starting to see the EU as 

a player in the field of security and defence. This evolution, however, has been moving slowly and a structured 

dialogue between the two entities has yet to happen. For real cooperation on defence, the EU would need to 

become a trusted partner of the US and be exempt from the US’ International Traffic in Arms Regulations (ITAR), 

a step that appears unrealistic in the near future. 

On the topic of EU-US cooperation, the potential of having discussions related to EDTs and defence in the 

forum of the Trade and Technology Council (TTC) was mentioned. While the TTC might present the 

opportunity to talk about topics of interest to the EU and NATO, it was highlighted that its focus explicitly 

excludes defence matters and that the premise of the discussions are short-term pragmatic gains and not long-

term thinking. However, it was mentioned that wider topics combining military and civilian aspects, like 

resilience, should be included in security-related EDT discussions, the TTC framework and EU-NATO cooperation. 

Key takeaways  

The first instalment of the EU Cyber Direct’s New Tech Roundtable series was a successful effort to bring together 

scholars, experts, and policymakers from NATO and the EU institutions. By offering an off-the-record, in-person 

setting, participants were enabled to have frank and constructive discussions on the most challenging issues of 

EU-NATO cooperation in the field of emerging disruptive technologies. The participants also profited from the 

group’s diversity. With more than half of the roundtable’s panellist being women, the event contributed to 

countering the male dominance in the fields of new tech and defence.  

The focused discussion and the questions raised during the roundtable indicate that a great interest exist to 

advance the EU’s thinking on new and emerging technologies and for the Union to engage with external 

partners on this issue. The discussion yielded that the EU has the potential of becoming a key player but 

must enhance her own capacity to dedicate the necessary resources, as well as facilitate increased coordination 

amongst Member States, as well as across EU institutions and agencies. This will ensure that engagement with 

external partners can be as effective and efficient as possible. The EU Cyber Direct project will continue these 

conversations with policymakers within the EU institutions and beyond as well as other relevant stakeholders 

through its workstream on emerging disruptive technologies. 
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About EU Cyber Direct – EU Cyber Diplomacy Initiative  

EU Cyber Direct – EU Cyber Diplomacy Initiative supports the European Union’s cyber diplomacy and 

international digital engagements in order to strengthen rules-based order in cyberspace and build cyber 

resilient societies. To that aim, we conduct research, support capacity building in partner countries, and promote 

multistakeholder cooperation. Through research and events, EU Cyber Direct regularly engages in the 

discussions about the future of international cooperation to fight cybercrime and strengthen criminal justice 

systems globally.  

To learn more, please visit the project website www.eucyberdirect.eu or contact Nils Berglund, Outreach and 

Public Engagement Coordinator, nils.berglund@iss.europa.eu.   
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