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Summary 
The first Latin American Cybersecurity Research Symposium was held on 27 October 2022 at the Ministry of 
Foreign Affairs of the government of Mexico. The Symposium was co-organised by the European Union Institute 
of Security Studies’ EU Cyber Direct Programme and the Latin American Cybersecurity Research Network (LA/CS 
Net), and took place as a side-event to the VI Meeting of the Organisation of American States’ (OAS) Confidence 
Building Measures Working Group. The occasion also marked the official launch of the LA/CS Net as a platform 
for dialogue, cooperation and research on cybersecurity across the region.  

The Symposium was the first activity of the LA/CS Net and sought to bring together a community of researchers, 
scholars and practitioners working on cybersecurity in Latin America. The objectives of the Symposium were to 
(1) facilitate a dialogue for critical thinking about a culturally sensitive approach to research agendas in this field,
(2) open up the space for cross-sector collaborations in the region, and (3) promote interdisciplinary dialogues.

During the event, experts discussed the opportunities and challenges for the consolidation of a Latin American 
research agenda for cybersecurity. This report provides the background to the LA/CS Net and a summary of the 
discussion held during the Symposium, as well as mapping the horizon for future action. Although far from 
exhaustive, the report is a first step towards the development of a diverse and sustained dialogue around what 
it means to discuss and research cybersecurity within Latin America and contribute to a broader discussion of 
cybersecurity in developing countries and in the Global South.  

LA/CS Net: A Platform for Cybersecurity Research in Latin America 
In recent decades, cybersecurity research has become a multidisciplinary effort. Scholars from law, international 
relations, political science, political economy, media and communications, science and technology studies, and 
many other areas have continuously sought to test the boundaries of disciplinary methods and concepts.  

However, what is often left unaddressed is that most of the research agenda on cybersecurity has been shaped 
by ‘security problems’ associated with developed countries. While such concerns have helped to expose new 
security issues associated with cyberspace, this agenda has created a language and mode of discourse that are 
often transposed to developing countries without proper contextualisation and cultural sensitivity.  

Far from attempting to be exhaustive, the investigation of cybersecurity in Latin America has often revolved 
around general assumptions, such as a focus on cybercrime and the professionalisation of organised crime 
online as well as on countries’ often ambiguous or oscillating positions in multilateral discussions, for example.  

However, recent incidents of high notoriety such as the Conti ransomware in Costa Rica, and high rates of 
cybercrime throughout recent years, have contributed to shifting the perception of the region as immune to 
policy challenges faced by more developed parts of the world. They have also further highlighted the need for 
a region-specific analysis of cybersecurity challenges and solutions. These dynamics highlight just how North–
South, developed–developing and other binaries used to describe policy and research in this field are more 
complex than they seem.  

This is primarily because a ‘Western vision’ of the threat landscape provided for a selective recognition of 
concepts, notions of threats, practices and expertise that developed elsewhere. Two consequences follow. 

> Countries that are not included in the nexus of great powers (Global South, developing, swing states)
can often be defined in terms of how they compare to these international benchmarks, rather than
being carefully positioned in their own socio-cultural contexts.

> A North-referential threat vision has also served to reproduce the logic of binary options, whereby Latin
American countries can either converge or diverge from this language, agenda, perception of security
issues and responses across the literature—which, in turn, flattens the more complex institutional,
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political, economic and social entanglements that compose the panorama of cybersecurity literature 
about Latin American countries. 

The idea of LA/CS Net emerged from the need to be more intentional about reflecting on these different 
boundaries and contingencies to the practice and thought of cybersecurity in the region. The objective of this 
initiative is to build a network of experts, provide visibility to what has been produced so far and promote 
dialogues with other stakeholders to inform new avenues for collaboration, as well as to enhance evidence-
based and contextually rich research.  

The objective of the Symposium was to provoke discussions and questions around the assumptions and biases 
surrounding cybersecurity research in the region, bridge communities of researchers, and initiate a dialogue and 
critical reflection for developing a research agenda for the study of Latin American cybersecurity.  

Carving Pathways: A Research Agenda for Cybersecurity in Latin 
America  
The Symposium gathered 19 participants from 11 countries within and outside the region. The agenda was 
divided into two parts. The first session discussed the challenges and opportunities for researching cybersecurity 
issues in the region. The second part focused on lessons learned from both scholars and practitioners on how 
to conduct research. There was agreement among participants that the Symposium was fundamental for 
organising and identifying the key theoretical, conceptual, methodological and practical questions for a research 
agenda.  

The following key areas were identified during the discussion. 

Structural Challenges 
Cybersecurity is not isolated from social, political, and economic conditions, rather it is directly imbricated in 
these dynamics. Participants highlighted a range of challenges that ranged from concrete material issues such 
as funding to conceptual considerations around the connection between North-South in research in Latin 
America.  

Funding Challenges concerning funding are not exclusive to Latin America, but take specific forms.in the region. 
Participants noted that funding streams are usually country-focused. In most of the countries, academic research 
in humanities and social sciences is almost entirely dependent on government funds. Such challenges are also 
linked to other structural factors. The lack of a sense of regionality means that there are fewer funding incentives 
for cross-regional scholarly integration. While there are some exchange and cooperation programmes between 
universities throughout the region, regional research integration in terms of funding is the exception rather than 
the norm. In addition, there are few incentives for interdisciplinary research in cybersecurity given the rigid 
funding streams attached to specific disciplines.  

Disciplinary Silos Participants noted that the cleavage across disciplines is built both institutional and 
conceptual. Institutionally, ministries of education and universities remain committed to a narrow disciplinary 
perspective. There is space for mapping cybersecurity courses across the region to better identify which 
departments they are located in. Conceptually, participants noted that the barriers between technical/political 
and social approaches to cybersecurity research draw from these structural discipline-based constraints. This, in 
turn, narrows the kinds of research questions, methods, approaches and data that can be used to conduct 
cybersecurity research. 

Thematic Emphases The militarisation of cybersecurity is one of the key themes that have been identified as a 
characteristic of both institutional development and scholarly literature from countries across the region. This 
was flagged as a concern in three ways. First, there is the concerning legacy of dictatorships and overarching 
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powers in Latin America and how that legacy intersects with the concentration of cybersecurity and defence 
capabilities within ministries of defence. Second, participants noted that within these contexts, it is difficult to 
keep track of the differences between cybersecurity and cyber defence. Third, others argued that the US idea of 
cyber as a fifth domain has had institutional, political and theoretical implications—militarisation being one of 
them. There are consequences to framing the internet and cyberspace as a domain of warfare, including recently 
the conflation of the internet as an information space with hybrid threats, information warfare and other 
phenomena. At the same time, it is undeniable that information operations are increasingly playing a part in the 
security policy of states. 

Entangled with the militarisation of cyberspace is the protection of democracy. One participant described 
democracy as ‘the most important and most difficult asset to protect’ in terms of cybersecurity. Militarisation of 
cyberspace poses a challenge to democracy in Latin America, in part due to the growing lack of transparency 
within armies and other institutions responsible for cyber defence as well as some setbacks in access to 
information legislation. 

Linear development and measurement of capacities Another aspect that is not unique to cybersecurity but 
has been increasingly set as a standard is the linearity of cybersecurity capacity-building development. This 
growing political and developmental agenda draws from a solutions-based mentality that has increasingly been 
justified by rankings and other kinds of measurements that can often reinforce disparities and serve as a 
justification for further interventions from developed countries based on their parameters. However, tools for 
measurement and assessment were not seen as negative overall. Some participants suggested that policymakers 
should have a clearer perspective on assessment frameworks at the national level that can reflect the country’s 
cultural and domestic particularities.  

Regional and Global Entanglements 
Latin America is not positioned in a global vacuum; rather there are layers of complexities involved in these 
countries’ positionalities. During the discussions, three layers were identified, as follows. 

Intra-regional While the term ‘Latin America’ is often used to refer to countries in South America and Spanish-
speaking countries in Central America, the notion of regionality is not a constant within the history of the region, 
similarly to other boundaries such as language and country size that equally affect the level of the discussion 
on cybersecurity across these countries and thus the literature and space for cooperation. Further research 
should consider how fragmented and contentious notions of identity play out in cybersecurity. 

South-South Participants recognised that there is still an incipient exchange and discussion about cybersecurity 
between countries in the South from both a policy and a scholarly perspective.  

North-South The contingencies and intertwinements between North and South were one of the key topics 
discussed. While participants agreed that there is a need to think about a research agenda for Latin America 
that speaks to the realities of these countries’ social, economic and cultural contexts, they also noted that 
cybersecurity within the region is contingent and entangled with the ‘Global North’ in many ways. The question 
raised was:  

Is it possible to disentangle the ‘North’ from the ‘South’ when thinking about a Latin American research agenda 
for cybersecurity? 

> Most participants agreed that it is challenging to disentangle the two. This is not unique to cybersecurity, 
but has specific effects and ways of connecting that include funding streams between North and South 
in the capacity-building agenda, the place of scholars from the South in the North, and other elements 
that codify a complex coexistence. 

> Some noted that there are specific security agendas and narratives in countries in the ‘North’ that are 
projected into the ‘South’, and into Latin America specifically. One example is concerns about Russian 
interference or Chinese influence in election processes. While that can be the case, countries in the 
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region might be more concerned with domestic-bred groups and gangs or with public security issues 
that are linked to organised crime online.  

> Others highlighted that the vocabulary and concepts to address cybersecurity have been greatly shaped 
by terms in English—e.g. how do we label data breaches? Countries have different languages, 
approaches and terminologies, but is it desirable and realistic to consider one’s own vocabulary in a 
context where the nature of cybersecurity threats is so intertwined with a global/transnational stage 
where English is the market and international lingua franca? In contrast, there are cases where English 
can help to provide more nuance to threats (e.g. security and safety are the same word in 
Spanish/Portuguese, and their distinction is significant for cyber research). 

> English has given us a platform to discuss cybersecurity, which makes it hard to ignore these network 
system effects—‘We can’t really stop using the dollar or English as a global language, so can we detach 
the Global North from the Global South? Should we?’ 

Navigating the Landscape: The Practice of ‘Doing’ Research 
The second panel of the Latin American Cybersecurity Research Symposium was exclusively dedicated to a 
discussion about the practicalities and challenges of conducting cybersecurity research about and within the 
region. This debate counted on the reflections and experience of practitioners from civil society organisations 
such as Red de Defensa de los Derechos Digitales (R3D)—a Mexico-based think-tank engaging in domestic and 
international cybersecurity negotiations and policy agendas.  

How to engage in international agendas while also making sure that there is space for regionality and context-
specific debates?  

It is hard to avoid the structure of the research being ‘top-down’, both at a regional level and with regard to the 
Global North, which sets the tone and agenda for cybersecurity research. We need more contextualised, 
regionalised and nationalised approaches. 

Secrecy in research and practice––What does it take to build rapport and to navigate the contingencies (historical, 
political, party-driven, gendered) of cybersecurity research in Latin America? 

Governments Governments are generally unwilling to share documents with researchers, especially when 
cybersecurity agendas touch on national concerns. This can be for a number of reasons that require further 
research. The legacy of military dictatorships in Latin America has often created a distrust and discomfort 
between civilians and the armed forces—and even though the dictatorships have ended, the cultural rift or 
friction remains. In countries where cybersecurity is largely militarised (e.g. Brazil), that distrust is often observed 
in civil society and the third sector—with a few exceptions (e.g. Peru; Guatemala). This is compounded by a 
general lack of information (backtracking on access to information laws), few protections for security researchers, 
and national policies that make research a challenge (for example, Mexico has a ‘poorly written criminal code’ 
in which many aspects of research are essentially criminalised). 

Some participants noted that for civil society organisations within the region, it is often easier (from the 
perspective of establishing a dialogue/rapport) to do advocacy at the international level compared to the 
national level because of the opportunities they get in multilateral fora such as the UN. One example raised 
during the discussion is that of Mexico. On the one hand, it is active in terms of multistakeholder engagement 
at the international level and open to listening. However, UN delegations do not reflect the national framework, 
where civil society organisation (CSOs) have difficulty in engaging local and national government institutions on 
policy. It is important to reflect on these domestic/international contradictions, and, while leveraging the 
international venues, to build bridges with other CSOs and compare work. 

Private Sector Participants noted that there is little transparency and access to data for research in cybersecurity 
across Latin America. While new models for data-sharing with the research community have been devised in 
areas such as information and influence operations, cybersecurity research would benefit from increased 
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dialogue with national and international companies working in the region. This would allow for further 
reflections and literature on the threat landscape as well as visibility regarding the specificities and 
commonalities of threats, threat actors and practices in Latin America.  

The question of data also raises the bigger issue of companies’ responsibilities. As participants noted, ‘they [big 
tech] define norms, wield power, and influence … but don't have responsibility over the use and distribution of 
data’. Legal frameworks are very specific and exist at the national level, ‘but Meta and Twitter are US companies 
beholden to a US legal framework, and we don’t have international norms governing companies. What is the 
relationship and responsibility of the private sector to international law? What about obligations to report 
hacks?’ 

Additional Points The researcher’s dilemma: With a considerable amount of the research about cybersecurity 
(especially from a humanities and social sciences perspective) being produced (and made more visible) in 
universities across Europe and the US, researchers face the challenge of how to navigate and balance the 
incentives of the ‘social capital’ of speaking, positioning and writing for journals in these regions/countries vis-
à-vis a less English-centric agenda.  

What happens when concepts of escalation, offensive and defensive balance and others that have been 
increasingly prominent, revolving around deterrence, persistent engagement, etc., do not interact with or reflect 
the threat landscape in Latin America? 

The ’unknown location’ of cybersecurity in Latin America: What spaces does one ‘go to’ or focus on if one wishes 
to research cybersecurity in Latin America? On the one hand, there is often a competition between processes 
(e.g. Internet Engineering Task Force (IETF) vs Internet Society (ISOC); United Nations Conference on Trade and 
Development (UNCTAD) vs World Trade Organization (WTO)) that speaks to the emergence of ‘multiple 
multilateralisms’ across the digital and cyber agendas. On the other hand, further research is required to 
elucidate where and which dimensions of cybersecurity are being addressed in regional mechanisms (e.g. OAS) 
and other relevant fora from the perspective of Latin American countries.  

The Need for a Broader Lens 
Do countries in Latin America know what they want for the cybersecurity agenda? Preferences are just as 
important as capabilities, i.e. not only what a country can do but also what it wants to do (what are its ambitions 
and values?). There can be no norms without public, transparent discourse about what a state/country wants to 
achieve. A challenge to understanding how sovereignty works in Latin America, for example, is that many 
countries do not have a position on cyber norms. More transparency is key not only from an accountability 
perspective but also from a preferences perspective (i.e. understanding whether governments see cybersecurity 
as a national security problem or a public security problem—if both, how do they interact?). 

> It was noted that Latin American states have been fairly successful at organising/coordinating on 
cybercrime. The Budapest Convention has been a central point from which to develop norms and 
cooperation between justice departments, among other mechanisms. 

> At the same time, agencies/ministries are competing with each other around questions of digitalisation 
and cybersecurity as drivers to gain resources––often creating barriers to inter-ministerial dialogue. This 
also creates challenges for transparency and access to information for researchers/CSOs. 

Enhancing cross-regional collaboration between researchers and stakeholders. Cybersecurity research 
would benefit from more cross-regional connections. The LA/CS Net is a platform to facilitate dialogue among 
researchers from or studying the region. One of the outcomes of such an effort is to enhance research 
collaborations and ties within Latin America, and potentially with other regions. In addition, the network will 
seek to enhance dialogues between researchers and other stakeholder groups to support informed and 
evidence-based research. 



9 
 

Expanding research and interdisciplinary exchanges. There is a need to reassess research methodologies 
when thinking about data and accessing information. What kinds of methods and sources can researchers go 
to in order to research cyber diplomacy or threat intelligence? How to identify key contacts? What are the 
nuances of engaging in advocacy while conducting scholarly research? Researchers recognised that there is an 
opportunity to enhance the use of methods such as surveys, ethnography and participant observation instead 
of relying heavily on document analysis or secondary data—a common method/source used by scholars in 
humanities.  

‘Data blindness’? New questions, new datasets, new partnerships. We need to build new datasets that map 
the threat landscape in Latin America, enhance coordination on threat indicators and engage critically on 
priorities to identify what threats do and don’t exist. Latin America currently doesn’t show up in the datasets on 
threats and attacks/incidents, as these often rely on news-scraping algorithms that prioritise English language 
and media outlets in the Global North. 

Conclusion 
Latin America is diverse, complex and much more than a geographic region. The Latin American Cybersecurity 
Research Symposium highlighted that doing research about the region combines a host of exercises. It 
encompasses the broader entanglement between North and South, the positionality of Latin America in the 
broader notion of ‘South’ and the relationship between Latin American countries and the notion of regionality—
none of these are ‘new’ problems but they present specific repercussions for the study of cybersecurity that 
need to be further fleshed out.  

The discussions showed that there is an opportunity to strengthen a dialogue around practical measures for 
‘doing’ cybersecurity research. This includes navigating language, access, privilege, technicity, stakeholder 
positionalities and other barriers that present in specific ways depending on the discipline and the country in 
which one is conducting research.  

More importantly, the Symposium showed that the effort of building a research agenda for cybersecurity in the 
region is far from a one-off exercise; rather this is only the start of a regular dialogue. In addition, it showed that 
there is a fruitful space for a productive and critical dialogue not only within and about the region but more 
broadly about how it connects with a general effort of advancing South–South research in cybersecurity. 

 

 

 

 

 

 

 

 

 

 

 

 

   



10 
 

About EU Cyber Direct – EU Cyber Diplomacy Initiative  
EU Cyber Direct – EU Cyber Diplomacy Initiative supports the European Union’s cyber diplomacy and 
international digital engagements in order to strengthen rules-based order in cyberspace and build cyber 
resilient societies. To that aim, we conduct research, support capacity building in partner countries, and promote 
multistakeholder cooperation. Through research and events, EU Cyber Direct regularly engages in the 
discussions about the future of international cooperation to fight cybercrime and strengthen criminal justice 
systems globally.  

To learn more, please visit the project website www.eucyberdirect.eu or contact Nils Berglund, Outreach and 
Public Engagement Coordinator, nils.berglund@iss.europa.eu. 

 

About the Latin American Cybersecurity Research Network  
The Latin American Cybersecurity Research Network (LA/CS NET) is an initiative dedicated to mapping, 
connecting, and deepening scholarly work on and from countries in the region. The Network seeks to bring 
together scholars both from within and outside the region that have been conducting research in cybersecurity 
across Latin America and provide more visibility to threat landscapes, theories and concepts within those 
particular contexts.  
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