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Rationale and objectives 
 

The adoption of the EU Cyber Diplomacy Toolbox – a European contribution to prevent, 

discourage, deter and respond to malicious behaviour in cyberspace – has strengthened the 

EU’s contribution to promoting international security and stability in cyberspace. In May 2022, 

the EU has advanced its own cyber posture, which, among others, demonstrates the EU’s 

determination to provide immediate and long-term strategic and tailored responses to threat 

actors seeking to deny the EU’s secure and open access to cyberspace and affect the EU’s 

strategic interests, including the security of its partners.  

At the same time, several like-minded countries have moved forward to develop or strengthen 

their national ‘toolboxes’, allowing for increased cooperation to prevent, discourage, deter and 

respond to malicious cyber activities that undermine the UN framework of responsible state 

behaviour in cyberspace. Until now, the cooperation has led to an increase in the coordination 

of statements, attributions and other diplomatic efforts to counter malicious cyber activities.  

Cooperation with international partners is an important element of the EU’s approach – both 

as regards shared situational awareness and potential use of the EU diplomatic means to 

prevent conflicts, cooperate and ensure stability in cyberspace, including by providing support 

to partner countries as victims of cyber-attacks. In this light, the EEAS organised in 2021 the 

first like-minded exercise to test the cooperative efforts undertaken thus far on this issue.  

Against the backdrop of the Russia’s military aggression against Ukraine where offensive cyber 

activities are conducted as an integral part of the conflict and increasing malicious behaviour 

in cyberspace emanating from both State and non-state actors, the EEAS is hosting a second 

exercise, organised back-to-back with a meeting of the like-minded partners. The like-minded 

meeting has the following objectives: 

• improve the mutual understanding of countries respective approaches; 

• take stock of the progress achieved to date in cooperation among the like-minded 

partners and identify lessons;  

• building on the progress and lessons, identify further opportunities for strengthening 

cooperation in responding to malicious cyber activities.  

  



 

Following the discussion among the participating countries, a scenario-based discussion will 

help the participants to: 

• Improve a mutual understanding of how different states understand the facts of the 

scenario and their respective positions; 

• Gain a better insight into states’ respective response mechanisms and the decision-

making process behind the implementation of concrete diplomatic means; 

• Identify expectations of the like-minded countries when it comes to developing and 

conducting more action-oriented exercises in the future. 

 

Practical information 

Time:    Start on 22 June 2022 at 11:00 CEST 

   End on 23 June 2023 at 15:30 CEST 

Participants: Ambassadors, coordinators or other senior officials responsible for 

cyber diplomacy and in particular diplomatic responses, as well as their 

designated staff. 

Timeline:  Prior to the Scenario-Based Discussion, the EU Cyber Direct, 

supporting the event, will circulate pre-discussion questions (17 June 

2022 at the latest).  Background information for the scenario-based 

discussion will be circulated at the same time. The responses to the 

pre-exercise questions are expected to be completed online no 

later than 15:00 on 21 June 2022. The pre-exercise responses will be 

visualised and presented to the participants as scene-setter and basis 

for deliberations.  

Tools: During the meeting, we will partly rely on online tools for collecting your 

votes and responses. They will be then visualized in a generic way in 

order to provide a background for the discussion. The answers will be 

completely anonymised.  

  



 

22 June 2022  

10:30-11:00 Registration and coffee 

11:00-11:15 Welcome and opening remarks 

11:15-13:00 State of play: what have we learned to date? 

 Discussions among the like-minded partners have contributed 

to the development of a shared situational awareness and a 

culture of cooperation. As a group, we have increased the 

understanding of each other’s objectives, tools and 

procedures. However, as the challenges multiply and grow in 

complexity, the “learning-while-doing” mode of cooperation 

may not always be efficient and/or effective. The session will 

focus on the following questions: 

• What lessons can we identify from the group efforts to 

date? Where, as a group, have we been particularly 

successful or missed opportunities? 

• Can we identify certain permanent elements in the 

existing coordination practices? And which elements 

vary depending on the context? 

• What are the most recent developments in individual 

countries that contribute to strengthening the group’s 

collective capability to counter malicious cyber 

activities? 

13:00 – 14:00 Lunch 

14:00-15:00 State of play (continued) 

15:00 – 15:30 Health break 

15:30 – 18:00 State of our strategy: (how) can we convince the world? 

 Preventing malicious behaviour in cyberspace and deterring 

and responding to malicious actors has been the key driver for 

the efforts of the like-minded community. However, despite 

the growing number of attacks and their impact on citizens 

and businesses, the use of diplomatic means to respond to 

malicious cyber activities and threat actors have not gained 

the level of universal support in international community 

necessary to enshrine accountability. The aim of this session is 

to discuss the following questions: 

• What are the strengths and weaknesses of the current 

strategies that require additional attention? 

• What are other approaches and strategies that the 

like-minded group should consider in order to 

strengthen its capacity to prevent, discourage, deter 

and respond to malicious behaviour in cyberspace, 

including towards certain threats or threat actors? 



 

• How can we improve broader international 

cooperation around this strategy, including through 

more inclusive and transparent approach? 

18:30 – 20:00 Networking event 

 Gruut Brewery, Rembert Dodoensdreef 1, Ghent 

23 June 2022  

9:30-10:00 Registration and coffee 

10:00-13:00 Scenario-based discussion 

 Building on the past experiences, the proposed scenario will 

be used to trigger the reflection about further streamlining 

cooperation among the like-minded partners. 

 • Introduction to the scenario-based discussion 

 • Part one: Developing a common awareness and initial 

assessment of the scenario 

 • Part two: International cooperation and joint response 

mechanisms 

13:00 – 14:00 Lunch 

14:00-15:30 State of mind: (how) can we do better with the same? 

 
A rapidly evolving international environment and polarization 

at the international level calls for a discussion about the future 

agenda for the like-minded partners to prevent, discourage, 

deter and respond to cyber-attacks. The aim of this session is 

to discuss the following questions: 

• What should be the priorities for the cooperation 

among the like-minded partners? 

• What mechanisms can we put in place to improve 

coordination among the like-minded partners without 

limiting individual members’ freedom to act?  

• Are there certain markers of the coordination process 

that partners can agree on?  

• What are the tools and mechanisms that could be used 

to provide assistance to the like-minded partners and 

other allies? 

 


