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Key Takeaways  

Statistics 

> 40% of Africa’s total population has access to the internet as of 2019. Most African countries 

fall below the 20% internet penetration level.  

> 14 African countries have a national cybersecurity strategy. 

> About 72% of countries in Africa (39 countries) have now adopted cybercrime legislation. 

> There are currently 18 national Cyber Emergency Response Teams (CERTs) in Africa, 

according to the International Telecommunication Union (ITU). Several more CERTs from the 

governmental, academic and private sectors are part of the non-governmental AfricaCERT 

organisation. 

> It is estimated that 90% of African businesses operate below the cybersecurity ‘poverty line’ 

– meaning they are not able to protect themselves adequately against losses.  

> Cybercrime costs African economies an estimated US$3.5 billion annually. 

> In 2019 at least 14 African states cut access to the internet, blocked social media websites or 

messaging apps or significantly reduced internet speeds. This reportedly cost US$2.1 billion 

in sub-Saharan Africa. 

> The continent has 23 authoritarian regimes, seven flawed democracies and 13 ‘hybrid 

regimes’, according to the Democracy Index 2019, which notes increasing surveillance 

practices. 

Cybersecurity efforts in the region 

> Under the Programme for Infrastructure Development for Africa (PIDA), networks are made 

more resilient by ensuring at least two broadband infrastructures for each country.  

> The Smart Africa Alliance aims to provide enough internet nodes that traffic does not need 

to leave the continent when looking for the fastest connection, and to keep Africa’s 

telecommunication traffic in Africa.  

> The African Union (AU) established the Cybersecurity Expert Group (AUCSEG) in 2018 to 

provide advice to the AU on technical, policy, legal and related cybersecurity matters at 

national, regional, continental and global levels, including guidance for the creation of 

cybersecurity programmes on the continent, and implementation of an AU cybersecurity 

strategy. 

> The AU New Partnership for Africa's Development (AUDA-NEPAD) is developing a national 

cybersecurity assessment framework for the region. The 2019 NEPAD Cybersecurity Policy 

and Regulation Assessment Report analysed policy and regulation in 10 AU member states. 

> The cybersecurity programme of the Economic Community of West African States (ECOWAS) 

helps member states to develop their national cybersecurity strategies, implement critical 

information infrastructure protection (CIIP), establish national CERTs and organise regional 

cyber drills.  

> The Southern African Development Community’s (SADC) action plan on cybersecurity 

established an expert group on Computer Incident Response Teams (CIRTs) to help member 

states accelerate the establishment of CIRTs. It approved a framework in 2019 for setting up 

an SADC regional CIRT. 
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> A Cybersecurity Capacity Centre for Southern Africa (C3SA) opened in 2020 in South Africa, 

and will lead coordination in the region. 

> The AU created Internet Infrastructure Security Guidelines for Africa in 2017, with the 

support of several members of African internet governance civil society.  

> The AU created a set of Personal Data Protection guidelines in 2018, to facilitate the 

implementation of the the AU’s Convention on Cybersecurity and Personal Data Protection, 

also known as the Malabo Convention. 

Drivers of and barriers to cybersecurity development 

Drivers 

> Increased interest in cybersecurity at highest levels of the AU. 

> Malabo Convention is a good basis for regional cybersecurity implementation. 

> Interested and motivated stakeholders in digital ecosystem to support cybersecurity efforts. 

Barriers 

> Most African states have not dedicated substantial financial resources to promote and 

coordinate cybersecurity initiatives. This may be due to a lack of awareness, capacity and 

perceived urgency. 

> The Malabo Convention is very broad and requires extensive efforts from developing states 

to ratify the document and meaningfully implement it. 

> There is little precedent for regional organisations to enforce legally binding instruments 

once they are ratified. 

> Uncoordinated donor projects create parallel efforts with sometimes conflicting interests 

and lack of awareness of local context. 

International Norms and Engagement 

> African countries are ready to start sharing more of their perspectives on international peace 

and stability in cyberspace at international fora. Mechanisms and platforms are in the 

making to build African positions and promote regional and international cooperation in the 

area of cybersecurity.  

> Actual implementation of the United Nations Group of Governmental Experts (UNGGE) cyber 

norms has not been discussed, and might prove to be difficult for African countries. It is a 

valid question whether Africa is capable of implementing the current cyber norm or whether 

they were not made fit for most African countries. 

Key Takeaways on EU–Africa Cyber Relations 

> The von der Leyen Commission defined in its 2020 joint communication ‘Towards a 

Comprehensive Strategy with Africa’ the importance of moving away from the traditional 

donor–recipient relations and towards a partnership of equals. The joint communication 

includes a strategy to work together to strengthen the international rules-based order and 

the multilateral system, with the United Nations at its core. The strategy also includes a focus 

on the continent’s digital transformation. 

> The EU strategy to support the African continent’s digital transformation builds on 

numerous EU development projects and cooperation initiatives that exist under several 

action frameworks and funding instruments.  
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> Many recent capacity-building and development cooperation projects have a digital 

component thanks to the Digital4Development (D4D) strategy, which aims to mainstream 

digital issues in all of its projects. 

> There are currently few cybersecurity-specific EU initiatives in Africa, but foundations are 

built in cooperation with several pan-African projects on digital economy, regulations, 

infrastructure and law enforcement, which are complemented by bilateral projects in African 

states. 
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1 General Regional Profile 

Africa and Europe have a long and complicated history of engagement. While Europe was trying to 

develop its identity in unity and peace after a global war that tore the continent apart, Africa was trying 

to emancipate itself from the colonial past. Europeans and Africans are, however, moving forward 

towards a partnership of equals. This is becoming apparent from European digital engagements with 

Africa that move away from a development support context, such as the Digital Economy Task Force 

and the Policy and Regulation Initiative for Digital Africa. Until the COVID-19 pandemic, African 

economic growth had been steady for 25 years, but the continent has not fully enjoyed the benefits of 

digitalisation for economic and social progress. Also, policymakers are becoming more aware of the 

need to secure their digital future, as cybersecurity became part of the African Union Agenda 2063.1 The 

topic unfortunately competes with other pressing issues for the region, such as violent crime, fighting 

poverty and high youth unemployment.2 This makes it hard to prioritise cybersecurity and perceive it as 

a necessity rather than a luxury. 

1.1 Connectivity  

According to ITU data, 28% of sub-Saharan Africans are estimated to actively use the internet, and most 

of these connect through mobile.3 Including North Africa, 525 million Africans were connected to the 

internet as of 2019 – representing 40% of Africa’s total population.4  

According to a 2018 survey in 10 African countries, seven 

out of 10 Internet users access the internet with a mobile 

phone, since Africa has the lowest penetration of fixed 

broadband in the world.5 The continent has 836 million 

mobile phone subscriptions, which would represent 80% of 

the population, but these supply-side data cannot identify 

unique subscribers.6 ITU 2019 data on sub-Saharan Africa 

shows that 79% of the population is covered by a 3G or 

higher mobile broadband network. This has not led directly 

to an increase in internet access. These numbers remain 

rather low, although smartphones have revolutionised the 

telecommunications industry in Africa and have become the principal means of internet connectivity.7 

One of the most plausible reasons that internet usage remains low is the cost of connecting: the African 

region has the highest price for mobile broadband services relative to income in the world.8 This 

situation is, however, improving, as the Affordability Driver Index for countries across Africa rose an 

average of 7% in 2020. This tool, developed by the Alliance for Affordable Internet (A4AI), assesses how 

well a country’s policy and economic environment is working towards creating more affordable 

 
1 African Union (2018) ‘32nd Ordinary Session of the Executive Council’ https://au.int/sites/default/files/decisions/33909-

ex_cl_decisions_986-1007_e.pdf 
2African Union and Symantec Corporation (2016) ‘Cybercrime & Cybersecurity Trends in Africa’ 

https://www.broadcom.com/info/symantec/cyber-security-trends-africa 
3 International Telecommunications Union (2019) ‘Measuring Digital Development: Facts and Figures’ 

https://www.itu.int/en/ITU-D/Statistics/Documents/facts/FactsFigures2019.pdf 
4 Internet World Stats https://www.internetworldstats.com/stats1.htm 
5 Gilwald, Alison & Mothobi, Onkokame (2018) ‘After Access 2018 – a Demand-Side View of Mobile Internet from 10 African 

Countries’, Research ICT Africa https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-

Comparative-report.pdf  
6 International Telecommunications Union (2019) ‘Measuring Digital Development: Facts and Figures’ 

https://www.itu.int/en/ITU-D/Statistics/Documents/facts/FactsFigures2019.pdf 
7 Gilwald, Alison & Mothobi, Onkokame (2018) ‘After Access 2018 – a Demand-Side View of Mobile Internet from 10 African 

Countries’, Research ICT Africa https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-

Comparative-report.pdf  
8 International Telecommunications Union (2019) ‘Measuring Digital Development: ICT Price Trends’ https://www.itu.int/en/ITU-

D/Statistics/Pages/ICTprices/default.aspx  

“ 
Although smartphones have 

revolutionised the 

telecommunications industry in 

Africa and have become the principal 

means of internet connectivity. 

https://au.int/sites/default/files/decisions/33909-ex_cl_decisions_986-1007_e.pdf
https://au.int/sites/default/files/decisions/33909-ex_cl_decisions_986-1007_e.pdf
https://www.broadcom.com/info/symantec/cyber-security-trends-africa
https://www.itu.int/en/ITU-D/Statistics/Documents/facts/FactsFigures2019.pdf
https://www.internetworldstats.com/stats1.htm
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://www.itu.int/en/ITU-D/Statistics/Documents/facts/FactsFigures2019.pdf
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://www.itu.int/en/ITU-D/Statistics/Pages/ICTprices/default.aspx
https://www.itu.int/en/ITU-D/Statistics/Pages/ICTprices/default.aspx
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broadband.9 The continent also still struggles to provide access to electricity to all citizens, and the 

internet infrastructure is still developing, unequipped for heavy use and not accessible in remote areas. 

This means Africa remains the only region where most countries fall below the 20% internet penetration 

level.10  

There is generally a lack of reliable data on many key economic, political and security indicators. This is 

likely due to the weak capacity of governments and regional or international organisations to collect 

and analyse data, and the fragmented and dispersed nature of much of the data collection.11 This makes 

it difficult to draw conclusions from connectivity data on the entire continent. There is, however, 

evidence of a strong digital divide in Africa. Access to and use of the internet is higher in more developed 

economies and in certain social classes. The region has the highest gender and urban–rural gaps in 

internet access, as the internet infrastructure is often underdeveloped in rural areas.12 Recent initiatives 

to increase broadband connections in the region have gone hand in hand with initiatives to enhance 

digital opportunities in Africa, such as the creation of online jobs, e-commerce and digital financial 

instruments.13  

1.2 Vulnerabilities  

Having a very mobile population results in the continent leading the world in money transfers using 

mobile phones. The share of the population with a mobile money account reached 21% by 2017 in sub-

Saharan Africa – the highest share in the world – with spikes in Kenya, Ghana and Tanzania.14 Banks and 

internal-revenue authorities are therefore vulnerable organisations, and so are their users. According to 

a survey by the cybersecurity firm Dataprotect, in 12 African countries, the banks that reported their 

losses due to cyberattacks in the past few years had an estimated average €770,000 loss.15 Kenyan 

financial institutions lost €26 million from cyberattacks in 2015.16 Cybercrime poses a growing risk for 

ongoing digitalisation and the emergence of e-commerce industry, as it has reduced trust in electronic 

transactions, impeding the development of a digital economy.17 Lack of cybersecurity limits the social 

and economic development prospects of internet penetration within the region and creates a risky 

investment environment.18  

Many computer systems in Africa are vulnerable to cyberattacks, without proper security measures in 

place. The 2018 Business Software Alliance Global Survey found that 57% of software used in Africa and 

the Middle East is unlicensed; some countries, such as Libya and Zimbabwe, have rates well above the 

continental average. These had the world’s highest software piracy rates, at 90% and 89% respectively.19 

Pirated software does not receive automatic security updates from the manufacturers, making it more 

 
9 Alliance for Affordable Internet (2020) ‘2020 Affordability Report’ https://a4ai.org/affordability-report/report/2020/  
10 Gilwald, Alison & Mothobi, Onkokame (2018) ‘After Access 2018 – a Demand-Side View of Mobile Internet from 10 African 

Countries’, Research ICT Africa https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-

Comparative-report.pdf 
11 Arnould, Valery & Strazzari, Francesco (2017) ‘African Futures: Horizon 2025’ European Union Institute for Security Studies. 
12 Gilwald, Alison & Mothobi, Onkokame (2018) ‘After Access 2018 – a Demand-Side View of Mobile Internet from 10 African 

Countries’, Research ICT Africa https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-

Comparative-report.pdf 
13 Up to now, few Africans have participated actively in the digital economy: see Section 2.2.1. 
14 United Nations Conference on Trade and Development (UNCTAD) (2019) ‘Digital Economy Report’ 

https://unctad.org/en/PublicationsLibrary/der2019_en.pdf  
15 El Mehdi, Berrada (2020) ‘Cybercrime: West African Banks Are Under-protected’, Africa Report 

https://www.theafricareport.com/22644/cybercrime-west-african-banks-are-under-protected/ 
16 Ombati, Cyrus (2017) ‘Hackers Steal Sh 30 Billion from Kenya’s Financial Institutions’, The Standard 

https://www.standardmedia.co.ke/business/article/2001232042/hackers-steal-sh-30billion-from-kenya-s-financial-

institutions 
17 Orji, Uchenna Jerome (2019) ‘A Review of the ECOWAS Cybercrime Directive’ Computer Law Review International, vol. 20, 2. 
18 Signe, Landry & Signe, Kevin (2018) ‘Global Cybercrimes and Weak Cyber-security Threaten Businesses in Africa’, Brookings 

https://www.brookings.edu/blog/africa-in-focus/2018/05/30/global-cybercrimes-and-weak-cybersecurity-threaten-

businesses-in-africa/  
19 Business Software Alliance (2018) ‘Software Management: Security Imperative, Business Opportunity’ https://gss.bsa.org/wp-

content/uploads/2018/05/2018_BSA_GSS_Report_en.pdf  

https://a4ai.org/affordability-report/report/2020/
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://researchictafrica.net/wp/wp-content/uploads/2019/05/2019_After-Access_Africa-Comparative-report.pdf
https://unctad.org/en/PublicationsLibrary/der2019_en.pdf
https://www.theafricareport.com/22644/cybercrime-west-african-banks-are-under-protected/
https://www.standardmedia.co.ke/business/article/2001232042/hackers-steal-sh-30billion-from-kenya-s-financial-institutions
https://www.standardmedia.co.ke/business/article/2001232042/hackers-steal-sh-30billion-from-kenya-s-financial-institutions
https://www.brookings.edu/blog/africa-in-focus/2018/05/30/global-cybercrimes-and-weak-cybersecurity-threaten-businesses-in-africa/
https://www.brookings.edu/blog/africa-in-focus/2018/05/30/global-cybercrimes-and-weak-cybersecurity-threaten-businesses-in-africa/
https://gss.bsa.org/wp-content/uploads/2018/05/2018_BSA_GSS_Report_en.pdf
https://gss.bsa.org/wp-content/uploads/2018/05/2018_BSA_GSS_Report_en.pdf
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vulnerable to legacy threats that have been around for a long time. It also creates an incentive for mobile 

developers not to push any security updates that might make the apps unusable and lose them 

customers. 

Many Africans are now getting computers and connecting to the internet for the first time, while often 

lacking knowledge on how to protect themselves online.20 Not only do public sector institutions lack 

the money and capacity to run nationwide cybersecurity awareness campaigns, but the very low levels 

of ICT literacy would make it difficult to launch such campaigns, which the Global Cybersecurity Capacity 

Centre found to be almost non-existent in the African countries it surveyed.21 In 2017, 90% of African 

businesses were operating below the cybersecurity ‘poverty line’ – meaning they weren’t able to protect 

themselves adequately against losses.22  

Fragile national infrastructures are particularly vulnerable to cyberattacks. Critical infrastructure has not 

seen a digital revolution, but the few countries that have connected their essential services to the 

internet, such as South Africa, have been warned. One of its national power companies suffered a 

ransomware attack in 2019, leaving people without electricity.23 Distributed Denial of Service (DDoS) 

attacks, though currently reasonably uncommon against African infrastructure compared to the rest of 

the world, can have devastating effects. This was case with the Mirai Botnet attack in 2016, which hit a 

Liberian mobile telecom provider and caused a dip in incoming and outgoing traffic for the entire 

country.24 

1.3 Cybercrime and other malicious activities  

The economic and social cost of cybercrime is hard to quantify in Africa. According to the Kenyan firm 

Serianu, cybercrime cost African economies an estimated $3.5 billion in 2017.25 Other estimates quantify 

the cost of cybercrime as far higher when they take the toll 

on the whole population into account. For example, Nigeria, 

which has the largest internet user population in the West 

Africa region, was estimated to lose over US$13 billion 

annually due to cybercrime, if lost opportunities are taken 

into account.26  

In 2013, a Norton report ranked South Africa third in the 

world for cybercrime prevalence. While South Africa has 

stepped up its cybercrime enforcement since then, attacks 

are still prevalent. It currently has the highest number of malware infections in sub-Sahara, together 

with Nigeria.27 South Africa even saw malware attacks increase by 22% year on year, according to 2019 

 
20 Kshetri, Nir (2019) ‘Cybercrime and Cybersecurity in Africa’, Journal of Global Information Technology Management vol. 22, no. 

2, 77–81. 
21 Bada, Maria, Von Solms, Basie & Agrafiotis, Ioannis (2018) ‘Reviewing National Cybersecurity Awareness in Africa: an Empirical 

Study’, Third International Conference on Cyber-Technologies and Cyber-Systems  

https://www.thinkmind.org/index.php?view=article&articleid=cyber_2018_6_20_80051  
22 Serianu (2017) ‘Africa Cybersecurity Report 2017, Demystifying Africa’s Cybersecurity Poverty Line’ 

https://www.serianu.com/downloads/AfricaCyberSecurityReport2017.pdf  
23 Foltýn, Tomáš (2019) ‘South African Power Company Battles Ransomware Attack’, WeLiveSecurity by ESET 

https://www.welivesecurity.com/2019/07/26/south-africa-johannesburg-ransomware/  
24 Krebs, Brian (2016) ‘Did the Mirai Botnet Really Take Liberia Offline?’, Krebs on Security 

https://krebsonsecurity.com/2016/11/did-the-mirai-botnet-really-take-liberia-offline/  
25 Serianu (2017) ‘Africa Cybersecurity Report 2017, Demystifying Africa’s Cybersecurity Poverty Line’   

https://www.serianu.com/downloads/AfricaCyberSecurityReport2017.pdf  

26 Sesan, ’Gbenga (2013) ‘Economic Cost of Cybercrime in Nigeria’, Paradigm Initiative 

https://paradigmhq.org/download/conomic-cost-of-cybercrime-in-nigeria-2013/  
27 Shadowserver (2020) ‘The Shadowserver Foundation Threat Report: a Spotlight on Africa’ 

https://www.shadowserver.org/news/the-shadowserver-foundation-threat-report-a-spotlight-on-africa/  

“ 
Cybercrime in Africa is going far 

beyond the stereotypical Nigerian 

‘419’ scams perpetrated through 

emails.   

https://www.thinkmind.org/index.php?view=article&articleid=cyber_2018_6_20_80051
https://www.serianu.com/downloads/AfricaCyberSecurityReport2017.pdf
https://www.welivesecurity.com/2019/07/26/south-africa-johannesburg-ransomware/
https://krebsonsecurity.com/2016/11/did-the-mirai-botnet-really-take-liberia-offline/
https://www.serianu.com/downloads/AfricaCyberSecurityReport2017.pdf
https://paradigmhq.org/download/conomic-cost-of-cybercrime-in-nigeria-2013/
https://www.shadowserver.org/news/the-shadowserver-foundation-threat-report-a-spotlight-on-africa/
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Kaspersky research.28 When including North Africa, the most malware infections on the African continent 

are seen in Egypt, Algeria and Morocco.29 Cybercrime in Africa is going far beyond the stereotypical 

Nigerian ‘419’ scams perpetrated through emails.30 Cybercriminals have professionalised in Africa. 

Studies have shown that cybercrime is seen as a great business opportunity as opposed to a crime for 

many entrepreneurial individuals with a technical skillset.31 They seem to be gathering under cybercrime 

syndicates with networks in the countries their targets reside in, and connections overseas. They engage 

in more sophisticated attacks against corporations.32 South Africa alone is believed to have at least 10 

such criminal syndicates operating in the country.33 A 2014 UN Economic Commission for Africa 

(UNECA) report stated that cybercrime was increasing more rapidly in Africa than anywhere else in the 

world.34 

Cybercrime is not only perpetrated from within Africa. The 2016 Symantec–African Union analysis of 

cybercrime and cybersecurity trends in Africa found that 24 million malware attacks target Africa each 

year. According to Symantec, cybercriminals are shifting towards emerging economies, which they 

perceive as low-hanging fruit.35 They do not target only citizens or corporations. Many governments 

that are automating services have become prime targets. Dozens of sites belonging to the Nigerian 

government have been hacked in recent years by hacktivists,36 and the Kenyan government has been 

the victim of several cybersecurity attacks.37 

The African Union has itself been targeted by nation-state attackers. In 2018 it was discovered that China 

had allegedly been spying on the headquarters in Ethiopia for a five-year period between 2012 and 

2017. Chinese authorities, which funded and equipped the building, denied the allegations made by AU 

officials. The incident exposed the vulnerabilities of such a capacity-building effort and led to a 

wholesale revamp of the AU’s computer, security and telecommunications systems.38 

2 Africa as a Digital Region 

The African continent is commonly divided into five subregions: Northern Africa, Central Africa, 

Southern Africa, East Africa and Western Africa. The regions other than Northern Africa are also referred 

to as sub-Saharan Africa. The most prominent regional intergovernmental organisation is the African 

Union (AU), of which all African countries are members, but there are several sub-regional 

intergovernmental organisations with overlapping membership. 

Cooperation on the African continent is a true patchwork. Countries cluster in constellations that have 

a regional logic of proximity, or a cultural logic of homogeneity through language, religion and a shared 

 
28 Shapshak, Toby (2019) ‘South Africa Has Second Most Android Banking Malware Attacks as Cyber Crime Increases’, Forbes 

https://www.forbes.com/sites/tobyshapshak/2019/05/09/south-africa-has-second-most-android-banking-malware-attacks-

as-cyber-crime-increases/  
29 Shadowserver (2020) ‘The Shadowserver Foundation Threat Report: a Spotlight on Africa’ 

https://www.shadowserver.org/news/the-shadowserver-foundation-threat-report-a-spotlight-on-africa/  
30 The ‘Nigerian Letter Scam’ or ‘419 Scam’ is named after Section 419 of the Nigerian Code for fraud.  
31 Shaw, Mark (2017) ‘Africa’s Changing Place in the Global Criminal Economy’, ENACT https://enact-

africa.s3.amazonaws.com/site/uploads/2017-09-26-enact-continental-report1.pdf  
32 Ibid. 
33 Allen, Karen (2019) ‘Is Africa Cybercrime Savvy?’, Institute for Security Studies https://issafrica.org/iss-today/is-africa-

cybercrime-savvy  
34 UN Economic Commission for Africa (2014) ‘Tackling the Challenges of Cybersecurity in Africa’ 

www.uneca.org/sites/default/files/PublicationFiles/ntis_policy_brief_1.pdf  
35 Kshetri, Nir (2019) ‘Cybercrime and Cybersecurity in Africa’, Journal of Global Information Technology Management vol. 22, no. 

2, 77–81. 
36 Winsor, Morgan (2016) ‘Anonymous Nigeria Hacks Government Websites, Declares Cyberwar Against Corruption, Poverty, 

Theft’, International Business Times https://www.ibtimes.com/anonymous-nigeria-hacks-government-websites-declares-

cyberwar-against-corruption-2257401 
37 Asuelaa, Obar Mark (2019) ‘Ifmis and Other Government Websites under Cyberattack’, The Standard 

https://www.standardmedia.co.ke/article/2001328320/ifmis-and-other-government-websites-under-cyberattack 
38 Aglionby, John, Feng, Emilie & Yang, Yuan (2018) ‘African Union Accuses China of Hacking Headquarters’, Financial Times 

https://www.ft.com/content/c26a9214-04f2-11e8-9650-9c0ad2d7c5b5 

https://www.forbes.com/sites/tobyshapshak/2019/05/09/south-africa-has-second-most-android-banking-malware-attacks-as-cyber-crime-increases/
https://www.forbes.com/sites/tobyshapshak/2019/05/09/south-africa-has-second-most-android-banking-malware-attacks-as-cyber-crime-increases/
https://www.shadowserver.org/news/the-shadowserver-foundation-threat-report-a-spotlight-on-africa/
https://enact-africa.s3.amazonaws.com/site/uploads/2017-09-26-enact-continental-report1.pdf
https://enact-africa.s3.amazonaws.com/site/uploads/2017-09-26-enact-continental-report1.pdf
https://issafrica.org/iss-today/is-africa-cybercrime-savvy
https://issafrica.org/iss-today/is-africa-cybercrime-savvy
http://www.uneca.org/sites/default/files/PublicationFiles/ntis_policy_brief_1.pdf
https://www.ibtimes.com/anonymous-nigeria-hacks-government-websites-declares-cyberwar-against-corruption-2257401
https://www.ibtimes.com/anonymous-nigeria-hacks-government-websites-declares-cyberwar-against-corruption-2257401
https://www.standardmedia.co.ke/article/2001328320/ifmis-and-other-government-websites-under-cyberattack
https://www.ft.com/content/c26a9214-04f2-11e8-9650-9c0ad2d7c5b5
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history of colonisation.39 Many parallel efforts make it difficult to gauge the actual regional and sub-

regional efforts towards improving internet development and cybersecurity, but we will make an 

attempt in this chapter. 

2.1 Regional Organisations 

Several regional organisations in Africa are loosely organised around the AU, established in 1963. In 

1980, African leaders tried to establish an Africa-wide economic community with the Lagos Plan of 

Action. This would connect existing regional economic communities and create new ones to cover the 

continent as a whole.40 

This plan of action was prominently supported by the United Nation’s Economic Commission for Africa 

(UNECA). The results of the plan of action came with the Abuja Treaty in 1991 when the African Economic 

Community (AEC) was established. This would solidify the African integration process. Eight Regional 

Economic Communities (RECs) grew from the 1991 Abuja Treaty: the Economic Community of West 

African States (ECOWAS), the Economic Community of Central African States (ECCAS), the Southern 

African Development Community (SADC), the Common Market for Eastern and Southern Africa 

(COMESA), the East African Community (EAC), the Arab Maghreb Union (AMU), the Intergovernmental 

Authority on Development (IGAD), and the Community of Sahel–Saharan States (CEN–SAD).  

The Abuja Treaty integrates the RECs with the AU’s work, as they are mandated to be the building blocks 

and implementing arm of the AU. They serve to ultimately create an African Common Market.41 These 

aspirations became more concrete with the 2018 agreement establishing the African Continental Free 

Trade Area (AfCFTA), which entered into force in 2019. This ambitious free trade agreement would 

facilitate import and export of African manufacturing and has the potential to become a huge driver to 

boost economic growth and reduce extreme poverty.42 Unfortunately, the COVID-19 pandemic forced 

countries around the world and on the African continent to close their borders. The pandemic has been 

a huge impediment to African integration efforts and the implementation of the AfCFTA, of which 

freedom of movement is a cornerstone.43 

With the Abuja Treaty, the RECs also received broad mandates to develop national telecommunications 

networks and establish a Pan-African Telecommunication Network.44 Most RECs have established 

several policies and regulations on telecommunications, and in recent years on cybersecurity and 

cybercrime.  

2.1.1 African Union institutions 

The AU was first established in 1963 as the Organisation of African Unity (OAU) to coordinate the 

liberalisation efforts of colonisation, support pan-African efforts and encourage international 

cooperation.45 The OAU was transformed into the AU in 2002.46 Since the 2017 return of Morocco, all 

55 African countries are part of the AU. It is mandated to coordinate and harmonise policies between 

the RECs.47 The AU’s constitutive act creates a legal basis for the AU to establish initiatives on 

 
39 Buzan, Barry & Waever, Ole (2003) ‘Sub-Saharan Africa: Security Dynamics in a Setting of Weak and Failed States’, in Buzan & 

Waever, Regions and Powers: the Structure of International Security, Cambridge University Press. 
40 UN Economic Commission for Africa, ‘History of Africa’s Regional Integration Efforts’ 

https://www.uneca.org/oria/pages/history-africa%E2%80%99s-regional-integration-efforts 
41 African Union ‘Regional Economic Communities’, last accessed 17/06/2020 at https://au.int/en/recs 
42 Fabricius, Peter (2019) ‘Will Free Trade Be Africa’s Economic Game Changer?’, ISS Today https://issafrica.org/iss-today/will-

free-trade-be-africas-economic-game-changer  
43 Carciotto, Sergio (2020) ‘COVID-19 Could Stall Africa’s Integration Agenda’, ISS Today https://issafrica.org/iss-today/covid-19-

could-stall-africas-integration-agenda  
44 Treaty Establishing the African Economic Community (1991) Article 63(3). 
45 African Union ‘About the African Union’, last accessed 17/06/2020 at https://au.int/en/overview 
46 Ibid. 
47 African Union (2000) ‘Constitutive Act of the African Union’, Article 3(i). 

https://www.uneca.org/oria/pages/history-africa%E2%80%99s-regional-integration-efforts
https://au.int/en/recs
https://issafrica.org/iss-today/will-free-trade-be-africas-economic-game-changer
https://issafrica.org/iss-today/will-free-trade-be-africas-economic-game-changer
https://issafrica.org/iss-today/covid-19-could-stall-africas-integration-agenda
https://issafrica.org/iss-today/covid-19-could-stall-africas-integration-agenda
https://au.int/en/overview
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telecommunications, among others. There are therefore several institutional bodies in the AU that deal 

with telecommunications and cybersecurity. 

STC-CICT 

The Executive Council of the AU created in 2005, and reformed in 2009, a Specialized Technical 

Committee on Communication and Information Communications Technology (STC-CICT), composed of 

African ministers of ICT. This committee is responsible for the coordination and harmonisation of all AU 

policies, strategies and projects on telecommunications within the AU. Policy suggestions coming out 

of STC-CICT can become binding on all member states through a decision of the AU’s Assembly.48 The 

ministers have had three sessions gathering all African ministers of ICT. One in 2015 resulted in the 

adoption on a Global Approach on Cybersecurity and Cybercrime in Africa.  49 At another, in 2017, 

ministers agreed to call on member states to adopt the Malabo Convention and called for next steps to 

be taken on cybersecurity.50 The most recent one, in 2019, resulted in the Sharm El Sheikh declaration, 

urging the African Union Commission to dedicate appropriate resources to implementation of a 

comprehensive cybersecurity programme.51 

ISD 

The African Union Commission’s Information Society Division (ISD) is the main body to implement policy 

and regulatory initiatives on telecommunications. It is located in the Infrastructure and Energy 

Commission.52 This division is responsible for the coordination of major harmonisation and 

infrastructure programmes, and for the ratification and transposition of the Malabo Convention.53 It was 

preliminary agreed that the ISD would play a role as a ‘clearing house’ for national position papers or 

contributions on relevant issues regarding global cyber discussions.54 

AUCSEG 

In 2018, the 32nd Ordinary Session of the Executive Council endorsed the recommendation of the STC-

CICT to create an African cybersecurity collaboration and coordination committee under the Information 

Society Division. It would advise the AU Commission (AUC) on cyber strategies and to implement the 

cybersecurity flagship project of the AU Agenda 2063.55 This committee, called the Cybersecurity Expert 

Group (AUCSEG), would advise the AUC on technical, policy, legal and related cybersecurity matters at 

national, regional, continental and global levels, including guidance for the creation of cybersecurity 

programmes on the continent, and implementation of an AU cybersecurity strategy. 56 It would also 

organise a yearly AU Conference on Cybersecurity in collaboration with industry and academia, and 

 
48 African Union (2012) ‘Rules of Procedure of the African Union Conference of Ministers in Charge of Communication and 

Information Technologies (CITMC)’, Article 16:1 (a). 
49 African Union (2016) ‘Final Communiqué of the First Extraordinary Session of the Specialized Technical Committee on 

Communication and Information and Communication Technology (Extra STC-CCIT)’ 

https://au.int/en/pressreleases/20160916 
50 African Union (2017) ‘African Ministers of Communication and Information Technologies Reiterate the Need for Africa to 

Become Actively Involved in the Dynamics of Internet Governance, Cybersecurity, and Cybercrime’ 

https://au.int/en/pressreleases/20171123/african-ministers-communication-and-information-technologies-reiterate-need 
51 African Union (2019) ‘2019 Sharm El Sheikh Declaration of the Specialized Technical Committee on Communication and 

Information Technologies (STC-CICT) Third Ordinary Session’ https://au.int/sites/default/files/decisions/37590-

2019_sharm_el_sheikh_declaration_-_stc-cict-3_oct_2019_ver2410-10pm-1rev-2.pdf 
52 Orji, Uchenna Jerome (2018) International Telecommunications Law and Policy, Cambridge Scholars Publishing. 
53African Union ‘Directorate on Information Society’, last accessed 17/06/2020 at https://au.int/en/directorates/information-

society 
54 Kumar, Sheetal (2019) ‘Key Takeaways from the AU GGE Consultation’, Global Partners Digital https://www.gp-digital.org/key-

takeaways-from-the-au-gge-consultation/ 
55 African Union (2018) ‘32nd Ordinary Session of the Executive Council’ https://au.int/sites/default/files/decisions/33909-

ex_cl_decisions_986-1007_e.pdf 
56 Sulieman, Adil (2020) ‘The African Union Cybersecurity Expert Group (AU-CSEG)’, Global Cyber Expertise Magazine, vol. 7 

https://thegfce.org/wp-content/uploads/2020/04/Global-Cyber-Expertise-Magazine_edition7_April2020.pdf  

https://au.int/en/pressreleases/20160916
https://au.int/en/pressreleases/20171123/african-ministers-communication-and-information-technologies-reiterate-need
https://au.int/sites/default/files/decisions/37590-2019_sharm_el_sheikh_declaration_-_stc-cict-3_oct_2019_ver2410-10pm-1rev-2.pdf
https://au.int/sites/default/files/decisions/37590-2019_sharm_el_sheikh_declaration_-_stc-cict-3_oct_2019_ver2410-10pm-1rev-2.pdf
https://au.int/en/directorates/information-society
https://au.int/en/directorates/information-society
https://www.gp-digital.org/key-takeaways-from-the-au-gge-consultation/
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https://au.int/sites/default/files/decisions/33909-ex_cl_decisions_986-1007_e.pdf
https://au.int/sites/default/files/decisions/33909-ex_cl_decisions_986-1007_e.pdf
https://thegfce.org/wp-content/uploads/2020/04/Global-Cyber-Expertise-Magazine_edition7_April2020.pdf
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establish a continental cybersecurity awareness month. The first AUCSEG to advise the Commission met 

in late 2019.57 

AUDA-NEPAD 

The New Partnership for Africa’s Development (NEPAD) is a strategic framework for addressing Africa’s 

development in the 21st century. Initially developed outside of the AU, it was integrated in the AU 

framework in 2010, which led to the establishment of the NEPAD Planning and Coordination Agency 

(NPCA).58 It became further integrated in 2017, making it the AU’s Development Agency NEPAD. The 

AUDA-NEPAD activities and programmes are implemented within the framework of the NEPAD e-Africa 

programme, previously known as the e-Africa Commission.59 Most projects led by NEPAD that are 

relevant for ICT development and cybersecurity are co-led by the ISD and the STC-CICT. AUDA-NEPAD 

made national cybersecurity assessments in 2019, whereby it analysed cybersecurity policy and 

regulation in 10 AU member states.60 

Peace and Security Council 

The Peace and Security Council is a key pillar of the African Peace and Security Architecture (APSA) and 

is a standing decision-making organ of the AU for the prevention, management and resolution of 

conflict. The Council debated cybersecurity threats to peace and security in Africa for the first time in 

2019, and underscored the need for member states to enhance their national cybersecurity capabilities. 

They requested the AU Commission to develop a Continental Cybersecurity Strategy and a cybersecurity 

Model Law, and decided in 2019 to dedicate an annual session on cybersecurity.61 

2.1.2 African Union legal and regulatory landscape 

In 2008, member states of the African Union adopted the Reference Framework for Harmonisation of 

Telecommunication and ICT Policies and Regulation in Africa.62 The implementation of the 2008 

framework was not deemed possible without harmonised legislation on cybersecurity, domain name 

management and electronic signatures. This resulted in the 2014 AU convention on Cybersecurity and 

Personal Data Protection, also called the AUCC or the Malabo Convention. This convention will enter 

into force when ratified by 15 states.63 The Malabo Convention seeks to harmonise legislation, 

regulation and governance strategies across Africa to improve cybersecurity and data protection. It aims 

to establish institutions that share information on cyber threats and vulnerabilities, such as Cyber 

Emergency Response Teams (CERTs). Eighteen African states64 have signed the convention, of which 

eight have ratified it at the time of writing (November 2020): Angola, Ghana, Mozambique, Senegal, 

 
57 African Union (2019) ‘African Union Cybersecurity Expert Group Holds Its First Inaugural Meeting’ 

https://au.int/en/pressreleases/20191212/african-union-cybersecurity-expert-group-holds-its-first-inaugural-meeting 
58 UN Office of the Special Adviser on Africa (OSAA) ‘New Partnership for Africa’s Development (NEPAD)’, last accessed 

17/06/2020 https://www.un.org/en/africa/osaa/peace/nepad.shtml 
59 https://www.nepad.org/news/nepad-e-africa-commission-becomes-nepad-e-africa-programme 
60 Member states are Benin, Chad, Republic of Congo, Democratic Republic of Congo, Guinea, Kenya, Mauritania, Morocco, 

Senegal and Tunisia; an assessment can be found in the 2019 NEPAD Cybersecurity Policy and Regulation Assessment 

Report. 
61 African Union (2019) ‘Peace and Security Council 850th Meeting Communiqué’ 

https://archives.au.int/bitstream/handle/123456789/6336/850th%20Meeting%20of%20the%20AUPSC%20on%20Cyber%20

Security%2020%20May%202019_E%20.pdf?sequence=1&isAllowed=y  
62 AU Commission (2008) Study on Harmonization of Telecommunication and ICT Policies and Regulation in Africa (draft report), 

p. 75, at paragraph 3.3 A.2.ii. 
63 African Union (2014) ‘African Union Convention on Cyber Security and Personal Data Protection’. Article 36. 
64 Zambia, Tunisia, Togo, São Tomé & Principe, Sierra Leone, Senegal, Rwanda, Namibia, Mauritius, Mauritania, Mozambique, 

Guinea, Guinea-Bissau, Ghana, Congo, Comores, Chad, Benin. 

https://au.int/en/pressreleases/20191212/african-union-cybersecurity-expert-group-holds-its-first-inaugural-meeting
https://www.un.org/en/africa/osaa/peace/nepad.shtml
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Mauritius, Namibia, Guinea and Rwanda.65 Until it is ratified by a sufficient number of states, the 

convention’s enforcement power will be limited. 

Experts have criticised the convention for being too broad 

in scope. They recommended that African states focus on its 

cybersecurity and cybercrime provisions first, as it is 

unrealistic to expect states to implement the entire 

convention in a timely manner.66 The high number of 

commitments in the Malabo convention, combining efforts 

on data protection, cybersecurity and cybercrime, makes it 

difficult for most African countries to implement the entire 

convention, reducing its effectiveness.67 Even though 

implementation and ratification have stalled, the Malabo 

Convention has set an important precedent, and is joined 

by several initiatives in the Regional Economic 

Communities. 

2.1.3 Regional Economic Communities 

The African Regional Economic Communities (RECs) have played a role in integrating digital 

development efforts and harmonising legislation across their respective regions. Following the AU’s 

2008 Reference Framework for Harmonization of Telecommunication and ICT Policies and Regulation,68 

some RECs such as ECOWAS, ECCAS and SADC requested assistance in this harmonising process from 

the ITU and the European Commission. These created the HIPSSA (‘Harmonisation of the ICT Policies in 

Sub-Saharan Africa’) project with the AU.69 Some subregions adopted model laws with HIPSSA support. 

While these model laws incentivised legal initiatives in the countries, critics have deemed the laws rather 

problematic. Vague concepts in them were open to national interpretation, opening the door for civil 

liberty violations.70 There have been other region-specific legal initiatives, some of which are loosely 

tied to these HIPSSA efforts and the Malabo Convention. Cybersecurity regulations to protect users and 

networks, however, remain scarce, as most legal initiatives focus on regulating online harmful behaviour 

with cybercrime laws. 

Economic Community of West African States 

ECOWAS was founded in 1975 by 15 states71 to foster collective self-sufficiency for its members, with a 

mandate to promote economic integration in all fields of activity. ECOWAS has legally binding powers, 

which it used among others to create the 2011 Cybercrime Directive.72 With this directive, member states 

agree with central definitions of cybercrime offences and rules of procedure for cybercrime 

investigations. There was an urgent need for this directive as some ECOWAS member states, in particular  

 
65 African Union (2020) ‘List of Countries Which Have Signed, Ratified/Acceded to the African Union Convention on Cyber 

Security and Personal Data Protection’ https://au.int/sites/default/files/treaties/29560-sl-

AFRICAN%20UNION%20CONVENTION%20ON%20CYBER%20SECURITY%20AND%20PERSONAL%20DATA%20PROTECTION

.pdf 
66 Tamarkin, Eric (2015) ‘The AU’s Cybercrime Response’, Institute for Security Studies, Policy Brief 73. 
67 African Union (2014) ‘African Union Convention on Cyber Security and Personal Data Protection’, Chapter III, ‘Promoting 

Cybersecurity and Combating Cybercrime’. 
68 AU Commission (2008) Study on Harmonization of Telecommunication and ICT Policies and Regulation in Africa (draft report), 

p. 75, paragraph 3.3 A.2.ii. 
69 International Telecommunications Union (ITU) ‘Support for Harmonization of the ICT Policies in Sub-Saharan Africa (HIPSSA)’ 

https://www.itu.int/en/ITU-D/Projects/ITU-EC-ACP/HIPSSA/Pages/default.aspx 
70 Jamil, Zahid (2014) ‘Cybercrime Model Laws Discussion Paper Prepared for the Cybercrime Convention Committee (T-CY)’ 

https://rm.coe.int/1680303ee1 
71 Member states are Benin, Burkina Faso, Cape Verde, Côte d’Ivoire, The Gambia, Ghana, Guinea, Guinea-Bissau, Liberia, Mali, 

Niger, Nigeria, Sierra Leone, Senegal and Togo. 
72 Economic Community of West African States (2011) ‘Directive on Fighting Cybercrime Within the ECOWAS’, Directive C/DIR, 

1/08/11. 
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Ghana and Nigeria, were gaining global notoriety as a source of email scams known as ‘advance fee 

fraud’.73 The directive establishes a framework to facilitate international cybercrime cooperation, which 

is carried out in line with existing mechanisms of regional cooperation such as the ECOWAS Convention 

on Mutual Assistance in Criminal Matters74 and the ECOWAS Convention on Extradition.75  

 
73 This is also known as ‘the Nigerian Letter Scam’ or the ‘‘419 Scam’ after Section 419 of the Nigerian Code. Andrews, Atta-

Asamoah (2010) ‘Understanding the West African Cybercrime Process’, African Security Review, vol. 18, no. 4, 106–114. 
74 Economic Community of West African States (1992) ‘ECOWAS Convention on Mutual Assistance in Criminal Matters’, 

A/P1/7/92 
75 Economic Community of West African States (1994) ‘ECOWAS Convention on Extradition’, A/P1/94. 
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The ECOWAS Cybercrime Directive required member states to establish national cybercrime laws before 

2014 to implement the Directive.76 However, some ECOWAS member states, such as Niger, Guinea-

Bissau, Liberia, Sierra Leone and Togo, have not complied with their obligations to adopt necessary 

legislative, regulatory and administrative measures.77 ECOWAS has not been diligent in applying 

sanctions to its member states for not fulfilling their obligations.78 A lack of a follow-up mechanism to 

promote and implement the objectives of the Directive in the region impedes its success,79 but the 

adoption of the Directive still shows the collective interest of ECOWAS member states in tackling 

cybercrime and promoting the development of a secure information society. 80 Several ECOWAS 

member states are also signatories to the Budapest Convention, such as Mauritius, Senegal, Cabo Verde 

and Ghana. Nigeria, Burkina Faso, Benin and Niger are observer countries to the Convention, which is 

considered complementary to the ECOWAS Cybercrime Directive in establishing cooperation 

mechanisms in national cybercrime laws. 81 

Economic Community of Central African States 

There are three major regional mechanisms (RMs) for Central Africa: the Economic Community of 

Central African States (ECCAS)82, the Central Africa Economic and Monetary Community (CEMAC, 

established in 1994), and the International Conference on the Great Lakes Region (ICGLR, established in 

2003). Many countries in Central Africa are members of two or more of these RMs, resulting in 

duplication of efforts.83 Merger efforts are reportedly under way to consolidate these three mechanisms 

in the ECCAS. 

ECCAS was created in 1981, but was inactive for several years due to financial constraints, conflicts in 

the Great Lakes area and the war in the Democratic Republic of Congo, where member States (Rwanda 

and Angola) were fighting on different sides. Nevertheless, in October 1999, ECCAS was formally 

received into the African Economic Community as one of the eight pillars of the AU. 

ECCAS does not have legally binding powers. It adopted a non-binding document on cybersecurity with 

the Declaration of Brazzaville in 2016, under which member states aim to harmonise national policies 

and regulations in the Central African subregion on telecommunications, cybersecurity and the 

regulatory framework to govern cross-border interconnection.84 The implementation of the declaration 

was supported by the HIPSSA project with workshops for its telecommunications/ICTs ministers. The 

UN Economic Commission for Africa (UNECA) assisted ECCAS member states with HIPSSA to develop 

model laws on the protection of personal data, electronic transactions and cybercrime control.85 The 

adoption of such harmonisation efforts is monitored by the ECCAS Secretariat General. 

 

 
76 Economic Community of West African States (2011) ‘Directive on Fighting Cybercrime within the ECOWAS’, Directive C/DIR. 

1/08/11, Article 35(1). 
77 Orji, Uchenna Jerome (2019) ‘A Review of the ECOWAS Cybercrime Directive’, Computer Law Review International, vol. 20, 2.  
78 Orji, Uchenna Jerome (2016) ‘Regionalizing Cybersecurity Governance in Africa: an Assessment of Responses’, in Cherian 

Samuel and Munish Sharma (eds) ‘Securing Cyberspace: International and Asian Perspectives’, Institute for Defence Studies 

and Analyses & Pentagon Press. 
79 Orji, Uchenna Jerome (2019) ‘A Review of the ECOWAS Cybercrime Directive’, Computer Law Review International, vol. 20, 2. 
80 Ibid. 
81 Ibid. 
82 Member states are Angola, Burundi, Cameroon, Central African Republic, Chad, Congo, Democratic Republic of the Congo, 

Equatorial Guinea, Gabon, Rwanda, and São Tomé & Principe. 
83 Ebo’o, Agnes (2018) ‘Organised Crime in Africa, the Long Process to a Single Central African Economic Bloc’, ENACT Observer 

https://enactafrica.org/research/trend-reports/the-long-process-to-a-single-central-african-economic-bloc 

84 Economic Community of Central African States (ECCAS) (2016) ‘Declaration de Brazzaville http://www.ceeac-

eccas.org/images/PDF/DISCOURS/DeclarationDeBrazzaville24Nov16.pdf 
85 United Nations Economic Commission for Africa (2016) ‘Cyber Security: Central African States Adopt Model Cross-border 

Laws’ https://www.uneca.org/stories/cyber-security-central-african-states-adopt-model-cross-border-laws 
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Southern Africa Development Community  

The Southern African Development Community86 (SADC) was created in 1992 by the 16 member states 

as a follow-up to the Southern African Development Coordination Conference, created in 1980. This 

redefined the basis of cooperation among member states from a loose association into a legally binding 

arrangement.87 The SADC developed a Protocol on Mutual Legal Assistance in Criminal Matters88 and a 

Protocol on Extradition89 in 2002, which can be used for international cybersecurity cooperation with 

other members. Southern African states adopted a SADC model law on computer crime and cybercrime 

in 2012.90 This model law serves as a guide for the development of cybersecurity laws in SADC member 

states. The model law does not impose binding obligations on members to establish cybersecurity laws, 

nor does it have any provisions on international cooperation.91 

Common Market for Eastern and Southern Africa 

Nineteen states in Southern and Eastern Africa established a Preferential Trade Area in 1981. This 

eventually became the Common Market for Eastern and Southern Africa (COMESA) in 1994, which now 

has 21 member states.92 COMESA aimed to reduce barriers to cross-border trade among member states 

to increase regional integration. 

ICT matters are treated in COMESA’s Information and Networking Division and Infrastructure and 

Logistics Division. Southern and Eastern African states adopted the non-binding COMESA Model 

Cybercrime Bill in October 2011 to serve as a guide for their development of cybercrime laws. It also 

serves to guide the development of national frameworks to improve international cooperation. 

However, it cannot be used as a legal instrument for cooperation among member states.93 

East African Community 

The East African Community (EAC) was originally established by three states in 1999, and now has six 

member states.94 The EAC has the objective of creating a federal union among its member states. This 

regional integration should be facilitated by the establishment of its Common Market in 2010 and the 

East African Monetary Union Protocol. It is also making progress on creating an East African Customs 

Union.95 

In 2008 the EAC established a taskforce on cyber laws after it adopted an EAC regional harmonised 

framework for cyber laws. 96 This taskforce coordinates the harmonisation of cyber laws in the region. 

Phase I of the Framework – covering electronic transactions, electronic signatures and authentication, 

cybercrime, and data protection and privacy – was adopted in 2010 by the EAC Council of Ministers on 

Transport, Communications and Meteorology, and is being implemented at the national level. Phase II 

 
86 Member states are Angola, Botswana, the Comoros, Democratic Republic Of Congo, Eswatini, Lesotho, Madagascar, Malawi, 

Mauritius, Mozambique, Namibia, Seychelles, South Africa, United Republic Of Tanzania, Zambia and Zimbabwe. 
87Southern African Development Community ‘SADC Overview’, last accessed 17/06/2020 https://www.sadc.int/about-

sadc/overview/  
88 Southern African Development Community (SADC) (2002) ‘SADC Protocol on Mutual Legal Assistance in Criminal Matters’.  
89 Southern African Development Community (SADC) (2002) ‘SADC Protocol on Extradition’. 
90 International Telecommunications Law (ITU) (2013) ‘Computer Crime and Cybercrime: Southern African Development 

Community (SADC) Model Law’ https://www.itu.int/en/ITU-

D/Cybersecurity/Documents/SADC%20Model%20Law%20Cybercrime.pdf  
91 Southern African Development Community (SADC) (2012) SADC Model Law on Computer Crime and Cybercrime, Version 2.0. 
92 Member states are Burundi, the Comoros, the Democratic Republic of Congo, Djibouti, Egypt, Eritrea, Eswatini, Ethiopia, 

Kenya, Libya, Madagascar, Malawi, Mauritius, Rwanda, Seychelles, Somalia, Sudan, Tunisia, Uganda, Zambia and Zimbabwe. 
93 Orji, Uchenna Jerome, ‘Regionalizing Cybersecurity Governance in Africa: an Assessment of Responses’, in Cherian Samuel and 

Munish Sharma (eds) (2016) Securing Cyberspace: International and Asian Perspectives, Institute for Defence Studies and 

Analyses & Pentagon Press. 
94 Member states are Burundi, Kenya, Rwanda, South Sudan, Tanzania and Uganda. 
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of the Framework – covering intellectual property rights, competition, e-taxation and information 

security – was adopted in 2013.97 The EAC Secretariat is tasked with monitoring the progress of national 

implementation of Phases I and II of the framework in the partner states. 

Arab Maghreb Union 

The Arab Maghreb Union (AMU) was founded in 1989 by five North African states.98 It has been largely 

dormant in terms of African integration and implementing the AU’s policies. Initiatives that are relevant 

for this region are more undertaken in MENA (Middle East and North Africa) cooperation.99 Unlike the 

other RECs, the AMU does not have a specific policy to promote ICT within the region, nor has it 

undertaken any regulation. States of the Arab Maghreb region have not adopted any regional legal 

provisions or cooperated on legal harmonisation under the AMU. All North African states are, however, 

also part of the League of Arab States, which adopted an Arab Convention on Combating Technology 

Offences in 2010. The Convention describes the information technology offences it covers, procedural 

provisions, and mechanisms of legal and judicial co-operation between state parties. 100 It goes much 

further on criminalising online pornography and gambling than the Budapest Convention or other 

cybercrime laws in Africa.101  

Intergovernmental Authority on Development 

The countries in the Horn of Africa established the Intergovernmental Authority on Drought and 

Development (IGADD) in 1983 to collectively combat drought and desertification in the region. The 

organisation transformed into IGAD in 1995 with an expanded mission to achieve peace, prosperity and 

regional integration in the region, now incorporating eight members.102 As the IGAD region is the 

source, transit area and final destination of a wide range of security threats, the organisation called for 

a concerted regional approach and collaboration on security. 

The countries in the Horn of Africa have not developed specific regulatory provisions on cybercrime or 

cybersecurity. The fight against cybercrime is, however, facilitated by the 2018 IGAD Convention on 

Mutual Legal Assistance on Criminal Matters.103 The IGAD Security Sector Program (IGAD SSP) that 

started in 2011 aims to prevent and manage emerging, evolving and exiting security threats, which 

include cybercrime under the SSP’s Transnational and Organized Crime Pillar.104 

2.2 Main Policy Issues and Priorities 

Digitalisation has brought new and unprecedented issues for a region that is plagued by conflict, 

poverty and unemployment. African policymakers seem generally aware of the benefits of ICT for social 

and economic development, and the main priority has therefore become the deployment of digital 

infrastructure, and connecting as many citizens as possible. The Global Cybersecurity Capacity Centre’s 

2018 survey found that governments seem to realise that awareness on cybersecurity is crucial, 

 
97 United Nations Conference on Trade and Development (UNCTAD) (2015) ‘Expert Meeting on cyberlaws and regulations for 
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recognising the importance of a multi-stakeholder approach to this goal.105 Efforts so far have mostly 

focused on stopping cybercriminals, and less on building resilience.  Although security threats are 

prevalent, low internet penetration has made cyberattacks less damaging to society up to now. Africa’s 

slower development could have the benefit of allowing security by design to be implemented when 

internet infrastructure is deployed, but there has been little indication of such efforts materialising. 

2.2.1 Digital economy 

Given the rapid degree of globalisation, improving 

connectivity in Africa has become high on African 

policymakers’ priority list. The benefits of digitalisation for 

social and economic development are well established, and 

the intention is to build a digital economy as a core 

component of Africa’s development future. 

 

Building African ICT infrastructure 

The African continent is lagging behind the rest of the world in developing ICT infrastructure, with a 

majority of countries still having less than 20% internet penetration. Efforts towards a digital future 

started in 1995 with a UNECA resolution on ‘Building Africa's Information Highway’.106 They became 

more concrete through the establishment of the New Partnership for Africa’s Development’s (NEPAD) 

ICT Broadband Infrastructure Network (IBIN) for Africa. NEPAD sought to bridge Africa’s digital divide 

by promoting investment in the telecommunications sector. Cross-border infrastructure projects on ICTs 

are currently run by the Programme for Infrastructure Development for Africa (PIDA). This started as a 

joint initiative of the AU with the NEPAD and the African Development Bank in 2012.107 PIDA’s ICT 

terrestrial connectivity project ensures that landlocked countries have access to submarine cables. With 

PIDA support, African countries have rolled out over 1,389,000 kilometres of terrestrial fibre links, of 

which about 936,000 kilometres was operational in 2018.108 Under PIDA, networks are made more 

resilient by ensuring at least two broadband infrastructures for each country. PIDA also has an ICT-

enabling environment programme, which invests in high-speed broadband infrastructure specifically 

for the private sector. 

By 2019, most African countries had access to submarine cable systems, either directly through coastal 

landing points or through terrestrial fibre connections. The submarine cable network currently 

surrounds the entire African continent.109 Only the Central African Republic, Eritrea and South Sudan 

were not yet connected to submarine cables. This rapid expansion of international submarine cables 

commenced in 2010, and resulted in high-speed connections of the continent with Asia, Europe and the 

Americas. Before this, the continent was very reliant on satellite links to provide wider coverage.110 To 

reach universal access, at least a further 230,000 kilometres of fibre is needed and national infrastructure 

needs to be expanded. The absence of national backbone infrastructure makes it costly and not 

commercially viable to provide communication services beyond the main urban centres.111 300 million 

 
105 Bada, Maria, Von Solms, Basie and Agrafiotis, Ioannis (2018) ‘Reviewing National Cybersecurity Awareness in Africa: an 
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 https://www.thinkmind.org/index.php?view=article&articleid=cyber_2018_6_20_80051 
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 United Nations Economic Commission for Africa (1996) ‘Africa’s Information Society Initiative: an Action Framework to Build 

Africa's Information and communication Infrastructure’ https://www.uneca.org/cfm1996/pages/africas-information-society-

initiative-action-framework-build-africas-information-and 
107 African Union, ‘Programme for Infrastructure Development in Africa (PIDA)’, last accessed 17/06/2020 https://www.au-
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108 African Union & International Telecommunications Union (2019) ‘Connecting Africa through Broadband: Digital Moonshot 

for Africa’, p. 38 https://www.broadbandcommission.org/Documents/working-groups/DigitalMoonshotforAfrica_Report.pdf 
109 Ibid. For a map of African undersea cables, see Steve Song at https://manypossibilities.net/african-undersea-cables/  
110 African Development Bank Group ‘ICT Initiatives’, last accessed 17/06/2020 https://www.afdb.org/en/topics-and-

sectors/sectors/information-communication-technology/ict-initiatives 
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Africans live more than 50 km from a fibre or cable broadband connection.112 As Africa’s urban 

population is expected to triple by 2050, connections in cities also need an upgrade.113  

The Internet Exchange programme aims to provide the continent with enough internet nodes that traffic 

does not need to leave the continent when looking for the fastest connection. This complements the 

Smart Africa Alliance Initiative, which aims to keep Africa’s telecommunication traffic in Africa. Such 

efforts were described by the AU’s Peace and Security Council statement on cybersecurity in 2019 as 

worthwhile efforts to secure African internet traffic.114  

When NEPAD reorganised into the African Union Development Agency (AUDA-NEPAD) in 2019, it 

prioritised technology, innovation and digitalisation as areas for infrastructure development. The AUDA-

NEPAD will continue the coordination and implementation of the PIDA programme and expand ICT 

terrestrial connectivity. Also, a centre of excellence will be established under the e-Africa programme as 

a science, technology and innovation hub, to increase collaboration between African universities and 

research institutions.115 

Digital transformation strategy 

Most Africans are currently reliant on mobile rather than fixed broadband. Research has shown that a 

critical mass of 20% of the population needs to be connected to broadband in order to enjoy the 

network effects that bring improved efficiencies and enhanced information flows for economic growth 

and innovation.116 To reach this target by 2030, the African Union developed a comprehensive Digital 

Transformation Strategy for Africa (2020–2030) through a 

multi-stakeholder process, which was presented at the 2020 

AU summit. The strategy was created in collaboration with 

UNECA, Smart Africa, AUDA-NEPAD, the RECs, the African 

Development Bank, the African Telecommunications Union, 

the ITU and the World Bank.117 This strategy would build on 

PIDA and the 2017 AU Policy and Regulation Initiative for 

Digital Africa (PRIDA), which is primarily funded by the 

European Commission.118  

The digital transformation strategy has included cybersecurity as a cross-cutting theme to support the 

digital economy. It developed recommendations to support national interventions, such as the creation 

of a cybersecurity strategy, multi-stakeholder governance structures, the establishment of CERTs, 

capacity building of policymakers and law enforcement, and support for mutual legal assistance 

frameworks in the region. The Strategy also recommended actions that support the signing and 

ratification of the Malabo Convention.119  
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Complementing the AUC’s strategy, the World Bank set up a digital economy initiative (DE4A) with the 

AU, from which the ‘Digital Moonshot for Africa’ roadmap was launched under the auspices of the UN 

Broadband Commission.120 The Digital Moonshot is first and foremost a growth and jobs agenda, as the 

broadening of internet access has the potential to create millions of job opportunities.121 

Cybersecurity is mentioned in the digital moonshot as an ‘invisible mile’, a hidden element whose 

absence hinders development, and which is needed to ensure the integrity of the value chain.122 

2.2.2 Cybercrime 

In Africa, fighting cybercrime has primarily taken the form of developing legislation. About 72% of 

countries in Africa (37 countries) have now adopted cybercrime legislation.123 The number of countries 

with a legal framework on cybercrime has been steadily rising, but further legal initiatives are slow to 

develop and implement. This may be due to a lack of capacity among policymakers and legislators.124  

There has been growing awareness in African countries of the importance of creating an enabling 

environment for the prosecution of cyber criminals.125 For example, the emerging economies of 

Cameroon, Ghana and Nigeria were listed by the UN Office on Drugs and Crime (ODC) in 2010 among 

the countries in the world where cybercrime is most prevalent.  126 An Interpol report even showed an 

increase of 132% in reported cybercrime between 2013 and 2015, primarily through social 

engineering.127 These countries have stepped up their cybercrime law enforcement efforts significantly, 

particularly through regional coordination in ECOWAS, which created a cybercrime directive. They now 

rank far lower in international terms. Many cybercriminals, however, easily migrate to a jurisdiction with 

a weaker rule of law and enforcement. This was noted by the Nigerian Economic and Financial Crimes 

Commission (EFCC) after it strengthened its anti-cybercrime measures.128 

Even with legislation in place, states encounter several challenges to improve their capabilities to fight 

cybercrime. The main challenge is the absence of expertise and personnel that will facilitate the 

implementation of legislation, and create administrative measures on cybercrime. This results in a 

reliance on technical assistance from international organisations.129 Africa’s struggle with cybercrime 

does not only affect the continent; law enforcement officials in some countries are often not motivated 
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to take major actions against hackers attacking international websites. It has even been reported that 

government officials in Nigeria claimed that they were unaware of cybercrimes that originated in the 

country, and claimed that this was Western propaganda against it.130 

In addition to the European Union, which will be extensively discussed in Chapter 5, there are other 

international organisations actively supporting the fight against cybercrime in the region. Interpol is the 

organiser of the African Working Group Meetings for Heads of Cybercrime.131 It has also strengthened 

police information exchanges with the I-ONE initiative, launched in 2018, which upgrades IT equipment 

in 31 African National Central Bureaus.132 The UNODC provides training to help identify digital evidence 

in online drug trafficking. It helps confront the use of the darknet for criminal and terrorist purposes, 

and supports African law enforcement to improve its data collection to better address threats.133 

2.2.3 Resilience  

Cyber resilience efforts in Africa are steadily becoming a higher priority on policymakers’ agendas. The 

2014 Malabo Convention is now the basis to promote cybersecurity and take cybersecurity measures 

on a national level. The Malabo Convention was used as a guiding document for the 2015 Global 

Approach on Cybersecurity and Cybercrime in Africa, a strategy document that was not adopted but 

was endorsed by some of the continent’s ministers of ICT and Communications in the STC-CICT 

extraordinary session in 2016.134 

Following this strategy, the Ministers of ICT and Communication tasked the AU Commission to organise 

a yearly conference on cybersecurity, which it did in 2018 when the first African Forum on Cybercrime 

took place, co-organised with the Council of Europe.135 It also tasked the AU Commission to provide 

the necessary support to AU member states to develop national cybersecurity frameworks, including 

cyber strategies, adequate cyber legislation and incident response mechanisms.136 AU leaders 

responded to this request in 2018 by reiterating their engagement to fight against cybercrime, and 

pledged to enhance cyber cooperation by adding cybersecurity to AU’s top priorities.137 It did this by 

adopting cybersecurity as a flagship project of the AU Agenda 2063, which will be implemented by the 

previously mentioned AU Cybersecurity Expert Group (AUCSEG).138 The AUDA-NEPAD has developed a 

national cybersecurity assessment with contractors in several African countries through the programme 

for infrastructure development (PIDA).139 It also intends to create a Cybersecurity and Digitalisation 

Programme.140 In 2019 the Peace and Security Council adopted a Communiqué on Mitigating the 
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Threats of Cybersecurity to Peace and Security in Africa, in which it underscored the need for member 

states to enhance their national cybersecurity capabilities. It requested the AU Commission to develop 

a Continental Cybersecurity Strategy and a cybersecurity Model Law, and decided to dedicate an annual 

session in the AU Peace and Security Council to cybersecurity.141 

Thus far, the AU Commission has not created a programme to support the member states in developing 

cybersecurity capabilities. The AU released Internet Infrastructure Security Guidelines for Africa in 2017, 

with a set of recommendations for member states. These were created with the support of several 

members of African internet governance civil society.142 It also created a similar set of guidelines in 2018 

for Personal Data Protection, to facilitate the ratification of the Malabo Convention.143 The AU 

Commission has encouraged member states to take advantage of the Global Forum on Cybersecurity 

Experts’ (GFCE) capacity building initiatives in the Peace and Security Council 2019 statement.144  

Currently 14 African countries have a national cybersecurity strategy.145 There are currently 19 national 

Cyber Emergency Response Teams (CERT) in Africa according to the ITU.146 In addition to the CERTs 

listed by the ITU, several African CERTs are part of the non-governmental AfricaCERT organisation. 

Members of AfricaCERT come from the governmental, academic and private sectors. AfricaCERT 

regularly does CERT capacity building at the request of national governments, with new teams being 

formed in Gambia, Senegal, Namibia, Sierra Leone and others.147 

Sub-regional initiatives 

Some regional economic communities have set up cyber capacity building initiatives themselves to 

increase resilience. These are often initiatives to implement the model cyber laws that were formulated 

under the regional organisations. A subregional approach is needed, given that some specific cyber 

incidents can occur in one region but not another. 

ECOWAS created a cybersecurity programme for the region after signing a Memorandum of 

Understanding with the ITU in 2015.148 This programme aims to assist member states to develop their 

national cybersecurity strategies, implement critical information infrastructure protection (CIIP) and 

establish national CERTs. It also organises regional cyber drills, as well as improving cyber legislation. It 

is setting up programmes to train judges, prosecutors and law enforcement agents.149 In 2020 ECOWAS’  

 
141 African Union Peace and Security Council (2019) ‘The 850th Meeting of the AU Peace and Security Council on Mitigating the 
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regional technical committee formulated a regional cybersecurity and cybercrime strategy that is to be 

adopted by the ECOWAS ICT ministers.150 

Next to ECOWAS, the Southern African Development Community (SADC) has made significant efforts 

on building capacities to increase resilience in the region. SADC approved an action plan on 

cybersecurity in 2018, which includes capacity building, cyber drills, international cooperation and 

improving cybersecurity institutional mechanisms.151 Following this action plan, the SADC created an 

expert group on Computer Incident Response Teams (CIRTs) meant to assist member states to 

 
150 Economic Community of West African States (ECOWAS) (2020) ‘Regional Technical Committee Validates ECOWAS Cyber 

Security and Cybercrime Strategy’ https://www.ecowas.int/regional-technical-committee-validates-ecowas-cyber-security-
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151 Southern African Development Community (2019) ‘SADC Ministers for ICT, Information, Transport and Meteorology Meet in 

the United Republic of Tanzania’ https://www.sadc.int/news-events/news/media-statement-sadc-ministers-ict-information-

transport-and-meteorology-meet-united-republic-tanzania/ 
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accelerate the establishment of CIRTs.152 The committee approved a framework in 2019 for setting up a 

SADC Regional CIRT.153 Both the Capacity Maturity Model for Nations (CMM) and the Potomac Cyber 

Readiness Index have been deployed in the Southern African region. A Maturity Model assessment has 

been conducted in 10 of the 16 SADC states.154 SADC has convened several capacity building workshops 

on cybersecurity and regional cyber drills since the 2018 action plan was launched to enhance 

preparedness of SADC countries.155 A Cybersecurity Capacity Centre for Southern Africa (C3SA) opened 

in 2020 in South Africa, and will lead coordination of research efforts on cyber maturity in the region.156 

COMESA is also facilitating the implementation of cybersecurity policies and regulatory instruments in 

member states through workshops and training, in collaboration with the Association of Regulators of 

Information and Communications for Eastern and Southern Africa (ARICEA). 157 The ARICEA secretariat 

moved to Rwanda in 2016, where it will establish a Regional Cybersecurity Centre in the near future.158 

This will act as a resource centre for capacity building and exchange of information to enhance 

readiness, skill and knowledge in the region. It will also assist in the establishment of national CERTs.159 

The Organisation of Islamic Cooperation (OIC) also has CERT cooperation, of which currently eight 

African states are part.160 This cooperation was created with a 2008 OIC Resolution on ‘Collaboration of 

Computer Emergency Response Team (CERT) Among the OIC Member Countries’.161 There are 

discussions in Kenya to establish a pan-African Cybersecurity Research Institute, which would build high-

level skill and knowledge to increase institutional capacity and enhance cybersecurity across Africa.162 

2.2.4 Human rights online 

Despite the best efforts of international organisations to support African countries in the development 

of cybercrime laws that respect human rights, criminalisation of online speech is increasing on the 

African continent. According to Freedom House, of the 15 African countries observed, South Africa is 

the only country considered ‘free’. Egypt, Sudan and Ethiopia are at the bottom of the ranking and not 

considered free, while the rest are considered ‘partly free’.163 Ethiopia had significantly improved since 

the peaceful transition and appointment of the new Prime Minister Abiy Ahmed, but as conflict recently 

has erupted again, progress for digital rights is endangered.164  
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158 Ibid. 
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Protecting freedom of speech 

Africa has legal regimes to protect online freedoms, such as Article 9 of the African Charter on Human 

and Peoples’ Rights, which protects freedom of expression.165 The scope and content of this article has 

been elaborated on in the 2002 Declaration of Principles on Freedom of Expression in Africa. It was 

updated in 2019 with the Declaration of Principles on Freedom of Expression and Access to Information 

in Africa, which takes note of developments in the internet age.166 This update followed a 2016 

resolution adopted by the African Commission on Human and Peoples’ Rights (ACHPR) on the Right to 

Freedom of Information and Expression on the Internet in Africa.167 In this resolution, concern was 

expressed over the state practice of interrupting or limiting internet access, especially during elections. 

In 2018 the AU’s General Assembly included human rights in its Declaration on Internet Governance 

and Development of Africa’s Digital Economy.168 

All in all, African states have committed themselves to respecting digital rights. Civil society 

organisations also drafted an African Declaration on Internet Rights and Freedoms in 2014. This pan-

African initiative consulted several stakeholders and based itself on well-established African human 

rights documents.169 The civil society initiative of the African Declaration was noted in the 2016 ACHPR 

resolution.170 The overall goal of the civil society declaration is to be used as a reference document for 

national, subregional and regional policymaking.  

Internet shutdowns 

Access to the internet is, however, not well protected in a continent where regional connectivity is still 

in development. In 2019 at least 14 African states cut off access to the Internet, blocked specific social 

media websites or messaging apps, or significantly reduced internet speeds. This is an increasing trend; 

at least 22 countries shut down the internet between 2016 and 2018.171                     

In some countries, such as Sudan, Chad, Ethiopia, DRC, 

Eritrea, Mauritania and Zimbabwe, access to the internet was 

cut for more than seven days in 2019.172 Many states do not 

recognise the internet as an essential tool to which citizens 

have a right of access. The most common justification for the 

shutdowns has been to fight fake news, hate speech or 

content promoting violence. Protests against the shutdowns 

have taken the form of legal action, which has had moderate 

successes. For example, a five-week shutdown in Sudan was 

halted reportedly after a Sudanese lawyer launched a lawsuit against the telcos executing the 

blackout.173 During a 2019 shutdown in Zimbabwe, the court ruled that the President’s national security 

office did not have the authority to issue the directives that led to the shutdown, which it deemed illegal 
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and without effect.174 The effectiveness of legal action motivated organisations such as Amnesty 

International West Africa to sue Togo in ECOWAS’ Community Court for its 2017 shutdown.175 Human 

rights advocates have also taken the violations of free speech during turmoil in Cameroon to the 

ACHPR.176 International civil society organisations have put pressure on African policymakers through 

the #KeepItOn coalition to stop internet shutdowns, and are assisting citizens in taking legal actions.177 

Laws violating human rights 

Laws do not always protect human rights in Africa: sometimes they are used to legitimise violations. For 

example, the model laws proposed under the HIPSSA project were deemed unsafe by experts. They 

contained overly broad and ambiguous offences, leaving room for arbitrary interpretation and 

potentially over-criminalising online activities. They deviated considerably from the Budapest 

Convention by putting a disproportionate focus on content regulation without the necessary safeguards 

and civil liberty protections.178 Overly broad interpretation of the model laws stemming from HIPSSA 

has been shown to enable governments to violate the rights of privacy, expression and assembly.179 

The Arab Spring in 2011, which was largely coordinated through online social media, motivated some 

states to pass new security and cyber laws to limit internet freedoms and authorise surveillance. Others, 

such as Tanzania and Uganda, used older security laws to legitimise surveillance or criminalise certain 

online behaviour.180 As the UN Special Rapporteur noted in 2019, ‘a surge in legislation and policies 

aimed at combating cybercrime has opened the door to punish and surveil activists and protesters in 

many countries around the world’.181  

Using cybercrime laws for content-related matters is often justified by states as fighting fake news, hate 

speech or content promoting violence. To deal with the changing information space, in 2017, the AU 

adopted a joint declaration on freedom of expression and ‘fake news’, disinformation and propaganda 

with other regional organisations and the UN Special Rapporteur.182 This declaration permits restrictions 

on freedom of expression as long as they serve legitimate interests recognised under international law. 

Legitimate interests are often arbitrarily interpreted, and laws that criminalise fake news are increasingly 

becoming evident, or appearing in cybercrime laws. They are systematically used to punish critics and 

dissidents.  

Silencing of critics was especially prevalent during the 2020 COVID-19 pandemic, with documented 

cases of convictions in Ethiopia, Egypt, Nigeria, Kenya, Somalia, Zimbabwe and even Mauritius (which is 

categorised as the only fully democratic country in the region in the Democracy Index183).184 Civil society 
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is, however, pushing back on these reductions of internet freedom. Human rights lawyers are battling 

regulations at their constitutional courts, with successes in Uganda, Tanzania and Kenya. 185 Some 

countries have also repealed repressive legislation, such as Ethiopia, which set up a legal reform 

committee in 2019 to revise the repressive 2016 cybercrime law.186 

Surveillance support 

Surveillance is also becoming more widespread in Africa. Some states, such as Ethiopia, Zimbabwe, 

Democratic Republic of Congo and Tanzania, have adopted legislation that legitimises widespread 

communication interception practices without a court warrant.187 

Not all of this legislation has persisted; the use of spyware on 

journalists and activists in South Africa was deemed unlawful by 

the South African High Court.188 Others are significantly investing 

in social media surveillance, like Nigeria, which ordered the military 

to watch for anti-government content online. It budgeted $6.6 

million for a ‘Social Media Mining Suite’.189 Increasing digitisation 

and e-government initiatives seem to have increased African 

states’ surveillance capacity.190 

The help of external actors is accelerating this process, as private firms around the world are seeing a 

market in Africa for technologies that can enable censorship, surveillance and similar practices.191 Middle 

Eastern countries are supporting the North Africa region in becoming a booming market for social 

media surveillance.192 Israeli firms Verint and WebIntPro sold similar surveillance software to Angola and 

Kenya,193 and the Israeli military is supporting Tanzania with intelligence-gathering training.194 Iran 

granted surveillance technology to former president of Zimbabwe Mugabe.195 Chinese infrastructure 

support has resulted in an increased influence of its digital authoritarianism model in Tanzania and 

Nigeria, resulting in enhanced crackdowns on internet content.196 Chinese dual-use technology that can 

filter malware but also censor online content is being imported by Angola, Ethiopia, South Africa, 

Rwanda, Zimbabwe and Egypt.197 All of these external actors with less democratic values pose a threat 

to digital rights in Africa. 

2.2.5 Defence 

There is very little cyber-defence development by African countries. A lack of technological capabilities 

combined with a lack of digital targets for African adversaries makes the development of digital 
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defensive and offensive capabilities unappealing. Only South Africa has researched and considered the 

concept of Revolution in Military Affairs (RMA), which proposes that new military doctrines, strategies, 

tactics and technologies are required for future warfare.198 

The only known state-supported offensive cyber operations have been targeted at the states’ own 

population. Ethiopia and Uganda used spyware developed by private companies to target political 

dissidents. Ethiopia also deployed spyware in 2017 aimed at dissidents abroad.199 Egyptian intelligence 

services developed their own malicious apps to target activists, opposition politicians, journalists and 

academics.200 

2.3 Stakeholders 

An old African proverb goes, ‘If you want to go quick go alone, if you want to go far go together.’ African 

collaboration on ICT seems to fit this proverb, with several multi-stakeholder elements in its ICT security 

development. Collaboration between the internet community and governments is well established 

through initiatives such as the African Government Working Group (AfGWG) created by the African 

Network Operators group, and the continental Internet Governance Forum (AfIGF) funded by the AU 

Commission. Several members of the internet community have advised or are part of the AU 

cybersecurity expert working group, AUCSEG, and advised the AU for its 2017 Internet Infrastructure 

Security Guidelines. Below is an overview of the most important non-governmental organisations 

(NGOs) that are part of the internet ecosystem and play a role in connecting and securing the continent. 

 

Non-State Actors Description 

AfNOG The African Network Operators Group, a forum that brings together the 

internet community and internet service providers (ISPs) to share 

experiences and best practices in the internet industry. It organises 

among others the yearly African Internet Summit. 

AFRINIC 

 

AFRINIC, the Regional Internet Registry for Africa, allocates internet 

resources to members within its service region of Africa and the Indian 

Ocean since 2005. Before this time, Europe, North America and Asia were 

responsible for the allocation of IP addresses in Africa, even though a 

need was identified for an African internet registry as early as 1997. 

AfricaCERT The Africa Computer Emergency Response was launched by AfNOG and 

AFRINIC in 2010, and was formally incorporated in 2012 as a multi-

stakeholder forum. Members are government CERTs and CERTS of private 

entities and education and research networks 

AfIGF The African Internet Governance Forum was created to consolidate 

ongoing regional internet governance initiatives, such as the West Africa 

Internet Governance Forum (WAIGF), the East Africa Internet Governance 

Forum (EAIGF), Forum de Gouvernance de l’Internet en Afrique Centrale 

(FGI-CA) and the Southern Africa Internet Governance Forum (SAIGF). It is 

hosted by the AUC and supported by UNECA.  

AfriSIG The African School on Internet Governance was set up in 2013 by the AU’s 

NEPAD and the Association for Progressive Communications to train 
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Africans from diverse sectors and stakeholder groups to participate 

effectively in internet governance processes and debates. 

RENU The Research and Educating Networking Unit of the Association of African 

Universities (AAU) seeks to promote national and regional research and 

education networks (RENs) in Africa. Such networks promote connections 

between research centres. It convenes an annual meeting on African 

Research and Education Networking (AfREN) and also supported the 

establishment of the West and Central African Research and Education 

Network (WACREN) and the UbuntuNet Alliance that connects RENs in 

Eastern and Southern Africa. 

AfGWG The African Government Working Group was set up as an initiative of 

AFRINIC to strengthen collaborations between the African internet 

governance community and African governments and related agencies 

and regulators, to address general internet governance challenges. A 

network of focal points will serve as the main communication channel for 

the exchange of views and best practices.  

ISOC The Internet Society organises the African Peering and Interconnection 

Forum (AfPIF) and supports the internet governance community with 

various training programmes. 

AfChix A network of women in technology with activities in over 25 African 

countries, aiming to increase gender diversity in computer science and 

ICT industries.  

C3SA The Cybersecurity Capacity Centre for Southern Africa, established in 

2020, aims to provide a single entry point for cybersecurity capacity 

building and research activities in the Southern Africa region and beyond. 

AfDB The African Development Bank leads the coordination of the Connect 

Africa initiative 

Smart Africa Alliance A multi-stakeholder alliance of African states, international organisations 

such as the AU, ITU, UNECA, AfDB, Internet Corporation for Assigned 

Names and Numbers (ICANN), GSMA and the World Bank, and multiple 

private sector organisations. The alliance is committed to accelerating 

socio-economic development through ICT and has adopted cybersecurity 

as a flagship since 2017. 

ATU The African Telecommunications Union often launches workshops on 

cybersecurity for ISPs with the ITU. 

Think Tanks and 

Research Institutes 

Several research institutes play an advisory role on ICTs for policymakers 

and connect stakeholders. The most prolific are Research ICT Africa, 

Paradigm Initiative, Collaboration on International ICT Policy for East and 

Southern Africa, CIPESA, Africa Digital Rights Hub, African School for 

Internet Governance, African Institute for Security Studies, Cyber Security 

Experts Association of Nigeria (CSEAN), Kenya ICT Action Network, Centre 

for IP and IT (CIPIT) at Strathmore Law School, African Law and 

Technology Institute (AFRILTI), Jonction Senegal, and Tuwindi (Mali). 
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2.4 Main Drivers of and Barriers to Policy Development 

The biggest challenge for Africa is the slow pace of the development of cybersecurity frameworks. This 

can be traced to a previous lack of awareness among policy makers and legislators, lack of capacity and 

resources, and poor national internet and e-commerce penetration. Most African states have not 

dedicated substantial financial resources to promoting and coordinating cybersecurity initiatives.201 

The regional development of non-binding model laws and regional cybersecurity laws in Africa does 

indicates a certain level of awareness of cybersecurity concerns on the continent. The recent focus at 

the African Union’s peace and security council and in the digital transformation strategy on 

cybersecurity further establishes the issue as a policy priority. It also signals an African interest in 

promoting the development of a secure global information society. The Malabo Convention is a good 

basis for regional cybersecurity implementation. However, it is too extensive and covers too many issues, 

from data protection to cybersecurity and cybercrime, making it hard for developing states to ratify the 

document and meaningfully implement it. The convention has been dormant for six years for lack of 

sufficient states in which to enter into force. No significant efforts have yet been undertaken by the AU 

to support states in building capacity to ratify this convention. 

Meaningful implementation is generally an issue for African states. When laws are churned out without 

a strategy behind them, or the capacity to enforce them, it is a barrier to policy development. There is 

little precedent for the regional organisations to enforce legally binding instruments once they are 

ratified.202 

An important avenue for increased progress would be more involvement of the diversity of stakeholders 

in the digital ecosystem to increase cybersecurity capacity, and to ensure that cybersecurity regulations 

are realistic and effective. Civil society is a very vocal actor in Africa to protect digital rights, and could 

be a useful partner in developing regulations and policies 

and implementing activities with a democratic support base. 

Capacity-building activities often emerge from small groups 

of experts through networks of elite organisations that do 

not necessarily represent a democratic agenda. Rather they 

often represent the agenda of influential donors, who are 

less interested in developing capacities of certain countries 

and regions.203 This dependency on donors also causes the 

proliferation of initiatives that fragment efforts into regional 

and subregional initiatives. International sponsors often lack 

coordination, creating parallel efforts with sometimes conflicting interests. These projects are often 

temporary, and do not create a sustained effort. Unfortunately, there have been projects that lack a 

deeper understanding of the local context and have not invested sufficient effort to involve a diversity 

of stakeholders. 

One of the barriers to digital development is a lack of recognition of the harmfulness of internet 

shutdowns. This is becoming a more prevalent tactic of African policymakers to deal with critique, 
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protests and discontent. For instance, in countries such as Uganda, increased taxation has undermined 

the ability of sections of the public to access internet services.204  

Internet shutdowns have a negative effect on internet penetration and reduce the social and economic 

benefits of the digital ecosystem. They have reportedly cost US$2.1 billion in sub-Saharan Africa, as 

calculated by Netblocks.205 These impediments have not been explicitly mentioned in development 

documents such as the Digital Transformation Strategy.  

3 Regional Approaches to Cyber Diplomacy and International Resilience 

As African cyberspace is starting to mature, African states are gearing up for a more active involvement 

in international debates on state behaviour in cyberspace. The heightened level of engagement is 

bringing African perspectives to cyber diplomacy and the international conversation on stability in 

cyberspace. As cyber diplomacy can be understood as the use of diplomatic tools to further national 

interest on cyberspace matters, African states have been very vocal about the need for capacity building 

to develop a more resilient digital society, and to properly involve African states in conversations that 

will affect their future. Such capacities are necessary in order to implement the normative framework. 

3.1 Regional Engagement on Norms Development 

African engagement in the development of international cyber norms has been limited. Nine African 

nations have been part of the UN Group of Governmental Experts (UNGGE) since the first session in 

2004 (Morocco, Mali, Ghana, Senegal, Botswana, South African, Kenya, Egypt and Mauritius).  

The importance of the UNGGE was first noted in the 2015 Global Approach on Cybersecurity and 

Cybercrime in Africa, a strategy endorsed by some of the continent’s ministers of ICT and 

telecommunications in the African Union’s (AU) Specialized Technical Committee (STC-CICT).206 No real 

action was taken since to improve coordination or adopt any of the UNGGE norms among African states. 

International cooperation, however, has been increasingly on the agenda in recent years. The AU Peace 

and Security Council requested in 2019 the establishment of mechanisms and platforms to promote 

regional and international cooperation in the area of cybersecurity.207  

The Digital Transformation Strategy 2020–2030 recommends that the AU Commission support regional 

initiatives that engage in the UN-led process and support the establishment of a Global Cybersecurity 

Framework under the UN.208 African states also expressed an interest in engaging more in the 

substantive discussions on norms, principles and regulations during the UNGGE’s regional consultations 

in 2019.209 In this regional consultation, states highlighted the lack of regional coordination to develop 

an African perspective that can be shared in the international conversation. Former and current UNGGE 
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member states expressed a willingness to involve and inform African member states more, based on 

their experience.210 It was suggested during this regional consultation that African states could adopt 

the 11 non-binding norms of the 2015 GGE report through the AU.211 

This might fall on the shoulders of the recently established cybersecurity expert group (AUCSEG), which 

had its first meeting in December 2019. It is part of its mandate to support the AU on building an African 

position within the international process related to cybersecurity.212 

A previous lack of engagement in the UN conversation on responsible behaviour in cyberspace does 

not necessarily imply that there has been a lack of interest from the region in international cyberspace 

issues. African countries have advocated for access to internet governance debates as a bloc since the 

2003 and 2005 UN-organised World Summit on the Information Society (WSIS). During these meetings, 

they requested more equitable access to the internet, making the initial demand for capacity building.213 

The Internet Governance Forum was hosted in Egypt in 2009 and in Kenya in 2011, pushing African 

participation in the yearly IGF meeting to 30% and 50% respectively.214 This need for an African 

conversation on internet governance also led to the creation of the African Internet Governance Forum, 

which took place for the first time in 2012 and has been supported by a secretariat at the AU’s 

headquarters since 2014.  

In 2018, African member states signed the AU Declaration on Internet Governance, which urged the AU 

Commission (1) to improve coordination for member states to participate in global internet governance 

debates and (2) to set up an Africa Internet Development & Governance Observatory to track the follow-

up of recommendations from the regional and global IGFs.215 

3.2 Building Cyber Diplomacy Capabilities 

The AU has made some efforts to build the capacities of African countries to engage in international 

conversations on cyber stability. In collaboration with ICT4Peace, the AU first organised a workshop in 

2016 for diplomats to address the misuse of ICTs and their potential implications for national and 

international security and stability.216 In 2018 the AU co-organised a similar workshop for African 

diplomats on international cybersecurity and cybercrime policies with the Council of Europe and the 

Diplo Foundation.217 In this workshop, participants familiarised themselves with ongoing international 

consultations to combat the misuse of ICTs.218 

Efforts to build cyber diplomacy capabilities for non-governmental stakeholders go back to at least 

2013, when the AU’s NEPAD and the Association for Progressive Communications (APC), a global civil 

society organisation, set up the African School on Internet Governance (AfriSIG). In this school, Africans 
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from diverse sectors and stakeholder groups are trained to participate effectively in internet governance 

processes and debates. The AfriSIG has in recent years included knowledge sharing on the international 

processes for peace and stability in cyberspace.219  

3.3 African Perceptions of Cyber Norms, International Law & CBMs 

The implementation of the cyber norms that have already been agreed at the UN might prove difficult 

for African countries, as they pose a challenge for resource-constrained countries with lower levels of 

ICT development. The lack of national cybersecurity frameworks or incident response teams in most 

African countries makes it hard to abide by norms to prevent harmful ICT practices and report 

information on incidents. Multiple countries at the Open-

Ended Working Group (OEWG), which was launched in 2019, 

remarked that capacity building is necessary for states to 

uphold those obligations. Also, taking reasonable steps to 

ensure supply chain integrity is not applicable for countries 

where supply chains don’t originate, nor are norms 

protecting critical infrastructure useful in a continent with 

little connected infrastructure. It is a valid question whether 

Africa is capable of implementing the current cyber norms, 

or whether these cyber norms were not made fit for most 

African countries.  

This dilemma was posed by the civil society organisation Research ICT Africa at the OEWG.220 Support 

for the existing norms for responsible state behaviour has, however, been expressed by most African 

countries that spoke at the OEWG. Some have also supported the introduction of new norms, such as 

Nigeria, which supported a new norm on refraining from weaponisation and offensive uses of ICTs. This 

is an understandable request coming from a region that has developed limited defensive capabilities. 

Others suggested the possible development of a general norm, mechanism or system dedicated to 

capacity building for the implementation of principles and norms.221 At the OEWG, countries such as 

Kenya proposed that the UN could coordinate capacity-building initiatives. 

No African countries have objected to the notion that international law is applicable in cyberspace. 

Some, such as Egypt, Algeria and Nigeria, have however stated the need to adopt a new legally binding 

instrument to regulate cyberspace. As international or regional agreements are influential only if they 

are ratified by all and effectively implemented on a national level, it is questionable if this is really useful 

for African countries. The Malabo Convention has not been a very successful precedent, as it has not 

reached a sufficient number of ratifications in its six-year existence.222 Countries such as South Africa 

have so far held a middle ground at the OEWG sessions concerning a new treaty. South Africa expressed 

understanding of the need of some countries to ensure compliance and accountability through a legally 

binding instrument for cyberspace, but also agreed with other countries that negotiating a legally 

binding instrument will be time consuming and focus should be on action against cyber threats. This 

diverges from a previous unified view under the BRICS (Brazil, Russia, India, China and South Africa) 
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bloc, whereby states committed to the negotiation of a universal legally binding instrument in 

cyberspace.223 

Concerning confidence building measures (CBMs), the inclusion of regional and subregional initiatives 

was supported by countries such as South Africa, Ghana and Kenya.224 The AU’s Malabo Convention, if 

it entered into force, could implement some CBMs mentioned in the UNGGE reports. Establishing 

institutions that exchange information on cyber threats, such as Computer Emergency Response Teams 

(CERTs), and creating mutual legal assistance regimes is part of the Malabo Convention.225 This is already 

put into practice on a subregional level, with CERT creation and assistance in creating national 

cybersecurity frameworks in ECOWAS and the SADC, and the organisation of regional cyber drills in 

those RECs. It is also instigated by the non-governmental AfricaCERT, which established points of 

contacts between the CERT member organisations.226 

The AU’s convention could also create a positive obligation on a regional level to improve cybersecurity 

governance on a national level. It would provide a basis for holding a member state accountable when 

it does not fulfil its obligation to improve cybersecurity.227 This is of course not feasible without the 

proper capacities, as was underlined by countries such as Kenya and Malawi. They supported proposals 

that make capacity building an integral part of any advancement of CBMs. 

3.4 International Cybercrime 

Discussions on stability in cyberspace have played out almost entirely in the UN’s First Committee on 

Disarmament, but observers warn that discussions on cybercrime will also have a significant impact on 

the stability of a rights- and rules-based internet.228 This is the case for a new legal instrument on 

cybercrime that is discussed at the UN Third Committee, which could create an instrument competing 

with the Budapest Convention.229 

Cabo Verde, Ghana, Mauritius, Morocco, Senegal and Mauritania have incorporated the Budapest 

Convention into national law. South Africa participated in the Budapest Convention negotiations as the 

only African country after applying for observer status to the convention.230 In the end, South Africa did 

not ratify the Budapest Convention because it claimed there were sovereignty issues with the 

convention. It has however drafted its cybercrime laws based on the Budapest Convention.231 This new 

cybercrime proposal, primarily sponsored by Russia and China, received notable support from African 

nations, with 35 states voting in favour and none against. 232 There were some changes of mind between 
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the 2018 proposal and the 2019 revisit. Eleven countries went from abstaining or not voting in 2018 to 

voting yes in 2019.233 Six countries went from voting yes in 2018 to abstaining or not voting in 2019.234  

 

4 External Actors 

Analysts have been observing a ‘new scramble for Africa’ in recent years.235 The continent’s economy 

keeps growing; there is progress in regional integration, underpinned by the creation of the African 

Continental Free Trade Area (AfCFTA); and there are new hopes for democratic transitions in several 

African countries.236 Resource-hungry global actors are pointing their arrows at the continent, which has 
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234 Countries that went from voting yes to abstaining: Morocco, Zambia, DRC, Benin, Burkina Faso and South Sudan. 
235 Leaders (2019) ‘The New Scramble for Africa’, The Economist https://www.economist.com/leaders/2019/03/07/the-new-
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236 Faleg, Giovanni & Palleschi, Carlo (2020) ‘African Strategies, European and Global Approaches Towards Sub-Saharan Africa’, 

EUISS Chaillot Paper 158. 
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also become an interesting region for investment and expanding spheres of influence. The renewed 

interest is evident from the increasing number of new embassies popping up on the continent. Turkey 

opened the highest number of embassies in Africa since 2010, followed by Qatar and India. Along with 

increased diplomatic and commercial engagement, defence ties with non-traditional actors have 

deepened and more countries now possess outposts in Africa.237 

The new scramble for Africa is different, as African countries 

are more organised to leverage the interest to their own 

advantage. The interest in Africa has brought perks of 

technological innovation and infrastructure investments. 

National leaders have more room to pick and choose 

preferred partnerships and agreements among the 

changing multipolar influences. Investments in digital 

infrastructure have, however, also brought threats to the 

online freedoms of citizens, and a haggle for votes on the 

international stage. 

4.1 China 

China has been gaining a significant foothold in Africa’s markets in recent years. The Chinese company 

Huawei is currently the largest supplier of ICTs in Africa.238 Chinese 5G and AI companies are capturing 

more and more markets, to secure access to the projected 2 billion users that will rely on the next 

generation of the internet.239 The vast majority of African countries have signed scientific development 

agreements under the Belt and Road Initiative (BRI). Projects are focused on internet infrastructure, AI 

and satellite imagery, among others. The full scope of the BRI is opaque, as China has never published 

a list of projects, but 40 out of 55 African countries are known to have signed some sort of memorandum 

of understanding or agreement on BRI. 240 China is rated the highest positive external influence 

according to the Afrobarometer in 2019/2020, at 59% 

approval by African citizens. China is also perceived as the 

best model for development after the US, above European 

former colonial powers.241 It is therefore not surprising that 

votes on the cybercrime proposal at the UN, sponsored by 

China and Russia, almost entirely overlap with the countries 

that are involved in China’s BRI. 242 

It remains to be seen whether the enthusiasm over Chinese 

investments will persist. Many of the infrastructure 

investments have proved to be faulty, not viable or out of proportion with their value or usefulness.243 

Much of the BRI infrastructure development also made African countries indebted to China: currently 

amounting to up to 20% of all Africa debt, or US$150 billion. The COVID-19 pandemic will enlarge this 
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issue, as China will not be suspending repayment for hundreds of loans in Africa.244 This lack of clemency 

highlights a vulnerability of China’s power play in Africa: it is also dependent on Africa as a creditor. 

Reports show that China is dialling back its investments on the continent as it appears uncertain that 

Beijing will have enough resources to fund African BRI in the long run if it is not paid back.245 China is 

also reliant on the region’s resources for its digital imperialism. It is no secret that the BRI targets 

countries that have access to the rare metals needed to build digital devices and infrastructure.246 

China has increased its political influence through an ‘alternative governance model’, as the European 

Commission called it.247 This Chinese expansion has been facilitated not just through financial 

investments, but also through exporting surveillance technology. So far, Zimbabwe, Kenya, Uganda and 

Zambia have imported China’s surveillance technologies. This has contributed to an increasingly 

authoritarian online space, more similar to the Chinese governance model.248 

China has also increased efforts to cooperate with Africa on an institutional level. In 2016, the African 

Union and China agreed to develop media cooperation to ‘bridge the gap between the people of Africa 

and the people of China’. Part of this cooperation is focused on infrastructure development and 

cooperation in cybersecurity and digitisation.249 Following AU–China summits, the AU expressed its 

intention to work with China to define a collaboration framework on cybersecurity. This has not 

materialised, and enthusiasm for such a collaboration has likely cooled down since 2018. In that year it 

was discovered that the AU headquarters in Ethiopia had been bugged by Chinese espionage 

operatives.250 

Outsourcing digital infrastructure projects is therefore becoming less and less appealing to African 

states. In 2019 the AU peace and security council noted in its first statement on cybersecurity that 

member states should take the necessary steps to own their national ICT infrastructure to reduce 

vulnerability to cyberattacks.251 

4.2 Russia 

In 2019 Russia put its full focus again on Africa. The Soviet Union had provided major support to the 

region during the decolonialisation period, backing despotic leaders with anti-Western sentiments. 

Since the fall of the Soviet Union, the continent had not received much Russian attention: Russia’s 

presence in Africa mostly consisted of a limited military footprint through its arms trade and private 

military companies’ mercenaries.252 Although it rose in the past decade, Russian trade with Africa has 
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also been limited, and 40% of trade occurs solely with Egypt. 253 Influence on cybersecurity policy has 

been limited to South Africa, a BRICS member. In 2017, Russia and South Africa signed a cooperation 

agreement on cybersecurity, which strengthened the objective to jointly draft and advance the 

international legal framework. From the agreement it seems that South Africa and Russia would develop 

a joint system for responding to threats and investigating incidents by criminals and terrorists.254 It is 

unclear whether such a joint system has been set up and used in a recent wave of attacks on sub-

Saharan bank systems by the Russian-speaking threat actor group ‘Silence’.255 The relationship also 

seems to have cooled following South Africa’s lack of clear support for the development of a legally 

binding instrument on state behaviour in cyberspace, a commitment that had been made among BRICS 

countries. 256 

Russia intends to remedy its lack of influence, as is evident from the first ever Russia–Africa summit co-

chaired with Egypt in Sochi in 2019, which was meant to open a new page in the history of Russia’s 

relations with African countries.257 At the summit, Russia played the colonial card that it never 

subjugated Africa either politically nor economically, unlike 

Western states and a number of Asian countries. It promised 

to provide financial assistance without any political 

preconditions, while securing access to crucial natural 

resources.258 It also promised military support in the fight 

against terrorist insurgents, signing a contract with Nigeria 

for helicopters to be used in the fight against Boko 

Haram.259 

Strategic communication is an essential component of Russian resurgence. This is evident from the 

state-owned Sputnik Media’s multiplying partnership agreements with local state media outlets in 

Africa.260 This focus on strategic communication and winning hearts and minds might, however, backfire. 

Several disinformation operations in African countries were exposed in recent years. In about 20 African 

countries, Russian influence operations have meddled in elections, stoked anti-Western sentiments and 

revived old territorial disputes.261 Russia appeared to be testing new tactics by outsourcing to local 

parties, and posting more excessively on social networks than in previous influence operations. 

Facebook uncovered three influence networks targeting African countries including Mozambique, 

Madagascar, Cameroon, Sudan and Libya.262 The purpose of the operations is probably to counter and 

limit the influence of others on the continent, tactics that recall Cold War strategies. 
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4.3 United States 

Between 2010 and 2017, African trade with the United States more than halved. The US still has the 

highest amount of foreign direct investment in Africa, but investments have stagnated in the past 

decade.263 The lack of interest from President Trump contributed to this stagnation, although there was 

a continuity of previous policy initiatives under his administration. The lack of increased focus on 

insecurity on the continent could potentially decrease US influence and long-standing relationships in 

the region.264 US foreign policy approaches towards Africa 

have been limited to bilateral, country-by-country 

approaches. These are out of kilter with the increasing 

preference of the continent for a regional approach.265 

The US has, however, increased Africa’s capacities for a 

digital revolution. The Power Africa project helped more 

than 12 million homes and businesses gain electricity 

connections since 2014, and is on track to reach the goal of 60 million connections in 2030.266 The USAID 

Centre for Digital Development has also funded digital inclusion projects in several African countries.267 

Specific cyber capacity building has been undertaken by the US State Department and the MITRE 

corporation in Ghana and in Botswana. Ghana and by extension ECOWAS became important national 

cyber capacity-building partners for the region.268 The State Department also conducted cybercrime 

workshops for Angola, Mauritius, and Mozambique in 2015.269 In 2019 the State Department provided 

assistance to nine African states to improve their incident handling and build Computer Security Incident 

Response Teams (CSIRTs). It is planning regional workshops to create national cybersecurity strategies 

in 2020.270 The US Military command AFRICOM has also conducted a cybersecurity tabletop exercise 

with senior leaders in 2018.271 

4.4 Commonwealth 

The UK increased engagement with states of the Commonwealth, which has many African members, in 

recent years. Rwanda, which joined the Commonwealth in 2009, hosted the Commonwealth Heads of 

State meeting in 2020. In 2018 the Commonwealth states made a cyber declaration for increased 

cybersecurity cooperation and capacity building.272 The implementation of this declaration is financially 

supported by the UK’s Foreign and Commonwealth Office, and includes an ‘African Cyber Resilience’ 

project that has focused specifically on reviewing and reforming cyber legislation in the Gambia, Kenya 

and Namibia. It also has a project on international cooperation, which created training for focal points 

in Africa to share cybercrime and cybersecurity incidents. 
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Commonwealth states have also participated in a cross-border exercise where a cyberattack was 

simulated and information needed to be exchanged among the countries.273 The Commonwealth 

Telecommunication Organisation (CTO) has carried out an initiative to develop a Commonwealth 

cybergovernance model, which will be used for future capacity-building efforts.  

5 EU Priorities and Strategy for Engagement 

Africa has always been an important strategic partner for the European Union. This relationship will 

become even more significant in the coming years as the future of multilateralism is threatened by 

geopolitical rivalries. From 2016 to 2017, GDP grew faster in Ethiopia (10.3%), Ghana (8.5%) and the 

Democratic Republic of Congo (7.6%) than in the best performing EU country (Ireland, 7.2%). In 2015 

the African countries Seychelles, Botswana, Mauritius, Gabon, South Africa, Gambia, Ghana, Libya, Mali 

and Tunesia all had more mobile subscriptions per inhabitant than the EU average (1,213 mobile 

subscriptions per 1,000 inhabitants).274 In short, Africa is booming economically and making gains in 

digital access. It is up to the EU to maintain the historic relationship and support the continent, by 

leveraging the opportunities that digitalisation bring in a partnership of equals.  

5.1 EU-Africa Cooperation 

The relationship of the EU with Africa has come a long way. Historically, the European strategy for the 

African continent was one of divide and conquer. This was cemented in the 1884 Berlin conference, 

where most of Africa’s current borders were drawn up. By 1914, 90% of Africa had been divided between 

seven European countries. Originally, the colonial management of the African continent was set to 

become part of European integration efforts, stipulated in the Rome Treaty that established the 

European Economic Community (EEC). The founders of the EEC knew that the European project would 

lack the natural resources necessary to rebuild the war-torn continent into a strong geopolitical power 

bloc, and counted on the African colonies to support European integration.275 Africa was at the heart of 

every new institution created with a ‘Eurafrican’ future in mind, integrating Africa further into Europe.  

However, by the time the EEC  was founded in 1957, Ghana had become the first African country to 

declare its independence. The EEC’s ‘Eurafrican’ integration plans were not halted by the independence 

movement but rather transformed to close economic cooperation. This would pose a serious obstacle 

to Africa’s unity. Most of the newly independent African 

states found it more useful to consolidate links with the 

European Common Market than to engage in pan-African 

integration. Only Ghana and Guinea vocally resisted 

engaging in what they called neo-colonial relations, which 

would maintain an economic dependence on Europe.276 

Much of the EU’s changing relationship with the 

independent African states was signalled by the 1975 Lomé 

Convention on trade and aid with ACP countries (African, 

Caribbean, Pacific group of states). Some described it as the 

EU inching towards interdependence with its former 
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colonies, but others still saw it as clientelist, representing primarily EU interests.277 The establishment of 

the European Union in 1993 with the Maastricht Treaty made the development efforts of the EU more 

effective, coordinated and complementary to local development efforts.278 The EU’s development efforts 

were less intended to serve clientelist interests, but established the EU more as a norms entrepreneur, 

promoting democracy and human rights abroad by fostering development.279 The EU established new 

trade and development cooperation with ACP countries with the Cotonou Agreement in 2000, which 

replaced the Lomé Convention. The Cotonou Agreement aimed at furthering cooperation on 

development, politics and economics and trade, and enshrined participatory approaches.280 It provided 

the legal basis for the European Development Fund (EDF), which is funded by individual contributions 

by member states based on their GDP instead of the EU’s general budget. 281 The Cotonou Agreement 

expires at the end of 2020. Formal negotiations on a new partnership agreement between governments 

started in October 2018. They could possibly result in a tailored regional partnership for Africa with a 

continent-to-continent trade deal.282 Complementary to such a trade deal are the efforts to establish 

economic partnership agreements with the subregions in Africa. Negotiations for these have been 

ongoing for 10 years. Such an economic partnership agreement came into force with the South African 

Development Community (SADC) in 2016.283 

Whereas pan-African efforts were initially hindered by European integration plans, the continental 

integration of Africa is nowadays a key priority in the strategic partnership between the AU and the EU. 

The first EU–Africa Partnership was established by the two continents in 2007 with the Joint Africa–EU 

Strategy (JAES). This strategy is implemented through several multiannual roadmaps and action plans, 

three of which have been adopted and implemented: the first and second action plans in 2008284 and 

2013,285 and the 2014–2017286 roadmap. The roadmap included global and emerging security issues. All 

of these plans included efforts to bridge the digital divide. They were followed by the 2018 Abidjan 

Declaration with the AU, in which EU and African leaders recognised for the first time that the digital 

economy is an area of cooperation between the two continents.287 The Abidjan Declaration prioritised 

investing in people, education, science, technology and skills development; strengthening resilience, 

peace, security and governance; and mobilising investments for African structural and sustainable 

transformation. 288 It was preceded by several multi-stakeholder events where civil society, local 

authorities, economic and social actors, and European and Pan-African parliaments were consulted.289  

 
277 Asante, S.K.B (1981) ‘The Lomé Convention: Towards Perpetuation of Dependence or Promotion of Interdependence?’, Third 

World Quarterly, vol. 3, no. 4, 658–672. 
278 Hoebink, Paul (2004) ‘The Treaty of Maastricht and Europe’s Development Co-operation’, Evaluation Services of the European 

Union https://ecdpm.org//wp-content/uploads/2013/11/2004-Treaty-Maastricht-Europe-Development-Cooperation.pdf  
279 Carbone, Maurizio (2008) ‘The New Season of EU Development Policy’, Perspectives on European Politics and Society, vol. 9, 

no. 2, 111–113. 
280 Ibid. 
281 The Africa–EU Partnership, ‘The Partnership and Joint Africa–EU Strategy’, last accessed 17/06/2020 https://www.africa-eu-

partnership.org/en/partnership-and-joint-africa-eu-strategy 
282 Fox, Benjamin (2020) ‘Post-Cotonou Delays Complicate EU’s New African Vision’, Euractiv 

https://www.euractiv.com/section/botswana/news/post-cotonou-delays-complicate-eus-new-african-vision/ 
283 European Commission (2016) ‘Economic Partnership Agreement with the Southern African Development Community (SADC)’ 

https://ec.europa.eu/trade/policy/countries-and-regions/regions/sadc/ 
284 https://africa-eu-partnership.org/sites/default/files/documents/jaes_action_plan_2008-2010.pdf 
285 Africa–EU Partnership (2007) ‘First Action Plan (2008–2010) for the Implementation of the Africa-EU Strategic Partnership’ 

https://africa-eu-partnership.org/sites/default/files/documents/03-jeas_action_plan_en.pdf 
286 Africa–EU Partnership (2014) ‘Fourth AU–EU Summit: Roadmap 2014–2017’ https://africa-eu-

partnership.org/sites/default/files/documents/2014_04_01_4th_eu-africa_summit_roadmap_en.pdf 
287 Africa-EU Partnership (2017) ‘AU–EU Adidjan Summit: Declaration on Investing in Youth for Accelerated Inclusive Growth and 

Sustainable Development’ https://www.consilium.europa.eu/media/31991/33454-pr-final_declaration_au_eu_summit.pdf 
288 Ibid. 
289 Ibid. 

https://ecdpm.org/wp-content/uploads/2013/11/2004-Treaty-Maastricht-Europe-Development-Cooperation.pdf
https://www.africa-eu-partnership.org/en/partnership-and-joint-africa-eu-strategy
https://www.africa-eu-partnership.org/en/partnership-and-joint-africa-eu-strategy
https://www.euractiv.com/section/botswana/news/post-cotonou-delays-complicate-eus-new-african-vision/
https://ec.europa.eu/trade/policy/countries-and-regions/regions/sadc/
https://africa-eu-partnership.org/sites/default/files/documents/jaes_action_plan_2008-2010.pdf
https://africa-eu-partnership.org/sites/default/files/documents/03-jeas_action_plan_en.pdf
https://africa-eu-partnership.org/sites/default/files/documents/2014_04_01_4th_eu-africa_summit_roadmap_en.pdf
https://africa-eu-partnership.org/sites/default/files/documents/2014_04_01_4th_eu-africa_summit_roadmap_en.pdf
https://www.consilium.europa.eu/media/31991/33454-pr-final_declaration_au_eu_summit.pdf


Africa as a Cyber Player 

44 

 

In 2020 the European Commission launched the Joint Communication ‘Towards a Comprehensive 

Strategy with Africa’.290 It defined a new direction for the EU–Africa partnership under the von der Leyen 

Commission, moving away from the traditional donor–recipient relations. This move towards a 

partnership of equals had been mentioned by Jean-Claude Juncker in his State of the Union speech in 

2018, but had not formed fully under the previous Commission.291 The Communication recognised 

‘increased interest from many players on the world scene’, hinting at the increased presence of foreign 

investments in Africa. These geopolitical changes, along with the ending of the Cotonou Agreement, 

likely prompted the EU to adapt the way it engages with Africa.292 

The Joint Communication includes a strategy to work together to strengthen the international rules-

based order and the multilateral system, with the United Nations at its core. The strategy also includes 

a focus on Africa’s digital transformation. As of 2021, the Commission will merge the development 

funding instruments under the Neighbourhood, Development and International Cooperation 

Instrument (NDICI).293 The Joint Communication signalled that it will keep over 60% of funds available 

for sub-Saharan Africa in the next Multiannual Financial Framework.294 

5.2 Relations With the EU on Cyber  

The EU strategy to support Africa’s digital transformation builds on numerous EU development projects 

and cooperation initiatives that exist under several action frameworks and funding instruments. Most 

of these are capacity-building and development cooperation projects that received strategic 

streamlining thanks to the 2017 Digital4Development (D4D) 

strategy. With the D4D strategy, the European Commission 

aims to mainstream digital issues in all of its development 

cooperation projects.295 D4D has a four-priority strategic 

approach to ensure digital can be an enabler, to focus on 

digital entrepreneurship, to improve digital skills, and to 

increase connectivity by creating resilient and secure 

networks. The EU is launching a D4D platform to facilitate 

intra-African and AU–EU sharing of experiences and best 

practices on building these capacities, in order to elaborate 

the digitalisation policies and to improve digital action 

plans.296 The new direction to treat African countries less as 

development recipients and more as partners in need of capacity development heralds a new type of 

cooperation, which will be useful to form partnerships on tackling cyber-stability issues.  

5.2.1 Pan-African development 

To create a holistic approach on African development that facilitates African integration, the European 

Development Cooperation Directorate General (DEVCO), soon to be renamed DG INTPA (international 
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partnership) has financed the Pan-African Programme since 2014. With this programme the Commission 

aims to cover all of Africa in a less fragmented manner.297 The Pan-African programme has several digital 

development projects spanning infrastructure development, regulatory harmonisation and law 

enforcement development.  

Infrastructure development 

The infrastructure support mechanism, part of the EU–Africa Infrastructure Trust fund, supports the 

coordination of the development of ICT infrastructure in Africa.298 It has in the past made feasibility 

studies of the NEPAD Broadband Infrastructure Network for Africa, which laid the foundations for the 

AU’s ICT Terrestrial for Connectivity project of the Programme for Infrastructure Development in Africa 

(PIDA).299  

Another project that has significantly contributed to ICT infrastructure development in Africa has been 

Africa Connect. This builds on the achievements of the EUMEDCONNECT project, which connected 

Mediterranean and North African countries Algeria, Egypt, Jordan, Morocco, Palestine, Syria and Tunisia 

since 2004. Africa Connect intends to improve internet connectivity for educational and research 

communities of Africa. The latest iteration of Africa Connect is implemented by the Ubuntunet Alliance 

for Eastern and Southern Africa, WACREN for West Africa and Central Africa and ASREN for North Africa. 

AfricaConnect 1 and 2 aimed to build a pan-African high-bandwidth network similar to the GEANT 

network. It established a high-capacity internet network for research and education in Southern and 

Eastern Africa, providing the region with a gateway to global research collaboration.300 AfricaConnect 3 

launched with the 2018 annual action programme of the Pan-African programme. It has a more holistic 

approach in line with the Digital4Development strategy to improve access to digital infrastructures and 

applications.301 

Regulatory and policy harmonisation 

The African Union’s Policy and Regulation Initiative for Digital Africa (PRIDA) is also funded under the 

Pan-African Programme.302 The ITU implements the PRIDA work stream that creates spectrum licensing 

and management in Africa. The African Union Commission (AUC) implements the work streams to create 

a monitoring and evaluation system for harmonisation of ICT policy and regulatory frameworks. A digital 

PRIDA platform established in 2020 will support these activities.303 The platform will help the AUC to 

enhance cooperation between telecom regulators and increase awareness of all national stakeholders 

on cross-cutting uses of ICT. Along with development on a national level, with PRIDA funding the AUC 

should increase capacities of African stakeholders to participate in internet governance debates.304 The 

digital platform shall also streamline these efforts by being a one-stop shop for online training, 

information sharing and monitoring of progress.305 The AU ICT ministers also mentioned in their 2019 

STC-CICT declaration that the platform can be used as a space to build an African Common Position, 
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and should be utilised on national, regional and continental levels.306 There is currently no cybersecurity-

specific initiative under PRIDA, but foundations are built under PRIDA for the cooperation needed to 

incorporate cybersecurity in digital development. 

PRIDA builds on the Harmonization of the ICT Policies in Sub‐Saharan Africa project (HIPSSA). HIPSSA 

was a joint initiative between the ITU, the EU and the AU and was primarily executed by the ITU.307 The 

project took place in 43 countries in sub-Saharan Africa, and aimed to create the policy, legal and 

regulatory frameworks to facilitate investments in ICT infrastructure in this region. ECCAS and SADC 

used the support from HIPSSA to adopt model laws and 

ECOWAS used HIPSSA in its creation of its cybercrime 

directive. While considered impactful, the project has been 

criticised for its poor coordination and vague language on 

definitions and criminal offences, leaving it perhaps too 

open to interpretation.308 The EU recognised that some hard 

lessons were learnt from HIPSSA: to involve stakeholders 

from the outset and have strong programme oversight to 

ensure that the intervention is consistent with the actual 

objectives.309  

Law enforcement cooperation 

Also part of the pan-African programme is the project to enhance Africa’s response to transnational 

organised crime (ENACT).310 This is implemented by the African Institute for Security Studies and 

Interpol. ENACT builds skills and capacities of African stakeholders so they are better prepared to 

respond to transnational organised crimes such as cybercrime, and provides insights into Africa’s 

cybercrime situation with an organised crime index. 311 

5.2.2 Digital economy development 

The 2018 Abidjan declaration established the Africa–Europe Alliance, a coherent economic strategy for 

EU–Africa relations focused on job creation.312 Under the Africa–Europe Alliance, a Digital Economy Task 

Force (DETF) was set up to bring African and European partners together to deepen cooperation and to 

propose concrete action for job creation in the digital economy.313 Many of the objectives of the DETF 

fit in the Digital4Dev strategy, and it is coordinated by the European digital single market.  

In 2019, the EU–AU DETF presented its final report with policy recommendations. These included the 

acceleration of universal access to broadband, guaranteeing essential skills for citizens to thrive in the 
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digital age, facilitating digitally enabled entrepreneurship through facilitated financing between African 

and European industry, and accelerating the adoption of e-services.314 The recommendations are 

mirrored in the AU’s Digital Transformation strategy, and were endorsed by the STC-CICT in 2019.315 

The Digital Economy Task Force recommendations will be used to guide the EU in support of the 

creation of an African single digital market.316 

5.2.3 Peacebuilding and conflict prevention 

The EU has a few cybersecurity projects that spring from the Foreign Policy Instrument Contributing to 

Stability and Peace (IcsP). The cyber resilience for development (Cyber4Dev) project, which is 

implemented by the EU’s International Development and Cooperation Directorate (DG DEVCO) started 

in 2019 in three countries. The project aims to improve the security and resilience of digital systems in 

third countries, in line with human rights and the international rule of law. It supports the development 

of national cybersecurity strategies in countries such as Mauritius, Botswana and Rwanda. It supports 

them in establishing CERTs and fostering international networks for sharing best practices.317 

The IcsP also funds the Global Action on Cybercrime (GLACY) and its successor, GLACY+, which is 

implemented by the Council of Europe. The project has been ongoing since 2013, and supports Benin, 

Burkina Faso, Cabo Verde, Ghana, Mauritius, Morocco, Nigeria and Senegal as priority and hub countries 

in Africa. It helps these countries strengthen their law enforcement capabilities to battle cybercrime, and 

implement domestic legislation and policies related to cybercrime and cybersecurity, while respecting 

human rights and rule of law standards.318 It also helps them improve their abilities for effective 

international cooperation on cybercrime, in particular in line with the Budapest Convention.319 The 

Council of Europe also implements activities in other African countries through GLACY+ at their request. 

It has conducted workshops on cybercrime and cyber policy for South Africa, Madagascar, Namibia, 

Tanzania and Zambia.320  

The GLACY+ project joined forces in 2020 with the Cyber4Dev project to conduct an initial scoping 

mission in the Republic of Congo. The aim was to identify priorities and needs of national institutions 

on cybersecurity and cyber resilience for Cyber4Dev, and cybercrime and criminal justice international 

cooperation with GLACY+.321 

5.2.4 Sub-regional support 

The European Union has several projects on a subregional level with the Regional Economic 

Communities. It has supported ECOWAS in the development of a West African response on 

cybersecurity and the fight against cybercrime through a project called OCWAR-C, funded through the 

European Development Fund (EDF).322 OCWAR-C supported the development and formulation of 

 
314 Ibid. 
315  African Union (2019) ‘2019 Sharm El Sheikh Declaration of the Specialized Technical Committee on Communication and 

Information Technologies (STC-CICT) Third Ordinary Session’ https://au.int/sites/default/files/decisions/37590-

2019_sharm_el_sheikh_declaration_-_stc-cict-3_oct_2019_ver2410-10pm-1rev-2.pdf 
316 European Commission ‘Digital Single Market: Africa’, last accessed 19/06/2020 https://ec.europa.eu/digital-single-

market/en/africa 
317 Northern Ireland Co-operation Overseas (2019) ‘Cyber Resilience for Development (CYBER4D) Project Summary’ 

https://www.nico.org.uk/wp-content/uploads/Cyber-Resilience-for-Development-project-summary.pdf 
318 Economic Community of West African States (ECOWAS) (2017) ‘ECOWAS and the Council of Europe Join Forces to Help West 

African Countries in the Fight Against Cybercrime’ https://www.ecowas.int/ecowas-and-the-council-of-europe-join-forces-

to-help-west-african-countries-in-the-fight-against-cybercrime/ 
319 Council of Europe (2020) ‘Global Action on Cybercrime Extended (GLACY+) Project Summary’ https://rm.coe.int/3148-glacy-

summary-v5/16809c8ad6 
320 Council of Europe ‘Global Action on Cybercrime Extended (GLACY+)’, last accessed 19/06/2020 

https://www.coe.int/en/web/cybercrime/glacyplus 
321 Council of Europe (2020) ‘GLACY+: Initial Scoping Mission in Congo-Brazzaville’ https://www.coe.int/en/web/cybercrime/-

/glacy-initial-scoping-mission-in-congo-brazzaville 
322 European Development Fund (2019) ‘Organised Crime: West-African Response on Cybersecurity and Fight Against 

Cybercrime (OCWAR-C) Leaflet’  

https://www.expertisefrance.fr/documents/20182/778716/OCWAR-C+leaflet/76e2cb32-4484-43e3-a0b3-0971576329bf 

https://au.int/sites/default/files/decisions/37590-2019_sharm_el_sheikh_declaration_-_stc-cict-3_oct_2019_ver2410-10pm-1rev-2.pdf
https://au.int/sites/default/files/decisions/37590-2019_sharm_el_sheikh_declaration_-_stc-cict-3_oct_2019_ver2410-10pm-1rev-2.pdf
https://ec.europa.eu/digital-single-market/en/africa
https://ec.europa.eu/digital-single-market/en/africa
https://www.nico.org.uk/wp-content/uploads/Cyber-Resilience-for-Development-project-summary.pdf
https://www.ecowas.int/ecowas-and-the-council-of-europe-join-forces-to-help-west-african-countries-in-the-fight-against-cybercrime/
https://www.ecowas.int/ecowas-and-the-council-of-europe-join-forces-to-help-west-african-countries-in-the-fight-against-cybercrime/
https://rm.coe.int/3148-glacy-summary-v5/16809c8ad6
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https://www.expertisefrance.fr/documents/20182/778716/OCWAR-C+leaflet/76e2cb32-4484-43e3-a0b3-0971576329bf
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ECOWAS’ regional cybercrime and cybersecurity strategy in 2020, with workshops.323  The Council of 

Europe has had a special focus on West Africa, with most GLACY+ beneficiaries being ECOWAS 

members. It has assisted ECOWAS in implementing regional initiatives such as the Cybercrime Directive, 

which is regarded as complementary to the Budapest Convention.324 It also cooperated with ECOWAS 

in 2017 in organising a regional conference on the harmonisation of legislation on cybercrime and 

electronic evidence, guaranteeing rule of law and human rights safeguards.325 

For East and South Africa, the EU’s Regional Indicative Programme (RIP), funded with the EDF, supports 

COMESA in its regional integration. To this end, it contributes to the growth of the ICT sector to 

strengthen trade, economic and social ties, and it also intends to strengthen capacity to respond 

effectively to cybersecurity and cybercrime issues.326 Under this programme there were 

cybersecurity/CSIRT workshops in Burundi and Zimbabwe in 2016 and support to set up CIRTs in 

Seychelles.327  

 

 
323 Economic Community of West African States (ECOWAS) (2020) ‘Regional Technical Committee Validates ECOWAS Cyber 

Security and Cybercrime Strategy’ https://www.ecowas.int/regional-technical-committee-validates-ecowas-cyber-security-

and-cybercrime-strategy/ 
324 Economic Community of West African States (ECOWAS) (2017) ‘ECOWAS and the Council of Europe Join Forces to Help West 

African Countries in the Fight Against Cybercrime’ https://www.ecowas.int/ecowas-and-the-council-of-europe-join-forces-

to-help-west-african-countries-in-the-fight-against-cybercrime/ 
325 Ibid  
326 Common Market for Eastern and Southern Africa (COMESA) (2018) ‘Annual Report’  https://www.comesa.int/comesa-annual-

report-2018/  
327 Common Market for Eastern and Southern Africa (COMESA) (2017) ‘COMESA 2016–2017 Biennial Report’ 

https://www.comesa.int/wp-content/uploads/2019/02/COMESA-Annual-Report-2016_17_final-web.pdf 

https://www.ecowas.int/regional-technical-committee-validates-ecowas-cyber-security-and-cybercrime-strategy/
https://www.ecowas.int/regional-technical-committee-validates-ecowas-cyber-security-and-cybercrime-strategy/
https://www.ecowas.int/ecowas-and-the-council-of-europe-join-forces-to-help-west-african-countries-in-the-fight-against-cybercrime/
https://www.ecowas.int/ecowas-and-the-council-of-europe-join-forces-to-help-west-african-countries-in-the-fight-against-cybercrime/
https://www.comesa.int/comesa-annual-report-2018/
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In East Africa, the EU Trust Fund for Africa (EUTF) supports the IGAD Promoting Peace and Stability in 

the Horn of Africa Region (IPPSHAR).328 This conducted a five-day regional training on digital evidence 

and forensics in counterterrorism investigation and prosecution in 2019, with a focus on human rights 

and rule of law.329 

The Council of Europe also improves cooperation on cybercrime in North–Africa with CyberSouth, an 

EU-funded project with the European Neighbourhood Instrument meant to secure the EU’s southern 

neighbourhood. The project started exploring how to implement efforts to combat cybercrime in North 

African countries such as Algeria and Tunisia, as the Council of Europe does for its GLACY+ priority 

countries such as Morocco. The priority countries receive a full range of support and capacity-building 

activities on cybercrime legislation and law enforcement. It is exploring how Morocco could share tools 

and practices developed under GLACY+ with the CyberSouth countries.  330 

6 Conclusions 

African states have been aware of the social and economic opportunities digitalisation brings for the 

continent for some time now. Consequently, the digital ecosystem in Africa is starting to show signs of 

meaningful growth, even if most African countries still need to get past the 20% internet penetration 

barrier. The benefits of digitalisation have convinced policymakers to invest in the digital ecosystem, 

but they have not fully taken on board that once it is developed, it also needs to be protected and kept 

stable. Cybersecurity strategies for the whole of society are still in their infancy, even though some 

emerging economies are starting to experience how their technologically progressive systems are very 

vulnerable to attacks.  

Some regional economic communities such as ECOWAS and SADC have created regional cybersecurity 

strategies and are actively working on improving the capabilities of their member states. The African 

Union has shaken off its apathetic attitude after six years of waiting for sufficient ratifications of the 

Malabo Convention on cybersecurity. The 2020 Digital Transformation Strategy has clearly 

recommended actions to include cybersecurity in any development. With the creation of an AU 

Cybersecurity Expert Group (AUCSEC) in 2019 and the mandate by the AU Peace and Security Council 

to develop a continental cybersecurity strategy, the AU Commission might be developing a 

cybersecurity capacity building programme soon.  

This awakening is coinciding with an increased presence of African states in multilateral conversations 

on cyberstability. They are making it clear that if the rest of the world wants to move forward with a 

normative framework on state behaviour, it needs to support African states in fulfilling the conditions 

to implement such a framework. There can be no state behaviour responsibilities without state 

capacities. Africa is at a pivotal point in this regard. Its low internet penetration might prove to be 

advantageous in terms of implementing security by design and getting it right in the early development 

phase. It is adamant about the role of the global community in supporting these efforts. 

The EU’s new direction – to treat African countries less as development recipients and more as partners 

– could herald a new type of cooperation. Exchanging European best practices would be interesting for 

the emancipated continent as a benchmarking exercise. The EU has established reliable relations in 

Africa through its many development projects. It intends to build on these to support Africa in fulfilling 

 
328 European Commission (2018) ‘Action Fiche for the Implementation of the Horn of Africa Project for Promoting Peace and 

Stability in the Horn of Africa Region (IPPSHAR)’ https://ec.europa.eu/trustfundforafrica/sites/euetfa/files/t05-eutf-hoa-reg-

36_ippshar_incl._2_riders.pdf   
329 IGAD (2019) ‘Regional Training on Cyber/Digital Evidence/Forensics on Counter-Terrorism Investigation and Prosecution 

Conducted’ https://igad.int/divisions/peace-and-security/2313-regional-training-on-cyber-digital-evidence-forensics-on-

counter-terrorism-investigation-and-prosecution-conducted 
330 Council of Europe (2020) ‘Cybersouth Cooperation on Cybercrime in the Southern Neighborhood Summary’ 

https://rm.coe.int/3692-cybersouth-v12-extension/16809e1284 

https://ec.europa.eu/trustfundforafrica/sites/euetfa/files/t05-eutf-hoa-reg-36_ippshar_incl._2_riders.pdf
https://ec.europa.eu/trustfundforafrica/sites/euetfa/files/t05-eutf-hoa-reg-36_ippshar_incl._2_riders.pdf
https://igad.int/divisions/peace-and-security/2313-regional-training-on-cyber-digital-evidence-forensics-on-counter-terrorism-investigation-and-prosecution-conducted
https://igad.int/divisions/peace-and-security/2313-regional-training-on-cyber-digital-evidence-forensics-on-counter-terrorism-investigation-and-prosecution-conducted
https://rm.coe.int/3692-cybersouth-v12-extension/16809e1284


Africa as a Cyber Player 

50 

 

its full digital potential. The EU’s regional experience of coordinating with sovereign states also has 

similarities to pan-African efforts, and can provide a fruitful exchange on pitfalls in a reciprocal way.  

The continent of Africa has much experience in balancing interests and cooperating with actors in the 

multilateral space, though not always successfully. Its significance will rise as international technological 

developments demand the rare metals that are only found in Africa. This has become evident in the 

heightened attention that some are calling a ‘new scramble for Africa’. African leaders seem better 

organised and equipped to navigate these attempts at courting than in the past, and to use them to 

their countries’ advantage. The increased engagement from countries like China and Russia is, however, 

leaving a trace. Votes in the multilateral system coincide more and more with those of the Chinese debt 

collector. Tools for an authoritarian governance model are greedily taken up by some African leaders, 

accepting capacity support for supressing online dissidence and controlling the population with online 

surveillance tools. The appeal of China and Russia as equal partners, however, seems to be waning after 

recent discoveries of malicious operations by the two countries on the continent. 

Unfortunately, online freedom is decreasing in Africa. More countries are shutting down the internet 

before elections, and harmful laws to control online expression are increasingly being implemented. 

African civil society is very vocal and is using democratic tools and the rule of law to battle these abuses. 

Many of the instances where digital rights were curbed in Africa, however, seem to be more a case of 

ignorance and incapacity to deal with the online threats to society than of malicious oppression of the 

population. Building resilience of information infrastructure must go hand in hand with building 

resilience in the population to online threats, in order to keep the digital ecosystem free and open for 

all citizens. Curbing a free and open internet will be bad for the African economy, which is largely 

dependent on global engagement. Countries that have battled unrest with online suppression have not 

fared very well in Africa. These experiences and the social and economic benefits of digitalisation might 

create incentives to build a rights- and rules-based digital society that is properly secured. 
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