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Executive Summary
Over a decade ago, few governments had policy experts, diplomats or ambassadors capable of
navigating the complex and multifaceted issues that were emerging around information and
communications technologies (ICTs). In addition, few universities and think-tanks had the blended
knowledge and expertise required to inform and challenge government responses to how the
technologies were being developed and used. In the 2000s this began to change, evidenced in the
growing importance afforded to the technologies on bilateral and multilateral diplomatic agendas
across the globe.
In parallel with these changes, secondary forms of diplomacy such as track 1.5 and track 2 dialogues
provided both policy-makers and the research community with an opportunity to quietly engage on
issues related to cyberspace, ICTs and international security with counterparts in other states. Through
these quiet conversations, participants were able to raise awareness and contextualise emerging
challenges; clarify views and perceptions on cyber-related policy, legal and technical issues emerging
on the international security agenda within the UN and elsewhere; and signal concerns.
These initiatives—the product of much policy entrepreneurship and creativity—often served as
bridges to more official diplomatic engagement, at times contributing to tangible policy outcomes
and at times just building and nurturing much-needed relationships. Moreover, they reflected a
political will on the part of national leaders and research communities across the globe not just to
proactively seek answers to complex policy questions, but also to put in place mechanisms to prevent
potential misuse of ICTs from inadvertently leading to misunderstandings and, potentially, conflict
escalation at a time of brewing change and uncertainty in the international arena. The context for such
dialogues has, however, changed. This paper provides a landscape review of these secondary forms of
diplomacy and their relation to ICTs and cyber and international security against the backdrop of this
period of change and uncertainty in international affairs.

Key takeaways
> Information technologies have become ever more central to the strategic and national
security interests of governments, particularly the major powers, and their relations with
other states. Conversely, opportunities for formal bilateral dialogue between states,
particularly the nuclear powers, have grown limited. This situation is affecting all levels of
interaction between communities of practice across nations, not just the official level.
> While discussions between states on responsible behaviour relevant to the use of ICTs
continue to mature alongside an increasingly detailed normative framework, malicious
activity involving states or their proxies continues largely unabated, posing serious harms to
individuals and communities as well as enormous costs to businesses and governments
(and, by extension, taxpayers) around the world.
> At the same time, the international community is at an important inflection point. Incipient
efforts by some of the major powers to re-engage bilaterally on a range of strategic issues,
including their respective behaviours relevant to cyberspace and information technologies,
provide a new impetus for dialogue and cooperation. So too do the positive outcomes of
the recent UN Open Ended Working Group (OEWG) and the UN Group of Governmental
Experts (GGE).
> As in other policy areas, states’ diplomatic engagements regarding ICTs and cyberspace will
continue to be driven by calculations of national interest. Yet the very nature of the
technologies and our collective growing dependency on them requires states to look
4
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beyond national interests. Navigating the complex problems that will continue to emerge
around information technologies in the coming years will require significant bilateral and
multilateral engagement, the encouragement of policy entrepreneurship and creativity, and
a serious injection of political will on the part of national leaders across the globe. Political
will is needed to ensure that they use information technologies responsibly both at home
and abroad and that in doing so, they adhere to the binding and non-binding commitments
that they have openly endorsed at the UN and elsewhere, including when developing and
deploying relevant capabilities and when responding to malicious ICT activity involving other
states or their proxies. Also, political will is required to engage with all states, including
adversaries, on extant and emerging problems, and to attempt to resolve tensions
diplomatically and by other peaceful means where legitimately possible.
> A decade of practice shows how secondary forms of diplomacy—track 1.5 and track 2 in
particular—can quietly and steadily contribute to these official efforts, helping build bridges
between states and different communities of practice and allowing for frank and pragmatic
discussion below the threshold of formal politics and policy. Yet, as we discuss in this paper,
these secondary tools of diplomacy are not without their own challenges. For one, it has
become harder to engage with counterparts in other regions and countries, sometimes for
valid security reasons, although just as often not. The Covid-19 pandemic has provided
some respite, allowing for online forms of interaction across borders, yet these formats have
limitations. As the public health situation very slowly normalises across the globe,
constructive consideration needs to be given to how to remove hurdles (political, legal and
other) to such non-official interactions, so that much-needed exchanges between
researchers and other communities of practice can continue to take place.
> It would be disingenuous to restart or launch into cyber-related track dialogues without
serious consideration of a range of factors: from the national, (geo)political and personal
interests that drive them to how they might be perceived or exploited, through an in-depth
understanding of what has already been achieved at the multilateral, regional and bilateral
levels. Where are new thinking and more coordinated and strategic engagement needed?
Where may openings for further discussion lie? Where might political obstacles arise? There
are also the more procedural yet often highly sensitive elements discussed herein, such as
who to engage, who convenes and facilitates a dialogue, the nature of expertise required,
funding, process design and management. The ‘markers of an effective dialogue’ discussed
in this paper and outlined in the Appendix are but one small step in this direction.
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1

Introduction

For over two decades, diplomacy has been a tool of choice for many governments when responding
to the multifaceted challenges emerging around digital technologies. This is particularly the case on
issues relevant to ICTs and national and international security, and, increasingly, trade. In this niche
area, secondary forms of diplomacy such as track 1.5 and track 2 dialogues have also emerged,
mirroring similar developments in other, more traditional international security areas.
Engagement in or support for these secondary forms of diplomacy is driven by the assumption that
meaningful outcomes can be reached in less formal, but still structured, fora. Needless to say, as in
other policy areas, there is always a certain degree of ambiguity around what exactly distinguishes one
track from another. For a small number of the experts we interviewed, this ambiguity stems from the
complexity of actors who now engage in cyber-related diplomacy, since distinctions of ‘academic’,
‘civil society’ and ‘policy’ actors are more fluid now than in the past. However, for most other
interviewees, the ambiguity lies not in the fluidity of actors’ roles, but rather in the political and risk
management culture of the countries involved, and whether the dialogue forms part of a deliberate
diplomatic effort, allowing for easy shifts within and between official, semi-official and informal
formats. There are, of course, degrees of formality and informality within each of these formats.
Markers such as the seniority or regularity of official representation in the dialogue, the degree of
official interest in the process and in the composition of the other delegations, who is ‘authorised’ to
speak, or what the dialogue actually produces will, in the end, be much more determinant of whether
a particular process has the characteristics of a track 1.5 or track 2 than the label chosen by the
convenor.
Initially, cyber-related track initiatives were both innovative and highly interesting. Few governments
had policy experts, diplomats or ambassadors capable of navigating the ICT issues that straddled
multiple policy areas and that were to become central to national and international security. And few
universities and think-tanks were producing the blended knowledge and expertise required to traverse
the interrelated technological, political, normative, security, societal, cultural and geopolitical aspects
of what is now commonly referred to as cyberspace. In this context, track 1.5 and track 2 initiatives
and the (then) handful of annual conferences straddling the two offered opportunities to both
diplomats and the research community to engage in dialogue with counterparts in other states, to
raise awareness and understanding of emerging issues; to clarify views and perceptions on a broad
range of policy, legal and technical issues emerging on the international security agenda (within the
UN and elsewhere); and to signal concerns. They served as bridges to more official engagement, at
times leading to tangible policy outcomes and at times just building and nurturing much-needed
relationships or serving as soft intelligence-gathering tools for all parties concerned.
However, the context for such dialogues has been changing in recent years. The technologies have
become ever more central to the strategic and national security interests of governments and
important tools in competition among states, particularly the major powers. While discussions
between states on responsible behaviour continue to mature alongside an increasingly detailed
normative framework, malicious activity involving states continues largely unabated. Tensions over a
range of ICT-related political, normative, trade and security issues remain high, yet opportunities for
formal bilateral dialogue between non-like-minded states, particularly the nuclear powers, have grown
limited, even if international take-up of the issues in multilateral and other fora has increased.
Moreover, experts have questioned the value of proliferating semi-formal and informal cyber-related
track dialogues because they are either too detached from or too influenced by national politics and
geopolitics and the persistent malicious and potentially destabilising cyber activity of states.
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This paper seeks to understand how cyber-related track diplomacy has been approached to date,
whether such tools are still relevant in the current international environment and, if so, how they
might be strengthened and made more purposeful moving forward. Significantly, the paper does not
seek to be prescriptive, or to present the findings as ‘best practice’, which would likely just serve to
decontextualise them and undervalue the entrepreneurship that is often key to their success. It was
clear from research interviews that there are many ways to approach these forms of secondary
diplomacy and that their ‘success’ is often more contingent on a range of external variables, including
broader geopolitical developments, than on developments within the specific field.
While many experts did emphasise the benefits of delivering concrete outputs from track 1.5 and track
2 dialogues, this should by no means be read as an endorsement of focusing only on tangible
outcomes, or as a dismissal of the intangible benefits that are generally regarded as deeply important
in these interactions. Indeed, for many of the interviewees, the benefits of such dialogues are often
derived from the process itself rather than from tangible outcomes. Nonetheless, many of the experts
we interviewed did suggest the need for a smarter and more strategic approach to these secondary
forms of diplomacy, including with regard to coordination or alignment with broader official
engagement on policy objectives or concerns, and particularly as we move into a more complicated
period of geopolitics and technological development. Yet this viewpoint is also protective of the
organic character of such forms of secondary diplomacy. Hence, as a middle ground, the report
presents a range of observations, experiences and lessons from experts who have been organising,
participating in or funding these initiatives for some time. Presented in table format in the Appendix
to this paper, these are entitled ‘markers of an effective dialogue’.
For the purposes of the paper we have reviewed the general literature on geopolitical negotiations as
well as the more focused work on ICT issues and negotiation processes, including their treatment in
track 1.5 and track 2 diplomacy over the past decade. We also carried out structured interviews with
over 20 experts directly involved in cyber-related track 1.5 and track 2 processes undertaken over the
past decade. We further consulted with diplomats, policy-makers and regional and country-specific
experts. Finally, we held several focus group meetings in which we validated our findings with
interview participants and with others in this community of practice.
The paper begins with a short overview of the evolution of general track dialogue practices, briefly
addressing their contemporary use within the context of ICTs and international security. We then look
more closely at several key dialogue-related issues in the cyber-diplomacy arena informed by our
research and interviews, highlighting important considerations that have informed decisions about
how to enter a track 1.5 or track 2 dialogue, inviting the right expertise, securing funding, designing
the process, ending a dialogue, and assessing the results. We conclude with observations on future
prospects of semi-formal and informal diplomatic engagement, including with China and Russia.
While the primary audience of this research is the European Union’s Cyber Diplomacy Initiative, EU
Cyber Direct, as well as policy-makers and experts involved in track diplomacy working in European
countries, we hope that it will also serve those in other countries who are engaging in similar
initiatives.
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2

Multitrack Diplomacy in Perspective

Diplomacy has long been, and remains, a central element of international relations. It is a mechanism
for communicating between states, facilitating more comprehensive understandings, which help avoid
unintended conflict and resolve problems before—and, at times, when—they escalate. It allows parties
to establish predictable channels through which messages and signals can be sent, out of the glare of
the public spotlight. In theory, this process of discussion, communication and negotiation has
remained relatively unchanged despite some significant changes to the international landscape over
the past century, the introduction of some particularly challenging issues and an expansion of the
actors and organisations that engage in diplomacy.

“

In practice, however, the complexity and global reach
of a number of these issues can impact traditional
diplomatic conventions. In the international security
Quiet diplomacy is one of the most
sphere alone, diplomats are increasingly expected to
important, least understood and (for
master the technical and/or scientific knowledge
required to effectively navigate and engage on
understandable reasons) least
multiple and often overlapping challenges (nuclear,
displayed aspects of international
chemical, biological, epidemiological, climate,
relations…
information technologies, etc.). There is, nonetheless,
Anonymous Interview data
ample experience of diplomats becoming extremely
knowledgeable in specific areas, allowing them to
navigate and address complex security challenges through diplomacy and multilateral negotiations.1
However, in addition to the dedication of any given diplomat, dealing with such levels of complexity
requires significant national-level coordination and resources as well as the engagement of other
critical actors, which, in reality, only a handful of states have been able to muster thus far.
The existential danger posed by nuclear weapons during the Cold War led to innovations in traditional
diplomatic channels politically constricted by ideological differences between the superpowers.
Although heavily criticised at the time, mechanisms such as the Pugwash conferences brought
together eminent scientists, experts and policy-makers to develop new approaches to arms control
and risk reduction, many of which have had a lasting influence on policy. Academics began to engage
in these and other, smaller and more targeted kinds of dialogues on the assumption that unofficial
policy-oriented discussions by experienced and informed private citizens could ‘provide a flexibility
not available in formal settings’.2 The benefit of this approach was that it facilitated keeping
diplomatic channels of communication open when official diplomatic relations plummeted, for
example between the USSR and the US during the Cold War.3
In the 1970s and 1980s, the challenges of coordinating on climate change and environmental
degradation prompted the evolution of an approach to governance and diplomacy that was premised
on the understanding that unless all relevant parties were engaged in some way in negotiations, any
resulting agreement would be less likely to be sustainable in the long term. 4 It also became clear that

One example is the Group of Scientific Experts (GSE) that met for 20 years from 1976 as a precursor to the CTBT. Rafael Grossi,
of Argentina started his learning curve on nuclear verification and arms control as a second secretary, in Geneva, in the GSE.
He invested his career in this, and is now the IAEA DG.
2
Sewak, M. (2005), Multi-track Diplomacy between India and Pakistan. Manohar Publishers and Distributors.
3
Mitchell, C. (2001), ‘From controlled communication to problem solving: the origins of facilitated conflict resolution’,
International Journal of Peace Studies, 6(1).
4
Carr, M. and Lesniewska, F. (2020), ‘Internet of Things, cybersecurity and governing wicked problems: learning from climate
change governance’, International Relations, 34(3), 391–412.
1
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exchanges between states alone were not sufficient for resolving a new wave of long-lasting, complex
(and often ignored) civil wars and transnational security problems, highlighting the need to engage
with a cross-section of actors outside governments and traditional elite structures, from the grassroots
up. In all these cases, the goal was to create informal spaces for new ideas and approaches to longintractable problems and to find a way to link those processes to governments and international
organisations with the capacity to facilitate solutions, while also increasing ‘the “qualitative” dimension
that legitimates and undergirds multilateralism as a form of political action’.5
These developments evolved into a set of practices that, when conducted simultaneously or in
conjunction with each other, are commonly referred to as ‘multi-track diplomacy’. Official discussions
or negotiations between states and carried out by diplomats and other governmental representatives
constitute what is often referred to as track 1 diplomacy. Track 2 diplomacy, on the other hand, is a
form of secondary diplomacy traditionally understood as ‘using unofficial intermediaries as a means
of preparing for the resolution of conflict along the official “track one”, but which also serves to shed
light and advance research on new issues emerging on the international security agenda, galvanize
public opinion around specific problems and so forth’.6 Generally convened by academic institutions,
think-tanks or civil society organisations, the parties involved generally include non-governmental
actors including researchers, community, party or other local leaders, civil society representatives,
technical experts and/or the private sector as well as former government officials.
Sitting between these is track 1.5 diplomacy, which has been defined as ‘diplomatic initiatives that
are facilitated by unofficial bodies, but directly involve officials from the conflict [or process] in
question’.7 The ultimate objective of both track 1.5 and track 2 diplomacy has traditionally been to
help establish the groundwork for track 1 diplomacy efforts and serve as an information or
facilitation link to an ongoing track 1 process. In long, difficult negotiations, the focus of work might
move back and forth between tracks, depending on the level of trust and coherence between the
parties (see table below).

Track

Description

TRACK 1
Characteristics
 Primary tool of a state’s foreign policy

Parties/actors
 Diplomats, heads of state, high-ranking government



officials
Involves only governmental actors

 Generally conducted privately although
brought public when necessary

TRACK 1.5
Characteristics
 Semi-formal diplomatic initiatives that are
facilitated by unofficial bodies, but involve



UN, regional or issue-specific organisations



External expertise may be sought to present on
specific subjects/issues, but such experts are not part
of the formal process

Parties/actors


Convenor/facilitating organisation (think-tank or
similar)

Finnemore, M. (2014), ‘New faces, new forms for 21st century multilateralism’, paper prepared for the Nobel Institute
Symposium on ‘Does the rise and fall of great powers lead to conflict and war?’, cited in C. Kavanagh & D. Stauffacher, ‘A
role for civil society? ICTs, norms and CBMs in the context of international security’, ICT4Peace.
6
See W.P. Bundy’s review of one of the first books on the topic entitled Conflict Resolution: Track Two Diplomacy (J.W.
McDonald, Jr and D.B. Bendahmane, eds), Foreign Affairs, Winter 1987/1988.
https://www.foreignaffairs.com/reviews/capsule-review/1987-12-01/conflict-resolution-track-two-diplomacy
7
Nan, S.A. (2003), ‘Track I diplomacy’, in G. Burgess & H. Burgess (eds), Beyond Intractability. University of Colorado.
5
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official representatives from the countries
involved



Can serve as a bridge to or complement
track 1 diplomacy



Can begin as or shift back to a track 2
format, depending on the issues being
discussed and the participating parties



The facilitating party or convenor has a
combination of international visibility;
academic visibility and national and
international respect, and is trusted by the
parties



Can be conducted privately or publicly,
generally the former (decision determined
by those involved)

TRACK 2
Characteristics


Unofficial, informal interaction between
research communities or communities of
practice across nations that aims to bring
attention to specific issues, galvanise public
opinion, or organise human and material
resources in ways that might help solve
problems or resolve tensions.



May sometimes evolve into a track 1.5



Conducted publicly or privately, often the
former (decision determined by the situation
and those involved)



Government officials



Former government officials, representatives from
think-tanks, academic institutions, civil society,
technical/subject matter experts and/or corporations

Parties/actors
 Convenor/facilitating

organisation

(academic

institution, think-tank)



Former government officials, representatives
from think-tanks, academic institutions, civil
society, technical/subject matter experts and/or
corporations

Many also view such semi- and non-official forms of diplomacy as important ‘pumps’ for official
diplomacy, functioning as ‘non-official channels’ to think outside the box and build awareness
around or contextualise emerging issues, exchange views on response options, identify areas of
contention and, potentially, review positions. They can lead to better relations and more inclusive
agenda-setting within countries, especially where frank discussion and dialogue is not part of the
culture, and also shed light on where internal capacity or functions may be lacking. They often help
prepare the ground for official bilateral or multilateral engagement, while also giving the official level
plausible deniability or political cover when it is exploring certain issues. Where more adversarial
relations are concerned, the view is that track dialogues fulfil important listening and signalling
functions. Moreover, they are viewed as critical trust-building tools, enabling relations among actors
who typically would not interact because of the sensitivity of the issues involved. Over time, such trust
can help shift mere engagement to actual problem-solving, if the broader strategic environment is
conducive to this.
While they are less evident where international security matters are concerned, it is important to note
that for many, additional tracks of diplomacy also exist. Take, for example, track 3 diplomacy. This is a
more horizontal form of diplomacy, involving people-to-people initiatives or private groups, and
tends to emerge at the grassroots level, with the aim of generating attention to or advocating specific
issues affecting marginalised people or communities, i.e. the issues that traditional elite structures,
11
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including within the private sector and academia, tend not to pay attention to nor view as important
to their own immediate interests. This is an under-studied reality in international security matters:
despite the focus on ‘multi-stakeholderism’ in recent years and the purported legitimating value of
non-state engagement or involvement in official or non-official diplomatic processes and initiatives, it
is often difficult to discern whose interests are being supported and for what purpose through such
engagement, which can, in turn, make it difficult to foster and sustain trust.8
Throughout the 1990s, particularly following the lifting of Cold War restraints, multi-track diplomatic
engagements involving both state and non-state actors increased in terms of quantity and, for some,
efficacy. A review of track 1.5 and track 2 dialogues between the US and China on nuclear policy
concluded that they contributed to the understanding of ‘China’s nuclear weapons policy, doctrine,
force posture, readiness, and future directions’, an outcome that, while modest and slow, developed
through continuous engagement over time.9 These dialogues were also useful for producing common
lexicons, allowed each side to explain its own concerns and, from the US perspective at least, were a
useful platform ‘for training the future generation of American officials and analysts to assess the
twists and turns in the Chinese debates on nuclear strategy and doctrine’.10 More recently, the
European Union identified multi-track diplomacy as a strategically significant policy approach,
applying it to other domains, such as development cooperation, political reform or humanitarian
assistance, and forming a basis for the EU’s soft-power strategies.11
These types of engagements are not without their challenges, though. For instance, little is known
about how such approaches are perceived by non-Western states, including how they would assess
their utility and efficacy. Some of our interviewees have suggested that non-Western states often view
non-official forms of diplomacy with wariness, if not distrust, particularly when transparency around
objectives, participants and the connection to official diplomatic efforts is not forthcoming. Western
states have similar concerns. The wariness of less-resourced states can stem from challenges they
encounter when confronted with multiple and often overlapping diplomatic initiatives. Indeed, the
effort required to engage in secondary diplomacy may be perceived as competing with or overloading
an already charged and complex official agenda and programme of work. Moreover, it can put undue
pressure on the official structures of diplomacy, eroding governmental capacity to coordinate and
control positions. Some states may even perceive this to be precisely the objective of multi-track
diplomacy: a barrage of parallel or overlapping initiatives and interlocutors is used to get other states
to agree with a specific position or view on international issues and challenges that they do not have
the structures to address consistently and coherently.

There are different interpretations of what track 3 diplomacy represents. For example, some view it as the ‘commercial’ layer,
whereby private business engages in peacebuilding activities. In addition, some have identified up to nine different tracks of
diplomacy. See, for example, the Institute for Multi-Track Diplomacy’s overview of the different tracks in Journal of
Conflictology: https://dialnet.unirioja.es/descarga/articulo/5589748.pdf
9
Wheeler, M.O. (2014). ‘Track 1.5/2 security dialogues with China: nuclear lessons learned’,
https://apps.dtic.mil/sti/pdfs/ADA622481.pdf
10
Ibid.
11
Inkster, N. (2021). ‘Semi-Formal Diplomacy: Track 1.5 and Track 2’ in Cornish, P (eds.). The Oxford Handbook of Cyber Security.
Oxford University Press.
8
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3

Cyber-Related Track Diplomacy

Over the past two decades, cyber-related track dialogues involving a diverse set of actors have
contributed to official discussions on the implications of information technologies on international
peace and security and related response frameworks. 12 For some of our interviewees, there is a direct
connection between the track dialogues on nuclear security that had been taking place during the
Cold War involving the United States, the former Soviet Union and Western Europe and those that
emerged around ICTs and international security in the 1990s, which would explain the hard security
focus of many of these discussions in their initial years.13
In essence, the nature of track dialogues addressing ICT/cyber-related issues does not differ
significantly from those addressing other international security issue areas. Most differences are
discerned in the topics discussed as well as the nature of participation, as the dialogues can include
technology experts, representatives of major technology companies or other companies essential to
the functioning of cyberspace or the ICT supply chain, and sometimes the funding sources, which can
also involve technology companies, vendors or infrastructure operators.
Many of the first cyber-related track 1.5 and track 2 dialogues emerged just prior to or in parallel with
developments within the United Nations General Assembly’s First Committee on Disarmament and
International Security and its Groups of Governmental Experts (GGEs), and at regional level through
organisations such as the OSCE in the mid- to late 2000s.14 The early track dialogues as well as some
key annual conferences (some of which also had strong semi-official track 1.5 elements) enabled
participants in multilateral processes to deepen their understanding of emerging threats and
challenges and different viewpoints, clarify positions and concepts, flag concerns, exchange
information, identify research needs and advance research, build capacity, and discuss initial crisis
management and response mechanisms. Moreover, these somewhat organic multi-track diplomatic
efforts played an important role in socialising many of the topics emerging on the international
security agenda and provided a platform for discussing different aspects of that agenda as
negotiations within the UN progressed. Where academia is concerned, track 1.5 and track 2 dialogues
have also acted as waypoints around which research communities have coalesced, developed and
consequently added their expertise to emerging academic disciplines, while also raising concerns and
furthering research on issues critical to the aforementioned multilateral processes.

3.1

Track 1.5 Dialogues

To date, cyber-related track 1.5 dialogues are perceived to have contributed to two important highlevel agreements: first the 2013 agreement between the Russian Federation and the United States on
crisis management protocols and other cooperative and transparency measures, including between

Barrinha, A. & Renard, T. (2017), ‘Cyber-diplomacy: the making of an international society in the digital age’, Global Affairs,
3(4–5), 353–64; Kavanagh, C. & Cornish, P. (2020). ‘Cyber operations and inter-state competition and conflict: the persisting
value of preventive diplomacy’, EU Cyber Direct.
13
Russian scholars writing on the topic of ICTs and international security have also connected diplomatic engagement on the
topic to their concerns about the US military’s doctrinal focus on information dominance and information warfare. See V.A.
Krutskikh (2009), International Information Security: The Diplomacy of Peace (ed. S.A. Komov), Moscow (cited in C. Kavanagh
& D. Stauffacher, The Reach of Soft Power in Responding to International Cybersecurity Challenges, ICT4Peace Foundation.
See in particular S. Komov, S. Korotkov & I. Dylevsky (2009), ‘About the evolution of the modern American “Information
Operations Doctrine”’, in S. Komov (ed.), International Information Security: The Diplomacy of Peace (Moscow).
14
It was through this initial work at multilateral level that the first seeds of a framework for responsible behaviour relating to the
use of ICTs by states were sown in light of emerging threats. See C. Kavanagh (2018), The United Nations, Cyberspace and
International Peace and Security: Governing Complexity in the 21st Century. United Nations Institute for Disarmament
Research.
12
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their respective militaries;15 and second, the official-level 2015 Obama–Xi agreement on cyberenabled IP theft, the core principles of which were later endorsed by the G20. Both governments also
committed to cooperative measures, including crisis management protocols, relevant to malicious
cyber activity.
Where the Obama–Xi agreement is concerned, already in 2009 the Center for Strategic and
International Studies (CSIS) and the China Institutes of Contemporary International Relations (CICIR)
were engaging with the aim of establishing an informal track 2 dialogue, which in practice functioned
in a track 1.5 format. While first encounters were tense, the semi-formal engagement progressed once
off the ground, at least where exchanges on mutual concerns were concerned. For many involved, the
dialogue discreetly contributed to the official process, including the official talks in 2013 within the
framework of the broader Strategic and Economic Dialogue, 16 during which cyber-enabled IP theft
was broached for the first time,17 and which paved the way to the broader 2015 agreement.18 A
Brookings Institute report from the same period suggests that a number of other think-tanks were
preparing for similar engagements, although more geared towards understanding ‘key trends and
issues in the cyber arena’ as a means to more effectively shape a US–China dialogue on such issues.19
Where the official agreement with the Russian Federation is concerned, the role of more informal
negotiations or dialogue is harder to discern, although some 50 years’ experience of official and
unofficial engagement between the two powers, their militaries and core think-tanks and academic
institutions likely played an important enabling role. More specifically, media reports on the early days
of the semi-official Garmisch-Partenkirchen International Forum on the Problems of International
Information Security suggest that a number of issues relevant to the agreement were already being
discussed since as early as 2006, albeit between a much broader group of stakeholders. 20
It can hardly be said that the official agreements discussed above have stuck, and the current context
does not immediately appear to provide a strong basis for further official bilateral engagement to
continue addressing the cyber-relevant issues already on the table, and agreeing on those that need
to be addressed. Yet these earlier agreements and the multi-track initiatives that directly or indirectly
contributed to them put the issues on the bilateral table, allowed for exchanges between actors
(government, researchers, private sector) that had not existed previously, and had an important
influence on the norms and confidence-building processes that were under way at the time at
international and regional levels.

The White House Office of the Press Secretary (2013), ‘Fact Sheet: U.S.–Russian cooperation on information and
communications technology security’, https://obamawhitehouse.archives.gov/the-press-office/2013/06/17/fact-sheet-usrussian-cooperation-information-and-communications-technol
16
Scott, H.W., Libicki, M.C. & Cevallos, A.S. (2016), ‘Getting to yes with China in cyberspace’, RAND Corporation (p. 49); CSIS
(2011), ‘The U.S.–China Strategic and Economic Dialogue’, March.
17
The White House Office of the Press Secretary (2013), ‘Remarks by President Obama and President Xi Jinping of the People's
Republic of China after bilateral meeting’, https://obamawhitehouse.archives.gov/the-press-office/2013/06/08/remarkspresident-obama-and-president-xi-jinping-peoples-republic-china18
The White House Office of the Press Secretary (2015), ‘Fact Sheet: President Xi Jinping’s state visit to the United States’,
https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/fact-sheet-president-xi-jinpings-state-visit-unitedstates%20
19
Lieberthal, K. & Singer, P. (2012), ‘Cybersecurity and US–China relations', John L. Thornton China Center and the 21st Century
Defense Initiative, Brookings,. https://www.brookings.edu/wpcontent/uploads/2016/06/0223_cybersecurity_china_us_lieberthal_singer_pdf_english.pdf
20
Markoff, J. (2010), ‘At Internet conference, signs of agreement appear between U.S. and Russia’, New York Times, 15 April. For
an example of the topics discussed during the Garmisch meetings, see the agenda from one of the most recent physical
meetings: http://iisi.msu.ru/UserFiles/File/bayern2018/Agenda%20Garmish2018_eng.pdf
15
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Meanwhile, in Europe, official and semi-formal dialogues with China also took off during the same
period. These included the UK–China track 1.5 dialogue, which took place between 2013 and 2017 and
provided a more informal platform for both parties to discuss agenda items relevant to their official
bilateral engagement on cyber-related issues, as well as to their engagement in multilateral fora such
as the UNGGE.21
A broader semi-formal dialogue involving China, a number of European countries and the European
External Action Service began in 2014 and continues today. Convened by the Hague Institute for
Strategic Studies (HISS) and CICIR, its participants too have discussed a number of issues on the
multilateral agenda, including transparency and cooperative measures, international law and norms
and ICT-related domestic legislation and standards.22 Regarded as both a track 1.5 and track 2
initiative, these deliberations have reportedly informed official bilateral engagements of the states
involved, as well as the official dialogues on matters pertaining to ICTs between China and the
European Union. In 2019, a separate working group on international law was established involving
many of the same actors; it is expected to continue in 2021 and 2022.
Along with the German Marshall Fund of the United States (GMF) and Stiftung Neue Verantwortung
(SNV), the European Union Institute for Security Studies (EUISS) has facilitated a series of track 1.5
dialogues as part of the broader political and security dialogue between the EU and counterparts in
China, the United States, Brazil, India, Japan and the Republic of Korea under the auspices of the EU
Cyber Direct project. Held between 2018 and 2021, these have largely been exercises in trust building
and transparency between those involved, their agendas drawing again from the multilateral agenda
on ICTs and international security, as well as normative and policy developments within the EU, and
have involved multiple stakeholders.23 The EUISS has also facilitated a Canada–Europe Track 1.5 on
Emerging Tech and Cyber Policy,24 and Konrad Adenauer Stiftung (KAS) facilitated an Australia–Europe
Track 1.5 Cybersecurity Dialogue in cooperation with the Australian Strategic Policy Institute (ASPI) in
2020.25
Other important semi-formal dialogues on cyber-related issues involving multiple stakeholders that
have played important roles in identifying, addressing and socialising new challenges emerging
around the technologies include the ‘Cyber Dialogue’ organised by the Canada Centre for Global
Security Studies at the Munk School of Global Affairs, University of Toronto from 2011 to 2014. This
was the first gathering of its kind to bring together a mix of influential global leaders from
government, civil society, academia and the private sector to discuss cyberspace security and
governance matters, with a specific emphasis on human rights. 26 In parallel with discussions emerging
at the UN, the Munk School at the University of Toronto also partnered with MIT-CSAIL and Harvard
Kennedy School in 2011 to organise the more closed yet equally influential annual norms workshop.
The initiative brought together government officials, largely from foreign affairs and including a
burgeoning number of ‘cyber ambassadors’, with academics and think-tank representatives from
North America, Europe, Australia, India, Japan and the Republic of Korea, many of whom were also
participating in several of the official or semi-official dialogues mentioned throughout this paper. The
Discussions were facilitated by the International Institute for Strategic Studies (IISS) and the China Institutes of Contemporary
International Relations (CICIR). A 2015 UK–China joint statement included commitments to cooperation on cyber:
https://www.gov.uk/government/news/uk-china-joint-statement-2015
22
For examples of the agendas and framing of the Sino-European dialogues, see: https://hcss.nl/news/8th-sino-europeancyber-dialogue-secd-takes-place-in-beijing/
23
For more information on EU Cyber Direct Consultations, see https://eucyberdirect.eu/events?category=cyber-consultations
24
See agenda: https://www.iss.europa.eu/sites/default/files/EUISSFiles/Canada-%20EU%20Agenda.pdf
25
See agenda: https://www.kas.de/en/web/australien/veranstaltungen/detail/-/content/3rd-europe-australia-1-5-trackcybersecurity-dialogue
26
For examples of the agendas and framing of these conferences, which ran from 2010 to 2014, see https://cyberdialogue.ca/
21
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first such meeting expressly noted that it was ‘inspired by the 2010 United Nations recommendation
that nations discuss behavioural norms for cyberspace whose observance by state actors would
reduce the risks of misunderstanding and conflict’.27 This workshop and those that followed generated
exchanges and informed views on the contents of such norms, and also helped generate new ideas
and address emerging challenges ahead of future UN or other official or semi-official meetings such
as the so-called ‘London process’28 or the cyber-related elements of the annual Shangri-La Dialogue.29
In Asia and Australia, think-tanks such as the Observer Research Foundation (ORF) and the Australian
Strategic Policy Initiative (ASPI) have facilitated cyber-related track 1.5 talks: the former between India
and ASEAN; the latter, no longer active, between Australia and China. Semi-official meetings on
confidence building measures (CBMs) organised by the OSCE, OAS and the ASEAN Regional Forum
involving non-state actors have played a similar role during the same period, as has UNIDIR's annual
Cyber Stability Conference.30
Non-governmental organisations not traditionally involved on these issues are also engaging,
expanding their own conflict prevention portfolios to include the cyber-related issues they
increasingly encounter in their daily operations. One example is the Geneva-based Humanitarian
Dialogue Centre, which in 2019 identified a window for facilitating engagement on confidencebuilding measures in the Gulf region.31

3.2

Track 2 Dialogues

Think-tanks and academic institutes have facilitated numerous cyber-related track 2 discussions with
counterparts in different countries. An early example of this form of engagement is the EastWest
Institute’s dialogue with Russian academic counterparts resulting in the joint publication of a report
on terminology for cyber and information security in 2011.32 Over the past decade, these kinds of
informal engagement have moved beyond discussing terminology (although the issue still emerges
again and again) to studying existing and emerging threats and specific international law or normative
issues; exchanging views on government policy or military strategy and shifts therein; or a mix of
these.
The Roundtable on Military Cyber Stability (RMCS), run initially by MIT’s CSAIL and now by the
Ottawa-based SecDev Group, involves largely US, Chinese and Russian academics or retired
government officials and addresses a number of crisis management, operational and normative issues.
A recently established dialogue on ‘political interference’ led by the Friedrich Ebert Stiftung (FES)
Regional Office for Cooperation and Peace, RAND and RIAC has convened academic experts from
Europe, Russia and the United States to study normative options to address the issue, including when
conducted through digital means. Another track 2 cyber-related dialogue involving Japanese and
American academics from Keio CCRC and Columbia SIPA is holding monthly exchanges on norms,
For early examples of the agendas and framing of these workshops, see https://citizenlab.ca/cybernorms. For a publication on
the proceedings of the first of the annual workshops, see Hurwitz, R. (2011), ’An augmented summary: the Harvard, MIT and
U. of Toronto Cyber Norms Workshop, October 19–21, 2011’, https://citizenlab.ca/cybernorms2011/augmentedsummary.pdf
28
Held since 2011 under the name of Global Conference on Cyberspace (GCCS), most recently in 2017 in New Delhi:
https://www.internetsociety.org/events/gccs-2017/
29
See the IISS event page: https://www.iiss.org/events/shangri-la-dialogue/shangri-la-dialogue-2021
30
UNIDIR Annual Cyber Stability Conferences: https://www.unidir.org/projects/annual-cyber-stability-conference-2
31
Centre for Humanitarian Dialogue, Annual Report 2019. https://www.hdcentre.org/wp-content/uploads/2020/06/The-Centrefor-Humanitarian-Dialogue-in-2019.pdf
32
Rauscher, K.F. (2011), ‘Russia–U.S. Bilateral on Cybersecurity: Critical Terminology Foundations’ and Stern, S. (2014), ‘Critical
Terminology Foundations 2’, EastWest Institute, https://www.eastwest.ngo/idea/russia-us-bilateral-cybersecurity-criticalterminology-foundations and https://www.eastwest.ngo/idea/critical-terminology-foundations-2
27
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crisis management, data flows and trust, and technological innovation throughout 2021. And,
although they are outside the security realm, some organisations have focused on promoting
cooperation on digital economy-related issues through track 2 dialogues. These include, for instance,
a track 2 initiative involving the National Committee on US–China Relations and the Guanchao Cyber
Forum, which brings together business representatives and former government representatives from
both countries and is centred on identifying cooperative means to address challenges affecting
corporations doing business globally.33
There is also growing evidence of cyber-related issues being integrated into track 2 dialogues that
cover broader issues relevant to strategic stability or conflict. For example, in 2014, the EastWest
Institute and Moscow State University published the results of research conducted at a track 2 level on
measures of restraint for reducing cyber-related risks to civilian nuclear infrastructure.34 More recently,
the Institute for U.S. and Canadian Studies of the Russian Academy of Sciences has engaged with the
Nuclear Threat Initiative on ‘the cyber-nuclear nexus’.35 Then there is the CSIS-facilitated strategic
dialogue between US and Russian experts, the final report of which noted the need to ‘integrate
cybersecurity into broader crisis instability scenarios rather than treating [it] separately’.36

3.3 The Fluidity of Multi-track Diplomacy
Some cyber-related track initiatives may start as track 2 but intermittently or gradually morph into
more semi-official forms of engagement. The CSIS-CICIR and Sino-European dialogues referenced
above are examples of this. Other examples include the Republic of Korea–China–Japan track
dialogue, which moves back and forth between a semi-formal and informal format, focusing on issues
identified by the core conveners ahead of each meeting. Another has involved the CEIP-facilitated
initiative on protecting the financial system from cyber threats. 37 While not directly an international
security issue, the initiative studied threats affecting the financial system with potential international
security implications, and measures it could promote at government level and within the relevant
financial institutions to mitigate these threats.
Yet other cyber track dialogues may emerge from an existing track 1.5 dialogue. For instance, a track
2-level sub-working group involving the EastWest Institute and the Russian Institute of International
Information Security Issues at Moscow State University (MSU) resulted from the GarmischPartenkirchen International Forum on the Problems of International Information Security, producing a
report on advancing norms in cyberspace.38
Finally, different diplomacy tracks, including track 1.5 and track 2 initiatives, have been availed of by
individual researchers, national governments or multi-stakeholder initiatives to promote specific ideas
See https://www.ncuscr.org/program/us-china-track-ii-dialogue-digital-economy/2020
East-West Institute and the Russian Institute of International Information Security Issues at Moscow State University (MSU),
partnering in the framework of the International Information Security Research Consortium (IISRC), January 2014, ‘A
Measure of Restraint in Cyberspace: Reducing Risk to Civilian Nuclear Assets’.
https://www.eastwest.ngo/sites/default/files/ideas-files/munich2014.pdf
35
‘Kiberugrozy bezopasnosti jadernogo oruzhija v kontekste rossijsko-amerikanskih otnoshenij’; ’Cyber threats to the security of
nuclear weapons in the context of U.S.-Russian relations’. https://mgimo.ru/about/news/departments/kiberugrozybezopasnosti-yadernogo-oruzhiya-v-kontekste-rossiysko-amerikanskikh-otnosheniy/
36
Oliker, O. (2018), ‘U.S.–Russia strategic dialogue on crisis stability (2017–2018)—final report’, CSIS.
37
For detailed information on the initiative, see https://carnegieendowment.org/specialprojects/protectingfinancialstability/
38
Streltsov, A.A. & Tikk, E. (2020), 'Methodological issues of the application of norms, rules and principles of responsible
behaviour of states to promote an open, secure, stable, accessible and peaceful ICT environment', EastWest Institute and
the Russian Institute of International Information Security Issues at Moscow State University, partnering in the framework of
the International Information Security Research Consortium. See also tweet by Oleg Shakirov, Pir Centre, 5 October 2020,
https://twitter.com/shakirov2036
33
34
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or views. Take, for instance, the ‘non-interference with the public core of the Internet’ concept, a
particular instance that demonstrates how concepts and ideas from the research community are
socialised to inform policy and diplomatic engagement.39 Having started as a research project at the
Scientific Council for Government Policy (a Dutch think-tank that legally requires the government to
formally react to research it has commissioned), the ‘public core’ concept caught the attention of the
Dutch Ministry of Foreign Affairs and its adjacent Cyber Task Force. 40 It was subsequently presented
and discussed at a range of cyber-related conferences as well as closed official and track 1.5 meetings
throughout 2016 and 2017.41 Its somewhat organic trajectory continued with a formal endorsement
by the Dutch government, which in turn inspired policy and strategy documents prepared by the
Ministry of Foreign Affairs. It was consequently picked up by the Dutch-funded Global Commission on
the Stability of Cyberspace (GCSC).42 At a more formal level, the concept was proposed by the Dutch
Expert to the 2017 UN GGE process and has since been incorporated into the EU Cybersecurity Act of
2019, the EU’s NIS directive, and figures in the discussions on critical infrastructure-related norms in
both the UN Open-Ended Working Group (OEWG) and the UN GGE 2021 reports.43 Although the
terminology used in the original proposal has shifted in line with the vagaries of multilateral
negotiations, the concept remains largely the same.
Similarly, the GCSC, which in 2019 presented its final report on proposals for norms and policies to
enhance international security and stability and guide responsible state and non-state behaviour in
cyberspace, continues to use several official and semi-official diplomatic platforms to ‘place its
findings in the context of ongoing global efforts to enhance international security in cyberspace’.44

3.4 Assessing the Value of Track 1.5 and Track 2 Diplomacy
Several of these track dialogues were brought to a close having attained their intended objectives or
due to the suspension of engagement at the official level. Others have petered out or have been put
on hold due to the pandemic. Yet others are taking off again or being initiated. Regardless of their
current status, there is a general perception that the contribution of many of the early track dialogues
to the identification, treatment and socialisation of issues relevant to ICTs/cyber and international
security over the past decade has been important, even if questions abound as to the persisting value
of such mechanisms in light of a shifting international context and deteriorating relations between the
major powers.
There have, nonetheless, been few assessments of their actual value and contribution to the broader
strategic engagements of the countries involved, in part because they are generally conducted behind
The notion of a public core of the Internet refers to the protection of the general availability or integrity of the internet’s
shared and central functions, including packet routing and forwarding, name and numbering systems, cryptographic
mechanisms of security and identity, and physical transmission media such as cables and datacentres.
40
Broeders, D. (2015), The Public Core of the Internet: An international Agenda for Internet Governance. Amsterdam University
Press.
41
These included the CyFy conference in India, the International Conference on Cyber Conflict (CyCon), the Center for Strategic
and International Studies (CSIS) in the United States, the Fundação Getulio Vargas (FGV) in Brazil, the United Nations
Institute for Disarmament Research (UNIDIR) in Geneva, and at the Sino-European Cyber Dialogue (SECD), all of which
served as opportunities to develop and socialise the idea to a range of stakeholders as well as the wider international
community.
42
The norm proposed by the GCSC is as follows: ‘Without prejudice to their rights and obligations, state and non-state actors
should not conduct or knowingly allow activity that intentionally and substantially damages the general availability or
integrity of the public core of the Internet, and therefore the stability of cyberspace.’ Global Commission on the Stability of
Cyberspace (2017), ‘Definition of the Public Core, to Which The Norm Applies’, https://cyberstability.org/wpcontent/uploads/2018/07/Definition-of-the-Public-Core-of-the-Internet.pdf
39

UNGA, A/76/135 (2021), https://front.un-arm.org/wp-content/uploads/2021/08/A_76_135-2104030E-1.pdf and UNGA
A/AC.290/2021/CRP.2 (2021), https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
44
The GCSC final report proposes a framework to advance cyber-stability, including a set of four principles, six
recommendations and eight norms that address critical elements of implementation, monitoring and accountability. It is
available here: https://cyberstability.org/wp-content/uploads/2019/11/GCSC-Fact-Sheet.pdf
43
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closed doors, making it difficult to access the people and the data that would be needed to properly
analyse such forms of engagement. The only publicly available lengthy treatment of diplomatic
engagement on cyber-related issues is a RAND study from 2016. Entitled ‘Getting to Yes with China in
Cyberspace’, it analyses interactions between the US and China on cyber-related issues in the years
prior to the Obama–Xi agreement and explores U.S. policy options for managing relations with China
in this policy area. While mainly focused on elements of official engagement, it also includes a section
on the semi-official CSIS–CICIR cyber-related track dialogue referred to above.
Furthermore, and as noted earlier, there are limited insights into how relevant actors in non-Western
states perceive secondary forms of diplomacy such as track 1.5 and track 2 dialogues. This applies
equally to cyber-related track diplomacy, making it difficult to really assess their utility and efficacy
from the perspective of all parties involved. Nonetheless, among those we interviewed or engaged for
the purpose of this project, perceptions of ‘success’ or of what would constitute an ‘effective
engagement’ tend to span a spectrum of views bounded by two polarised positions not unfamiliar to
those working in other policy areas. The first focuses on the sometimes intangible benefits of the
process itself, the socio-political effects on often antagonistic participants. Historically, this has been
the dominant view. At the other end of the spectrum is the issue of tangible outcomes, preferably
those linked to concrete policy objectives, or influencing positions in multilateral fora. While tangible
benefits or contributions such as concrete policy outcomes may not always arise, it is widely perceived
that track 1.5 and track 2 dialogues can contribute to the international security agenda in subtle but
meaningful ways. They can be opportunities for exploring common ground or raising concerns about
specific developments or topics. They can be used to exchange views on national doctrine, policy,
strategy or legislation; for understanding how others perceive issues or determine priorities; for
information gathering; for signalling red lines; for socialising national views on global norms and
standards of expected behaviours; and in establishing crisis management protocols, including crisis
communication channels, all of which can contribute to existing bilateral, plurilateral or multilateral
trust and confidence-building goals. They can also serve to advance research, raise awareness or build
the capacity of participants.
Despite these perceived benefits, the interviews and research highlighted some significant practical
challenges that have limited the utility and efficacy of these forms of secondary diplomacy. In addition
to an increasingly complex geopolitical environment and the obstacles the pandemic continues to
pose, these include practical challenges relevant to participating in a dialogue (e.g. national securityrelated consular and legislative obstacles); an absence of political agency on the part of the conveners,
facilitators and others involved; the time it takes to yield results; the ability to influence change at
critical political junctures; and resource and management issues.
The following section provides a more detailed insight into the desk research and interviews
conducted between November 2020 and August 2021. During that period, we interviewed or
consulted with diplomats that have engaged in multilateral processes relevant to ICTs/cyber and
international security, European Commission officials, and experts from government, think-tanks and
academia in Australia, Belgium, Brazil, China, Estonia, Germany, the Netherlands, Poland, the Russian
Federation, Republic of Korea, Switzerland, the United Kingdom and the United States who have been,
or are currently engaged in, cyber-related track dialogues relevant to national, regional or
international security. Their roles included funding, convening or participating as government
representatives, policy specialists or subject-matter experts in the dialogues.
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4
Delving Deeper: Unpacking Cyber-Related Track 1.5 and Track 2
Diplomacy
As highlighted in the timeline above, the more recent cyber-related track 1.5 and track 2 dialogues
have involved a mix of engagements among like-minded countries or between peer competitors.
Most track dialogues involving ‘adversaries’ have petered out or have been put on hold for political
reasons or due to the pandemic, and are taking off again. What follows is a discussion on the most
important challenges relevant to such dialogues that have emerged from our discussions with
interviewees: from core principles to mandate and political agency, entering into a track dialogue,
determining whom to invite, funding and designing the process, managing expectations and
unexpected problems, and knowing when to bring a dialogue to an end.

4.1

Fundamental Dialogue Principles

Minimising distrust and ambiguity are common objectives of international relations. Track 1.5 and
track 2 cyber-related dialogues will typically focus on developing a level of trust among participants
so that they feel able to discuss potentially contentious topics in a way that allows for an open
exchange of ideas and a safe space for problem solving. Needless to say, the principle of trust is often
over-idealised, sometimes clouding out the more complex, political aspects of such dialogues. If the
objective is to build trust within a dialogue, a few basic issues need to be borne in mind, as follows:
Clarity/ transparency of objectives. While objectives might shift over time, being frank and
transparent about why you want to engage with a specific party and/or on a specific topic contributes
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to building confidence in the process. It is also helpful if there is mutual transparency about funding
sources as this can signal what interests, values and objectives are in play.
Robust confidentiality—a tacit or explicit agreement on how, when and with whom, ongoing
discussions and final outcomes of the dialogue are to be shared is often crucial for building trust
between participants. This can sometimes mean that written outputs from the dialogue may need to
be quite constrained or that no written outputs will be circulated or published beyond the parties
involved in the dialogue.
Respect for differing positions allows a dialogue to progress even when the two parties have
differing views, for instance on the agenda or where to meet. Not rushing the process and spending
time working things out with other delegation(s) (while remaining attuned to delay tactics) is
necessary and helpful for adjusting the direction of
the dialogue when blockages are encountered.
Promoting frank, yet respectful dialogue among
participants is equally important for understanding
Trust is a politically loaded/expedient
positions and identifying ways to overcome
blockages.
word in international affairs […] [It

“

is] not meant to signify naive
engagements, but rather expresses
the goal of having at least one partner
in dialogue that is minimally
consistent and can reliably convey
her/his government’s position…
Anonymous Interview data

Taken together, these can contribute to the
credibility of the dialogue with regard to its mandate
and stated objectives: credibility in each party’s
understanding of the other(s), its interests, its policies,
how it functions internally, its limitations in meeting
objectives; credibility with regard to people (the
expertise brought to the table); and credibility with
regard to process (in organising, designing and
facilitating such complex engagements).

4.2 Entering into a Dialogue
While there is a perception that cyber-related dialogues abound today, only a few really focus on
problem-solving and trust-building on issues relevant to international security and stability. At the
same time, the growing centrality of cyber-related issues to states’ national security interests and,
potentially, to conflict limits the number of entry points or ‘windows of opportunity’ for dialogue on
the most relevant or pressing issues. As with other areas, these entry points or moments are often
associated with particular developments. For instance, certain geopolitical shifts may directly
influence the calculations of the governments supporting such dialogues.
The short period of cooperative engagement that emerged between the Russian Federation and the
United States around 2010 eventually led to the aforementioned agreement between the two powers
and contributed significantly to progress within the OSCE, leading to two important OSCE Council
Decisions on confidence-building measures aimed at preventing the risk of conflict stemming from
the use of ICTs by states.45 It also contributed to advancing norms of responsible state behaviour
within the United Nations General Assembly’s First Committee and its GGEs. Track 1.5 and track 2
dialogues on cyber-related security matters involving academic experts and sitting or former officials
fed into these formal processes.46
See PC.DEC/1106, ‘Initial set of OSCE confidence-building measures to reduce the risks of conflict stemming from the use of
information and communication technologies’ (3 December 2013) and PC.DEC/1202, ‘OSCE confidence- building measures
to reduce the risks of conflict stemming from the use of information and communication technologies’ (10 March 2016).
46
See UNODA, ‘Developments in the field of ICTs in the context of international peace and security’, which provides links to all
relevant documentation: https://www.un.org/disarmament/ict-security/
45
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Another entry point into such track 1.5 or track 2 cyber-related dialogues could be an increase in
activity that is viewed by one or both countries as potentially destabilising or impacts on other areas
of national interest, including the economy. The Obama–Xi agreement on intellectual property theft
and subsequent endorsing statements within the G20 is a case in point. Again, track 1.5 dialogues
involving experts and officials from both countries are perceived to have contributed to enabling this
agreement and its subsequent socialisation.
Other possible entry points can include an uptick in the potential harm certain behaviours pose to
civilians (e.g. targeting of infrastructure providing essential services to the public); revelations of
capability or declarations of intent, for which one or other party may seek clarification; changes in a
country’s leadership or strategic direction, or leadership changes in a government institution that
remove prior obstacles (political or financial) to engagement at formal and semi-formal levels; or a
change in the actual leader or convenor of a dialogue, which can bring new energy into a stagnant
process or direct fresh energy to new or emerging issues when earlier dialogues have run their course.
These initial entry points can, in turn, have multiplying effects. For example, there appears to be broad
consensus among those interviewed that developments within the UN General Assembly First
Committee, the GGEs and regional organisations such as the OSCE, the growing complexity of
threats and the cost and harms of their effects, as well as revelations or perceptions of state
espionage and offensive capabilities that emerged over the decade spanning 2005–2015 have
together provided important entry points into official and semi-official track dialogues and vice versa.
This situation has become ever more complex since then, and for many, the argument for semi-formal
and informal track dialogues becomes all the more compelling, if properly coordinated.
Once an entry point has been established, multiple channels can be availed of to get a track 1.5 or
track 2 dialogue off the ground. They can be initiated formally (via embassies, line ministries or formal
interaction between officials) or semi-formally (via respective ‘handlers’ or similar). They can also
emerge through informal channels that are relatively disconnected from official state actors. These can
include think-tanks, academia or other research institutes. Identifying which track to use as an
entry point is an important initial decision, usually driven by an assessment of the environment for
formal talks.

4.3 Mandate and Scope
Having a direct mandate from or a strong connection to the policy level for initiating a track dialogue
confers an important degree of legitimacy on the dialogue and differentiates it from other kinds of
meetings (some of which may also be labelled as ‘dialogues’).
Identifying an appropriate set of topics and end goals for a track dialogue is a critical first step, as it
allows one’s own delegation to enter the dialogue with clarity as to its mandate. A clear understanding
of what the team collectively is out to achieve helps delegation members stay focused on key issues.
This can be particularly important when the team does not have time or resources to spend
comprehensively planning for a dialogue or when new issues and members with specific expertise are
introduced.
Our interviewees reported having participated in cyber-related track 1.5 and track 2 dialogues focused
predominantly on exchanging or clarifying views, approaches and positions, and sometimes
reaching common understandings, on one or several of the issue areas outlined in the table below.
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Some interviewees noted that it can be useful for delegations to have access to a well-researched
background brief on the experiences and outcomes of similar dialogues, why there is a need for
further engagement, and where exactly the gaps are in a network of similar meetings and discussions.
Such briefs can be particularly useful to policy-makers who are new to the portfolio, or who wish to
revisit a topic or a proposal later. Notably, background briefs can contribute to establishing clear
objectives and a rationale for the talks that can be communicated both within the group and
externally. These objectives can be quite specific and tangible (a challenging policy issue, such as one
of those listed above, or new developments at the international level, such as within the UN or
regional organisations) and most beneficial when there is a meaningful channel to the formal policy
body to address those issues. Objectives may be much more amorphous: for example, establishing or
maintaining open communication, deepening mutual understanding and building trust.
In either case, understanding the objective(s) is important for each party to assure its delegation
membership has the necessary expertise, knowledge and skills. And, perhaps most importantly,
these dialogues should begin with an understanding that it could take years to achieve even the most
minimal goals, but that the investment of time and resources can help build the confidence and trust
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crucial to reaching a political agreement in the longer term and, in the most optimal of circumstances,
sustaining adherence to it.
Once the proper entry point is determined and objectives are tentatively agreed, setting up a dialogue
can be complicated and time-consuming. In many instances, it can take a couple of years from first
contact to the first actual meeting. It is often the case that dialogues attempting to influence an
official policy process will take longer to set up because of the political sensitivities of the states
involved.

4.4 Funding and Funders
The convenors of any dialogue must ensure that adequate funding is in place before launching the
process. In particular, caution should be taken in funding supporting mechanisms if there are limited
resources for official follow-up and engagement. While these engagements are not particularly
expensive, sustainable funding is required to establish a pattern of regular, predictable engagement
most conducive to building relationships and fostering open communication. Expectations not met as
a consequence of funding constraints once the dialogue is already under way can backfire, potentially
with political consequences.

4.4.1

What needs to be costed

Often, funders do not necessarily know what they are seeking to achieve when they decide to allocate
resources to such dialogues. Sometimes the only objective is engagement, in the hope that this will
lead to something more concrete. This can create challenges for the convenor, but also provides
opportunities for exploring topics and approaches, as long as risks are well calculated and
appropriately managed.
As with non-cyber-related track dialogues, the costs associated with cyber-related dialogues include a
degree of administrative overhead (for the convening and/or facilitating organisation(s) for
leadership, planning and coordination), meeting venue (sometimes isolated hotels), travel,
accommodation, meals and trust-building social outings. On occasion, additional costs might be
required if, say, a joint publication is an objective of the dialogue, or if translation or interpreting
services are required. In many instances, costs are shared between co-convenors, with each party
taking turns to cover the costs of the visiting delegation; in others, they may be covered entirely by
one party. In some instances, participants may be paid for contributing their time and expertise. While
many academics and policy practitioners will generally not seek remuneration, many believe that
compensation for members of delegations should be considered in overall budgeting and
planning, even if just an honorary fee. This can influence who shows up and invests time and effort in
the initiative.
Track 2 dialogues tend to cost less, although those costs may vary depending on the degree of
formality within the usually more informal think-tank or academic format, which in turn depends on
the culture of each organisation (and country). Track 1.5 dialogues are often perceived to be more
expensive, since they involve some form of official government representation and the associated
expenses. At the same time, most government representatives tend to cover their own costs, which
lowers the burden on the convening organisation(s).

4.4.2 Sources of funding
Many of the organisers of track 1.5 and track 2 dialogues discussed the difficulties of securing reliable
funding for these forms of secondary diplomacy. While foundations tend to be good sources of
funding and are generally perceived as objective, they are few and far between outside the United
States. Other options included funding from the regular budgets of the host think-tanks or academic
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institutions, regional organisations (in particular, the EU), national governments and the private sector,
including, but not limited to, technology companies.
Funding from each of these sources comes with its own opportunities and challenges, particularly
the need to minimise top-down intervention in the agenda. Depending on the circumstances, funders
can seek to control the process, micro-managing every detail. In the best of cases, they do not involve
themselves unless absolutely necessary. Insisting on a hands-off approach means that both public and
private funding can be difficult to attract and sustain. In all cases, transparency around funding
sources is critical to the viability of track dialogues, particularly on cyber-related issues where basic
trust (even among like-minded countries) can be lacking.
For governments, funding a cyber-related track dialogue can have instrumental value. However, if the
only reason for funding a dialogue is to promote a specific position, its problem-solving and trustbuilding potential can be undermined from the outset. Such investments are often better left to
traditional public diplomacy efforts. Similarly, direct government funding is generally viewed positively
as long as officials do not seek editorial control of the agenda or outputs (such as joint publications).
Sometimes the source of funding within government can also pose challenges or problems for
members of delegations, particularly if the funding is being sourced from a security agency. Funding
from other governments can also cause problems, potentially leading to suspicion or accusations of
foreign influence.
An extension of funding after a first phase is often one of many indications of whether a process is
delivering on its objectives and sustaining the interest of policy-makers. If the dialogue is not
delivering useful outcomes for the policy community, continued government funding can be
problematic, especially in states where the expectation of public accountability for funding initiatives is
high. It can also send the wrong signals regarding willingness to engage on specific issues.
Mirroring trends in other policy areas, many convening organisations have turned to the private
sector for financial support. This can work well in certain circumstances. However, such funding can
also come with risks and challenges, the most important being the possibility that the other parties
perceive such support as officially endorsed. Private sector funding can be accompanied by
expectations (influencing the agenda and the participant list, the issues to be discussed, where and
when a meeting is held), which can be highly problematic for both official and secondary forms of
diplomacy. Funding from technology companies in particular could have political and legal
implications, especially for government employees, and could create reputational problems for thinktanks and academic institutions as it raises questions of objectivity and bias, and again, depending on
the context, can potentially lead to accusations of foreign influence. Hence, both participant types will
want to ensure that they are not being directly or indirectly instrumentalised, or viewed as supporting
commercial interests or the policies or normative views of another government through such funding.
This is all the more important in the current environment, as governments increasingly associate
technology companies with the positions (or security agencies) of their ‘home’ state.
This is not to say that such companies should not fund or otherwise support such dialogues. After all,
their products, or rather the exploitation of vulnerabilities in their products and other such problems,
are often the raison d’être of cyber-related track dialogues in the first place. Moreover, the companies
generally have greater insights than states into threat actors and how they operate, therefore making
their engagement, even if indirect, critical to any response and likely of interest to participating
delegations. In some instances, an expert group meeting or a session of a track 1.5 or track 2 dialogue
on a very specific issue may lend itself to private sector funding (e.g. exchanges of experience on
coordinated vulnerability disclosure; protection of land and submarine cables; normative restraints
relative to private sector behaviours; exchanges on tactics, techniques and procedures (TTPs) of threat
actors). Hence, devising ways to assess potential risks and conduct due diligence associated with such
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funding is important. This can include using specific criteria to assess the intent and value of such
contributions; ensuring transparency on the funding sources of a track dialogue, even if just within or
among delegations; and diversifying funding sources so that it is never just one company or just the
private sector supporting a track dialogue.

4.4.3 Return on investment
As with semi-formal diplomacy in other policy areas, funds are often invested in cyber-related track
dialogues with little to show in terms of concrete results. Furthermore, the return on investment may
be hard to quantify and reproduce on a spreadsheet or in a report. Yet the common-sense view is
clear: if trust is being built and one or more objectives are achieved or have produced tangible
advances, the long-term gains can be consequential, particularly where national and international
security is concerned. An even bigger return on investment occurs when track dialogues are
approached from the perspective of a broader strategy of engagement: a point addressed further
below.

4.5 People, Composition and Group Dynamics
Bringing the right mix of people to a dialogue and getting group dynamics right are essential
elements of its potential success. What exactly constitutes the ‘right mix’, however, can depend on
many factors including the context, the issues to be addressed and the objectives of the dialogue.
Good group dynamics can help prevent the process from stalling or getting bogged down in
formalities. It also facilitates trust-building within one’s own delegation and with those participating
in the other delegation(s), which in turn can enable conversations that are frank, open and
comfortable. Yet, at the same time, getting the right
people to the table, keeping them at the table and
ensuring good dynamics within and between
delegations, including ensuring that participants are
Organic discussion can be useful, but
not hostile and do not dominate the discussion but
only if you have the right people at
rather participate with an openness to listen and
the table…
engage, are often some of the biggest challenges of
Anonymous Interview data
track dialogues.

“

4.5.1

Getting the facilitator right

The challenge of ‘getting the right people’ begins before the identification or selection of participants.
Indeed, the effectiveness of a dialogue depends very much on how it is organised and the level of
legitimacy of, or trust in, the convening institution(s) and the facilitator(s) (if, indeed, the dialogue
involves a facilitator), and their respective expertise and skills. In other, non-cyber-issue areas, parties
often invite a third party to mediate discussions. Based on our interviews, however, facilitators of
cyber-related track 1.5 and track 2 dialogues tend to play more of a traditional convening role. They
act more as a moderator than as a mediator—working with a counterpart from another delegation to
set the agenda and so forth (they are often referred to as chairs/co-chairs).
Where track 1.5 formats are concerned, facilitators are also expected to have strong political agency,
connected to the ‘corridors of power’ to effectively steer a cyber-related dialogue and engage with
policy-makers and decision-makers at various levels. This can help facilitate the ‘trickle-up’ element
whereby knowledge and insights garnered at semi-official or informal level can inform policy thinking
and diplomatic approaches at more official levels. Facilitators are also expected to be seasoned
analysts, capable of covering a broad span of cyber-related topics and their geopolitical undertones;
sensitive to political, cultural and other relevant dynamics within and between delegations; adept at
navigating difficult agenda items; and capable of managing tensions should they arise. Facilitators
also need to be able to assemble a meaningful group of participants and command enough respect to
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set the tone of the dialogue and ensure everyone is comfortable. It would be very unusual for one
person to be able to cover all these skills and, therefore, a strong organising (‘Sherpa’-like) figure or a
small yet strong team that can do the preparatory work (substantive and logistical) ahead of each
meeting is generally also needed.

4.5.2 Size and balance in composition
Achieving balance in the composition of cyber-related track 1.5 and track 2 dialogues can strongly
influence the flow of discussions, especially in semi-formal formats. This is no different to other, noncyber-related track processes. Generally, large delegations can be unwieldy and lead participants to
revert to formalities or posturing, making it more difficult to leverage the opportunities that track
dialogues offer. In addition to being difficult to manage, a large delegation can complicate matters for
other delegations, especially if too many or conflicting viewpoints are shared. Smaller groups make
communication easier and provide more opportunity for trust-building, ‘exploration’ and discussion
of different topics and, potentially, problem-solving.
Similarly, depending on the nature of the dialogue (whether semi-formal or informal), a balance
between official and non-official engagement must be struck. For instance, in track 1.5 dialogues,
when there are fewer government officials present, the conversation tends to be more free-flowing;
but if there are only academics in the room, the ‘real-world’ policy relevance of the discussion is often
questioned, sometimes unreasonably so, and interest in the dialogue may recede. This is often out of
the hands of the convenor or facilitator since the relationship between academics and officials is often
dependent on the size and dynamics of the country in question. In a small country, everyone tends to
know each other and thus more informal modes of engagement tend to be easier to achieve.
Getting seniority right is also important. It helps when both delegations include participants that are
well connected to policy channels, as this facilitates the ‘trickle-up’ element critical to these dialogues.
While it may be valuable, involving too many lower-level officials or less experienced colleagues could
be interpreted as a signal that a delegation is disengaging or hedging. Hence, a balance of the two is
important and can often be achieved by engaging former officials in the dialogue.
Finally, sustaining the participation of experts in track dialogues is also difficult, especially when
government officials are involved. In some countries, officials engaged in cyber-related diplomacy
change quite frequently, undermining relationship- and trust-building as well as continuity in both
official and semi-formal dialogue processes. While it is almost impossible to counteract the churn in
the civil service, some level of continuity and experience can be achieved on the non-governmental,
think-tank or academic side through the emergence of communities of practice and regular
exchanges and interactions.

4.5.3 Diversity matters
Despite decades of commitments to ensuring more diversity and inclusion in security-related policyand decision-making, it is striking how lacking in these traits cyber-related track dialogues are in
practice. For example, in Europe and North America, few if any women or representatives of minority
groups have led delegations or facilitated any of the dialogues covered in our research, perhaps
mirroring some of the structural problems in think-tanks and academia rather than more official
cyber diplomacy, where women negotiators from across the globe are clearly taking on lead roles. For
many of those interviewed, more diverse voices and perspectives in these processes can foster
innovation and new thinking, as well as inject much-needed energy into problem-solving where
national and international security matters are concerned.
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4.5.4 Anchoring the right expertise
If a dialogue is to be effective, there must be a high (or sufficient) level of subject matter and
country/language expertise in each delegation. It is also important to understand the constitution
of the other delegation(s), including their organisation, who they might represent, and their channels
to government(s) or intergovernmental organisations developing policy and setting norms and
standards in the cybersecurity area. Having this clarity before talks begin can provide insights into
items proposed for the agenda and help define the kind of expertise that a delegation leader should
bring on board. These dynamics of expertise not only are important within a delegation but should be
considered across delegations to ensure all sides have the capacity to address the agenda items.
In real-world experience, however, facilitators do not always select the right expertise when putting
together a delegation. They may not have the authority or seniority to decide delegation membership,
or the flexibility or resources to have relevant expertise at hand when necessary. In addition, some
participants have difficulty in separating their own interests from the policy objectives of the dialogue.
Similarly, policy agendas and academic or advocacy agendas might sometimes clash within a
delegation.
For the right people to be available, the expertise must first exist in the countries of both
delegations. While the field is certainly maturing, different types and levels of expertise are required to
navigate the complex policy, legal and technical issues emerging around information technologies,
often in very different contexts, and notably as they relate to national and international security. In
some instances, the expertise (not just the funding) of relevant private sector actors (for example,
technology companies or cyber-security firms) may be necessary, depending on the agenda and the
perceived added value to both delegations of industry participation. Some participants might refuse
to participate if industry actors are involved in discussions that by their nature need to remain
confidential. Others may welcome their views, possibly more so if private sector engagement is linked
to a very specific topic or involves a balanced consortium of companies.
Culture and language expertise, including a developed understanding of how to read and interpret
(in all senses) official government documents and signals, is just as critical as subject-matter expertise,
if not more so at times. Nurturing this kind of expertise signals respect for ‘the other’. Furthermore,
without deep knowledge of context, a delegation might not know when it is being ‘played’ or taken
advantage of by the other party. Participants may miss important messages or shifts in tone, or other
signals about the direction of the talks. Yet, while there are many more subject-matter experts today
than a decade ago, there are fewer regional or country experts. For many interviewees, the gradual
disappearance of the traditional blended capacity of research and diplomacy so critical in decades
past will become increasingly problematic in the coming period.
Ensuring that members of both delegations are receptive to political and/or cultural differences is
both obvious and essential (though not always prioritised). This is a skill that is not often evident or
easy to evaluate ahead of an engagement. For instance, some actors may be traditionally formal in
their interactions, regardless of whether they represent government, academia or think-tanks, and
may not be comfortable with the informality of some Western track formats, or the frank treatment of
specific issues. This may result in excessive formalities and limited actual dialogue and discussion
during the formal meetings of the dialogue. At times, the more informal moments (lunches, coffee
breaks, social outings) can open up opportunities for discussions and exchanges, and new ‘windows of
opportunity’, but issues discussed may also be misinterpreted as representing an official view. Building
relationships through close engagement and strong organisation and facilitation is therefore essential
in order to be able to overcome formalities, navigate the informalities and provide a bridge to
meaningful dialogue on critical issues and problem-solving, if that is indeed the objective.
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Diplomatic and academic cultures also differ, a factor that influences track 1.5 dialogues in
particular. This extends to the way different cultures address specific issues. For instance, while
participants in one setting might openly question or criticise their own government’s policies or
strategies, such actions may be misconstrued or instrumentalised by the other delegation. Similarly,
ties between the government and academia or think-tanks can be tighter or looser, depending on the
political system of each delegation. Evidently, this influences who participates and the degree of
openness and fluidity of any given dialogue.

4.6 Process Design
4.6.1

Format

Until the onset of the pandemic, and as with most policy areas, practically all cyber-related track
dialogues were conducted in person, involving the physical presence of delegations. The pandemic
saw the dialogues that were ongoing or being planned come to a sudden halt. Since mid-2020, a
number of think-tanks have relied on virtual means to sustain their engagements with participants.
This option tends to be somewhat effective when a relationship has already been established between
conveners and between participants. However, most interviewees noted the prevailing importance of
in-person or at minimum hybrid options for advancing discussions, especially as official-level
meetings take off again. Interviewees agreed that the vagaries of the virus will likely be a complicating
factor for diplomacy—official and non-official—in the coming years, especially at the initial phases of
engagement, although important lessons can be derived from practices emerging in the traditional
conflict mediation field.

4.6.2 Objectives/agenda-setting
A well-designed track dialogue commences with the identification of an objective—the problem that
needs solving. This requires a sharp understanding of the differing views of and positions on the
problem, which can be process-related or more substantive in character. It also involves identifying
pathways to getting different actors to the official negotiating table or specific topics on the agenda,
including after a period of disengagement. It involves identifying transparency measures that can
help clarify positions and facilitate exchanges on national doctrine, policy, strategy and law, all of
which can help increase predictability and avoid misinterpretations. And it can involve identifying and
possibly exercising crisis management mechanisms.
Unfortunately, however, several interviewees lamented the fact that many recent or ongoing cyberrelated dialogues tend to be more activity-focused (e.g., using them just for the sake of engaging, or
to promote well-known positions) than objective-focused. This can stand in the way of actual
problem-solving. At the same time, there can be some value in repeating well-known positions, as it
reinforces red lines, while also providing an opportunity for clarifying why they are red lines.
It is equally important to set realistic objectives. Track 2 dialogues, in particular, can give rise to
expectations that have limited chance of being met, with goals often ‘outside the realm of the
politically possible’, and expectations of magical transformations in policy or positions (e.g., on
international law-related issues) and the wielding of decisive influence on bilateral relations and
domestic policy.
Track dialogues must also be able to adjust objectives in light of new developments. For instance, the
threat environment is constantly evolving. A growing range of multilateral negotiations now have
cyber dimensions around which greater insights and clarity would be of great value to policy-makers.
To this end, a well-designed track dialogue may also require a sound plan or strategic framework to
help steer delegations towards their objective, keep the dialogue focused and realistically grounded,
or shift strategy and tactics if needed. Some dialogues may need regular, informal conversations with
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government officials to clarify and exchange views on the objectives, identify topics that would
benefit from further discussion, exploration or research, and set boundaries.
At the same time, the facilitator should maintain an element of flexibility, giving participants space to
discuss or say things that are, in a sense, ‘off the record’. Conversely, if not managed properly,
unstructured engagements can backfire, so there should always be a well-managed balance between
preparation and organic debate. This will often entail studied preparation, including playing through
different scenarios, strategising around possible outcomes of the event, and/or preparing briefs.
Again, such preparation can be part of a broader strategic plan to frame the engagement.

4.6.3 Preparation and coordination within one’s own delegation
According to our interviewees, track dialogues can differ significantly in terms of the preparation and
coordination required to run them, but equally the views of participants differed, with some preferring
more informal, organic organisation and others preferring a more structured and coordinated
approach. All agreed, nonetheless, that a lack of preparation and coordination on agenda items and
other substantive elements of the dialogue negatively impacts group dynamics, can prevent a
delegation from working cohesively as a team and can make the engagement feel more like an
academic workshop. In some dialogues, not even advanced coordination calls are organised.

“
They have done their homework,
read our papers; know what our
policies are…
Anonymous Interview data

Such a lack of preparation can carry significant risk
when one or more delegations come highly prepared,
coordinated, fully briefed and presenting detailed
proposals. The failure to properly prepare can be
exploited by the other delegation, allowing them to
manipulate the agenda and dominate or side-track
discussions.

While it is difficult to pinpoint the exact reason for this lack of preparation and coordination within
some of the dialogues discussed with experts, a number of useful suggestions were put forward to
manage associated risks. These include establishing coordination protocols from the outset. This
might entail establishing a steering committee, organising calls involving members of the delegation
ahead of, during and after an engagement, and developing and sharing briefings or background
papers ahead of meetings. The degree of formality of these measures will evidently depend on the
character of the dialogue in question. Where semi-formal dialogues are concerned, they can help
improve coordination of objectives and strengthen cooperation between policy-makers and
academic specialists on a specific issue, contextualising it within a specific country, region or group of
countries, and clarifying its direct relevance to policy or broader strategic objectives. From a longerterm perspective, other suggestions include conducting more in-depth comparative research on
different kinds of coordinating mechanisms and protocols and their perceived contribution to
previous dialogues, cyber-related or other.

4.6.4 Coordination/agenda-setting with other delegation(s)
The effectiveness of track 1.5 and track 2 dialogues is also shaped by relations between convenors
(in cases where the dialogue is convened by more than one organisation) and their engagement in the
process. Some may be hands-on, fully engaged at every step; others may be content with getting their
people in the room. In some contexts, one delegation may welcome the other delegation taking the
lead as it may not have the internal coordination structures, whether informal or formal, to take on
this task. Again, a skilled facilitator is needed to understand and navigate these issues.

31

Quiet Conversations: Observations from a decade of practice in cyber-related track 1.5 and track 2 diplomacy

Most interviewees agreed that a dialogue is more effective when convenors or organisers collaborate
in setting the agenda, agreeing on the items to discuss and the issues for which they seek clarification
and developing a tacit understanding of what would be sensitive for the respective delegations. This
‘soft intelligence’-gathering function can be
complicated, especially when trust is low, and can also
be very time consuming. Yet such an approach is
important for understanding priorities and red lines,
It was very frustrating... The time it
the very issues that, if misconstrued, can block
coordination within the dialogue and, importantly,
took to develop the agenda was a very
undermine coordination with the official level.
strong signal that they were

“

uncomfortable with some of the

Jointly determining the agenda items will always be
complicated by the policy preferences of each
delegation. Often, one or other party will insist that
Anonymous Interview data
first engagements focus on developing joint
terminology, definitions or concepts. This is undoubtedly an important, but by no means easy, starting
point. Indeed, differences between delegations on the most basic of terms may become an obstacle
to making progress on key substantive issues and may be interpreted as a delay tactic by one or other
delegation. Setting out or agreeing on differences in understanding and then moving on might be
preferable. Alternatively, the parties might agree on a more flexible, ad-hoc approach to the agenda in
which exploring the parameters of issues and contributing to the knowledge of all participants (by
bringing in outside experts, for example) can help enhance cooperation and transparency and narrow
gaps, rather than enlarge differences.
issues we were proposing.

Conveners may also want to agree on tactics to avoid a dialogue becoming overly doctrinal (i.e.
pushing out positions through endless statements). They may agree to use the strategy or position of
a third country as a comparative starting point (e.g. its military cyber doctrine, national cyber-security
strategy, approach to essential infrastructure sector categorisation), and, from there, open up the
possibility of discussing and understanding differences and commonalities in how each party
interprets it. They may also need to agree on the tactics for communicating (or not communicating)
specific outputs or outcomes of a dialogue, or its individual meetings. For instance, some delegations
may want a detailed record of what was discussed or agreed, while others may be very reluctant to
put anything on paper. Delegations could agree to publish a pro-forma joint brief noting that the
meeting was held, and perhaps even the topics discussed, after each meeting or round of meetings.

“
The closer a scenario gets to reality,
the more sensitive delegations can
become… [D]on’t make the same
mistake we made, using a cyberattack scenario implicating the
government of the other delegation.
Anonymous Interview data

Once a degree of trust is established, conveners may
seek to collaborate on a specific topic, sharing white
papers or briefs as a basis for discussion. They may
eventually agree to more creative approaches to
problem-solving, such as table-top, scenario or
simulation exercises, although these should be
approached with tact and caution. The ensuing
discussion can help identify similarities or differences
in perception of the incident and explore potential
cooperative response options, again providing
insights into the perspectives and degrees of flexibility
of the delegations.

When significant disagreements emerge, or when there is a need to break issues down into more
manageable parts, there may be room to establish subsidiary working groups involving technical
experts (e.g. on how international law applies to different stages of a cyber operation). These too
should have clear goals and timelines agreed by both delegations.
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Lastly, an effective and non-confrontational dialogue can depend just as much on seating
arrangements as agenda-setting and problem-solving. While it may be necessary to place delegates
opposite each other during a first meeting or first round of meetings, a gradual shift towards more
informal seating arrangements can have an important impact on the dialogue, allowing participants to
engage and collaborate more freely. Equally, social outings and cultural events can provide important
opportunities for delegation members to connect on a smaller, more personal scale, and can provide
possibilities for signalling or resolving issues that might have emerged during the more formal
sessions or on the official track 1 agenda.

4.7 Connecting the Dots: Track 1.5 and Track 2 Dialogues and Broader
Strategic Engagement
In most cases today, the relationship between official track diplomacy and secondary diplomatic
initiatives is quite limited. Indeed, in comparison to a decade ago, they are rarely part of a deliberate
multi-track strategy. There appears to be no coordination of objectives, participants, progress and
achievements within countries (with notable
exceptions such as China), or among allies or likeminded countries and relevant stakeholders engaged
in or entering into track 1.5 or track 2 dialogues.
There was a significant amount of
Generally, most experts and policy-makers have
limited awareness of the existence, purpose and
reluctance to even share
outcomes of other dialogues, and the few efforts to
participant/delegation lists. Egos got
foster some manner of informal coordination have
in the way and there was a glaring
met no success. At the same time, some interviewees
clarified that this reluctance to exchange information
lack of interest and will to work
or coordinate may be driven by political sensitivities,
together or share information.
especially if one is being asked to share with persons
Anonymous Interview data
one is not familiar with and whose ultimate goals are
not transparent.

“

Moreover, many interviewees lamented the lack of links between some of the cyber-related track
dialogues they have participated in and broader strategies of foreign policy engagement, i.e. they
are often not connected to official track 1 dialogues, even informally, and do not consider their
relevance to other critical policy areas. This can be problematic. For instance, lack of political follow-up
to a track 1.5 dialogue (even if it is supported by the relevant institutions/officials) can be construed as
a lack of interest on the part of one or more delegations and may result in reputational damage. This
is not a problem particular to cyber-related track dialogues. As noted in a general review of secondary
diplomacy conducted in 2014, ‘There is no forum for sharing [good] practices or lessons learned
among the multiple [t]rack 1.5/2s, and no good mechanisms for building on past discussions or on
converting even modest ideas into actual government actions.’47 This lack of coordination means that
lessons learned in one encounter are not shared in a way that could enrich or inform other dialogues
and contribute to greater predictability in international relations. And this lack of effective knowledge
exchange limits the potential of multi-track diplomacy to positively impact on developing tensions
and global challenges.
This lack of coordination, alignment and knowledge exchange means that the dialogues are rarely
mutually reinforcing. Additionally, experts have witnessed antagonism or disrespect between
participants of different processes depending on individual preferences for pragmatic outcomes or
47
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more blue-sky, conceptual approaches. It is no secret that many diplomats or policy-makers regard
academics and civil society actors as naive amateurs with little credibility or legitimacy, who need to
‘recognise that there are certain things that only governments can do’.48 Conversely, academics and
civil society can sometimes regard government officials or policy professionals as constrained and
instrumental, lacking the creativity and flexibility needed for navigating complex, interdependent
problems. Of course, this is not always the case, since
the past decade has also seen the development of
strong, professional relations between diplomats,
policy-makers and academics within and across
There is an initial willingness from
countries. However, it is important to bear in mind
policymakers to try to engage in
that weak coordination and antagonism between
something that is to their benefit,
delegation members and dialogues provides ample
that they are funding, but they only
room for manipulation by third parties and for those
involved to be played against each other. As in other
remember it when they need it.
areas, this risk grows as the number of track
Anonymous Interview data
dialogues and participants increases.

“

In addition, and as noted by some interviewees, not every dialogue will lend itself to coordination,
especially if its objective is to serve as an informal intermediary for official engagement. Where
benefits can be derived from greater coordination, it is possible to address some of the cited
challenges. For instance, where alignment with the policy level is concerned, better effort can be made
to secure meetings with relevant policy-makers both before and after a meeting, share advance copies
of output documents and so forth. Where coordination between dialogues is concerned, establishing
some form of loose, informal exchanges of information between those convening dialogues with
similar objectives can help. The results of such coordination could then trickle up to the policy level
within a state and, importantly, into broader strategic engagement between allies and their strategic
engagement with peer competitors and adversaries. Similarly, governments and institutions, including
those within the European Union, could make a better effort to leverage the track dialogues,
connecting them, even informally, to their strategies of foreign policy engagement.

4.8 Ending a Dialogue and Assessing Results
Knowing when to wind down a cyber-related track 1.5 or track 2 process is just as important as
knowing when to begin, yet the decision to end a dialogue is often out of the hands of the
convenor(s). While in the best circumstances a dialogue will end because the initial objectives have
been met, it can also end when participants withdraw due to deteriorating relations between the
governments of the countries involved, lack of progress on agenda items, or for much more mundane
reasons such as a change in leadership (and direction or strategy) in a previously engaged
government or the convening organisation.
Our interviewees suggested several good indicators of when it may be time to wind down a dialogue:
waning interest at the policy level in the states involved in the process; backtracking on previous
agreements; repetitive, over-predictable deliberations; delegations sending less senior representatives;
difficulties in securing more funding; or when a delegation begins to question the dialogue’s status or
relevance. This is when the ‘blunt knife’ analogy can be most appropriately applied: ‘you either
sharpen it or replace it’ with a new direction, energy and focus.
In terms of assessing results of cyber-related track 1.5 and track 2 dialogues, few of our interviewees
could articulate how results of the processes they have engaged in are assessed. However, some
interviewees provided useful insights into tangible outcomes that might constitute an indicator or
48
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‘marker’ of an effective contribution. For instance, a publication or a research project resulting from a
track dialogue might eventually influence policy in different ways (acknowledgement of an emerging
threat for which there is no immediate response mechanism; a proposal for a new norm; a study of
the contribution of a specific transparency measure or crisis management mechanism). The process
leading to the publication or research project might well have strengthened relations and trust and
provided useful insights into the perceptions and positions of the respective sides, while the
publication itself can lead to further dialogue, not just between the original parties but among others,
eventually becoming an item on a national, bilateral, regional or international agenda. These and
other such markers are included in the Appendix to this paper.

5

Looking Ahead

While there is a general perception that cyber-related track 1.5 and track 2 dialogues abound, the
number of actual active dialogues began to wane around 2015–2016, coinciding with, if not driven by,
important geopolitical events and mirroring a deceleration of cooperation and consensus outcomes in
some multilateral fora. Some track dialogues that remained active during the pandemic or that have
since emerged have tended to involve allies and close partners rather than states that struggle to
understand one another or where official engagement had been put on hold. They also tended to be
track 2 dialogues involving predominantly academic and civil society experts, many of whom (though
certainly not all) may have been disconnected from the policy level.
Even leaving aside these challenges, our interviewees noted that there are real problems with how we
approach cyber-related track 1.5 and track 2 dialogues. The complex interdependencies of
technology, national and international security, public safety and welfare, the economy, human and
consumer rights, international and domestic law and trade mean that stand-alone cyber-related track
dialogues can have limited utility if not properly coordinated or aligned with broader engagement
strategies. Some suggested that without the rich context of specific challenges or problem sets that
bring the full range of relevant interests to the table, such dialogues run the risk of becoming
disconnected from real-world problems and developing or proposing solutions that will never be
implemented. At the same time, over-stretching in scope may dilute the relevance of a given topic or
delay the possibility of specific results, notably where national and international security are
concerned, hence most stressed that it would be more beneficial to ensure appropriate consideration
of linkages and interdependencies in the planning phase of a track dialogue and assess if a given issue
(and the accompanying expertise) may require inclusion on the agenda as the process moves forward.
ICT-related problems relevant to national and international security that risk creating significant harms
to society, individuals and the economy globally will continue to require specific attention and
cooperation. Troubling examples include the current ransomware crisis, the general uptick in so-called
‘below-the-threshold’ offensive cyber operations affecting essential services to the public as well as
businesses across the globe, the growing use (and convergence of) information and offensive cyber
operations in international conflicts or in increasingly internationalised civil armed conflicts, a plethora
of supply chain issues, and growing signs of both technological and normative decoupling.
For the same reasons of complexity and interdependence, we also see ‘cyber’ creeping into a growing
number of existing or emerging track dialogues in other international issue areas (nuclear stability,
outer space, biosecurity, trade and highly complex civil armed conflicts). When including cyber-related
elements on the agendas of these dialogues, facilitators will need to ensure that they too engage the
appropriate policy, legal and technical experts so that discussions do not roll back gains—normative
ones in particular—made in official cyber-specific processes. Moreover, cross-fertilisation between
these and cyber-related track dialogues can be beneficial, particularly for deriving lessons for trustbuilding and problem-solving, as well as for foreign policy coordination purposes.
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Where specific countries are involved, as noted earlier, cyber-related track 1.5 and track 2 dialogues in
less harmonious groupings—particularly between the West and Russia or China—have been few and
far between of late. However, the history of multi-track diplomacy suggests that it is at precisely these
moments of limited or no interaction at the official level that secondary forms of diplomacy prove
most important and useful. These, however, are complex endeavours. For example, it is unclear if
Chinese counterparts would agree to engage in as many such dialogues today as they did a decade
ago. According to some of our interviewees, the notable shift in balance of power and a decade of
experience in these dialogues may mean that the Chinese government is more certain about its
objectives and may be less interested in the opportunities that secondary forms of diplomacy can
offer. At the same time, China continues to have ICT-related security concerns common to all states as
well as a slew of objectives it wishes to socialise with other states, which means that like Western
states, it will likely need to continue to engage diplomatically and cooperate on these issues, all of
which are critical to its own national interests. So too will Chinese scholars, who, through their
engagement in track 1.5 and track 2 dialogues with counterparts in the US, Europe and elsewhere,
have played an important role in contributing to their own government's multilateral engagements
over the past decade.
How other countries will wish to engage with China is, however, unclear. Some interviewees noted
that the growth of China's political, military and economic power continues to present an intellectual
challenge for the West, presaging the arrival of new global arrangements many hesitate to
contemplate and prefer to avoid confronting. While it is evident that track 1.5 and track 2
engagements cannot resolve cyber-related national and international security and contested
normative, trade and supply chain issues involving China, they can however serve as a secondary
means for developing mutual understandings, exchanging on policy and strategy shifts, signalling and
potentially even problem-solving at this critical moment. A very small number of track 1.5 dialogues
may be moving again in this direction. Ensuring more coordinated approaches to such forms of
engagement should be a key priority in the years ahead.
For some of our interviewees, semi-official and more informal dialogues between Western and
Russian counterparts is more complicated. Since the annexation of Crimea, official-level engagement
has been largely suspended. It is no secret that few countries trust Moscow’s intentions and that this
lack of trust is reciprocal. Some of our interviewees are of the opinion that entering into dialogue with
Russia would be construed as rewarding its behaviour, potentially weakening official-level approaches
to resolving long-standing problems, and that dialogue will not translate into a willingness to act in
good faith in the longer term.
Yet, almost all interviewees stressed the importance of dialogue with Russia on a range of
international security matters, including those directly or indirectly involving the malicious use of ICTs:
nuclear stability, cyber-enabled covert information operations, and laissez-faire attitudes to criminal
actors operating ransomware campaigns or other such activity from a state’s territory and affecting
the economy and essential service operators of other states. The June 2021 Biden–Putin encounter
appears to be providing a new impetus for engagement and a number of official tracks (strategic
stability, military-to-military and cyber-specific) between the US and the Russian Federation have
reopened. The coming months will be telling in terms of whether that impetus holds and whether new
agreements that appeal to the self-interest of both states can be forged.49 This will be critical not just
for US–Russia relations but for relations between Russia and, potentially, a range of other countries
and regional groupings, as well as for multilateral negotiations within the UN. Where secondary forms
of diplomacy are concerned, several interviewees highlighted Garmisch-Partenkirchen as a potential
venue for reinitiating more informal track 2 efforts between Russian academics and their Western
49
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counterparts, although several noted that even track 2-level talks would benefit from a ‘reset’ as well
as much greater coordination among the parties involved.
Over the past few years, the major powers have also demonstrated a growing interest in engaging in
dialogue with middle-income and emerging countries on cyber-related issues. Looking ahead, these
countries and the regions where they are located represent not only the next billion internet users but
an additional chapter in geopolitical competition among states on cyber- and technology-related
issues, particularly where infrastructure investment, supply chains and normative issues are concerned.
Listening to and hearing the concerns and views of these states—including through track 1.5 and
track 2 diplomatic initiatives—as well as acknowledging the mediating role they can play on a range of
issues will be critical.
Finally, the positive outcome of both the UN Open-Ended Working Group and the UN Group of
Governmental Experts in March and May 202150 provides important momentum, with the consensus
reports produced by both groups and the joint US–Russian resolution on ‘Achievements in the field of
information and telecommunications in the context of international security and the promotion of
responsible behaviour of states in the use of information and communication technologies’ 51 marking
a new phase in international diplomacy relevant to ICTs and international security. They consolidate
almost two decades of effort and consensus-building around a framework of responsible behaviour,
now accepted by all states, including the major powers. The number of states with a stake in the
game has increased and the assessments, conclusions and recommendations of both reports provide
an important opportunity for further official, semi-official and informal engagement between likeminded groupings of states and stakeholders, and between those in more contentious relationships,
on existing and emerging issues. Indeed, coupled with some narrow openings for official level reengagement at the bilateral level, as well as the urgency to address the persistent malicious
behaviours of states—their destabilising potential, the harm they are causing to individuals and the
economy globally, the damage they would wreak in the event of an actual armed conflict, and the
push for more accountability for such behaviours—the current moment provides new opportunities
not just for official diplomacy and the other tools of statecraft that foster and enable adherence to this
framework, but also complementary track 1.5 and track 2 efforts and the tangible and intangible
benefits they offer to states and non-state actors alike in their international relations.
Conversely, bearing in mind the challenges and shortcomings of the forms of secondary diplomacy
discussed throughout this paper, the current geopolitical context, and the persistent malicious
ICT/cyber behaviours of the countries among which such forms of engagement are most pressing, it
would be disingenuous to restart or launch into them without serious consideration of a range of
factors: the highly securitised narratives, legal frameworks and policies that may present obstacles to
such forms of non-official engagement; the political and personal interests that drive track dialogues;
how they might be exploited; an in-depth understanding of what has already been achieved at the
multilateral, regional and bilateral levels, where new thinking is needed and where openings for
further discussion may lie; and the more procedural yet often highly sensitive elements discussed
herein such as who to engage, who convenes and facilitates, the nature of expertise required, funding,
process design and, of course, management. The 'markers of an effective dialogue' outlined in the
Appendix to this paper are but one small step in this direction.

UNGA, A/76/135 (2021), https://front.un-arm.org/wp-content/uploads/2021/08/A_76_135-2104030E-1.pdf and UNGA
A/AC.290/2021/CRP.2 (2021), https://front.un-arm.org/wp-content/uploads/2021/03/Final-report-A-AC.290-2021-CRP.2.pdf
51
A/C.1/76/L.13 (2021), https://undocs.org/A/C.1/76/L.13
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Appendix
Markers of an Effective Dialogue
Many of the experts we interviewed suggested the need for a smarter and more strategic approach to
cyber-related non-official track diplomacy, particularly where alignment with broader official
engagement on policy objectives is concerned and as we move into a more complicated period of
geopolitics and technological development. Yet this viewpoint is understandably protective of the
organic character of such forms of secondary diplomacy. Hence, as a middle ground, the report
presents a range of observations, experiences and lessons from experts who have been organising,
participating in or funding these initiatives for some time. Presented in table format, these are entitled
‘Markers of an Effective Track Dialogue’.
Laid out below, these ‘markers’ are by no means intended to shoehorn experts into rigid approaches
to organising, running and assessing the results of cyber-related track dialogues. The research
revealed a wide range of approaches and objectives for these forms of secondary diplomacy. The
specific context within which any such dialogues unfold will always be important to assessing their
effectiveness—and indeed, it is precisely the complexity of context that partially explains the breadth
of markers identified here. Hence, rather than a prescriptive framework, the ‘markers’ are presented as
questions, thereby providing insights and ideas for those convening, participating in or funding track
dialogues on the steps they may take to strengthen them and render them more effective in the
future. We frontload these markers with some basic principles, trust being one of the most critical,
while at the same time the most idealised and possibly hardest to muster in the current context.

Markers of an Effective Dialogue
Principles

What general principles can be used to guide your engagement? For instance:







Mandate





Trust (building trust within and between delegations is an essential element of
track dialogues and can be an outcome in itself, although it will always be
difficult to gauge).
Clarity/Transparency (with regard to objectives of the dialogue as well as
funding and other resources that may impact on the perceptions of
participants in either delegation).
Confidentiality (regarding what is discussed and published, and as a means to
foster trust).
Respect (for differing views, perspectives and cultures).
Flexibility (to adapt agendas and lines of discussion).
Do you have political agency, i.e. do you have a clear mandate from, or link
to, the policy level or other informal inroads or conduits to policy-makers
and decision-takers, and other levels of official engagement to help facilitate
the ‘trickle-up’ element critical to these dialogues; and do you know your
boundaries?
Have you undertaken background research to establish the status of
multilateral, regional, plurilateral or bilateral negotiations on the specific
issue: who is already engaged in a similar dialogue, why there may be a
need for further dialogue, and whether there are gaps that your dialogue
may fill?
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Nondialoguerelated
obstacles



Are there legislative frameworks or practices in your country or the country
of the other delegation that may jeopardise the participation of delegation
members or potentially put them at risk?

People




Expertise: Do you/members of your delegation have diplomatic expertise?
Do you/members of your delegation have subject matter and
country/language expertise?
Do you/ your delegation know/understand the constitution of the other
delegation (their organisation, who they might represent, contact channels
...)? This can provide a better insight into agenda items and the kind of
expertise your delegation should bring on board.
Is there a balance in the composition of the two delegations (expertise,
seniority level)?
Facilitator expertise: Is the dialogue/process facilitated by someone with
experience in working in multicultural environments and navigating complex
issues and situations?






Process

Own delegation













Genesis: Do you know from where (government, academia, think-tank) the
idea for the dialogue emerged?
Strategic engagement: Is the dialogue part of a broader strategy of
engagement/multi-track effort? If not, what is its ultimate objective?
Coordination structure: Have you determined whether it would be beneficial
to establish a steering committee or similar to guide/accompany the
dialogue?
Do you/your delegation have an understanding of the
political/diplomatic/academic culture of the other delegation, including, for
instance, expectations of formality, how it may manage outcomes?
Financial support: Do you have the financial resources required to implement
the project?
Objectives: Are the objectives of the dialogue clearly communicated and
socialised among your delegation?
Evaluation: Would it be beneficial to put in place a mechanism for
tracking/assessing developments as the dialogue progresses?
Preparation and planning: Have you assessed the benefits of organising
advance planning sessions within your delegation to strategise and test
scenarios ahead of each meeting?
Back briefing: Have you a clear idea of the audience(s) to which are you
tailoring your internal records of the meetings?

Between delegations
 Format: Have you agreed with the other delegation(s) on the best format to
use (physical, virtual or hybrid) for the process?
 Coordination: Has a coordination mechanism within and between delegations
been put in place?
 Organisation: Have you agreed on basic organising principles with the other
delegation(s)? This can include agreement on who covers/arranges travel,
accommodation, meeting venues, meals, budgeting/funding of activities,
convening of meetings, agenda-setting, moderation, note-taking, report/brief-
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writing (i.e. who does what and when, as well as when to approach something
jointly, individually, publicly).
Agenda-setting: Have you agreed on a focused and manageable agenda?
Balance: Can you ensure a balance between following a prepared agenda and
allowing for organic debate to develop?
Focus: Is it necessary to have a strategy in place to help move beyond
statements of differences to dialogue and problem-solving over time, bearing
in mind that these can be mutually reinforcing?
Knowledge transfer: Does the process enable information-sharing, exchanges
on doctrine, policy, strategy, concepts?
Mutual signalling: Are you staying alert to/listening for signals from your
counterparts (e.g. on proposed agenda items, how long it takes to agree on an
agenda, timing, representation, seniority/level of participants, pre-meeting
exchanges of notes, questions, frequency and location of meetings)?
Social engagement opportunities: Does the process involve some degree of
social activity (meals, cultural visits) and hosting reciprocity that allows for
relationship-building and informal discussions?
Relationship-building: Is there a perceivable strengthening of
relationships/confidence among members of delegations?

Between dialogues
 Have you undertaken background research to establish which organisations
or countries are conducting similar dialogues?
 Have you ascertained whether it would be beneficial to coordinate or
exchange information on progress or results with other such dialogues?
Outcomes

Has the process has contributed to one or more of the following?














Insight into expertise: Greater insight and understanding of the other
delegation’s expertise on specific subject matters and that of their country.
Understanding positions and interests: Greater mutual understanding of
positions and interests.
Future collaboration: Agreement to conduct joint research such as jointly
developing exercise scenarios.
Refinement of objectives: Agreement to dig deeper, continue the dialogue
and/or conduct further research on a specific subject.
Written outputs: Procedural: e.g. pro-forma joint briefs acknowledging that
the meetings took place; substantive: e.g. joint development of crisis scenarios;
joint publications.
Joint high-level communiqués—general/normative: Statements of intent
regarding restraint measures/positive duties (e.g. agreement not to engage in
certain behaviours or to positively promote certain behaviour and actions).
Joint high-level communiqués—operational: Statements of intent on joint
crisis management exercises between relevant government agencies (military,
Ministries of Foreign Affairs, health bodies, financial institutions, other).
Changes in policy: Providing evidence or advice to decision-makers that is
incorporated in policy changes.
Changes in position: Changes in positions or objectives at multilateral or
other fora.
Relationship-building: Improvement in overall relationship between two
countries/groups of countries.
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Coordination among peers: Greater coordination of objectives, progress and
achievements among think-tanks and academic institutions engaged in or
entering into track 1.5 or track 2 dialogues with third parties, while also being
respectful of independence; additional guidance and direction to follow on
bilateral or track 1.0 exchanges.

Acronyms

Organisations

ASEAN
ASPI
CICIR
CIGI
CPI
CSIS
Columbia-SIPA
EEAS
EWI
FES-ROCPE

Association of Southeast Asian Nations
Australian Strategic Policy Institute
China Institutes of Contemporary International Relations
Centre for International Governance Innovation
Cyber Policy Institute
Center for Strategic and International Studies
Columbia University School of International and Public Affairs
European External Action Service
EastWest Institute
Friedrich-Ebert-Stiftung - Regional Office for Cooperation and Peace in
Europe
Geneva Centre for Security Policy
The German Marshall Fund of the United States
The Hague Centre for Strategic Studies
International Institute for Strategic Studies
The Institute of World Economy and International Relations
Institute for US and Canadian Studies
Institute for Technology and Society of Rio de Janeiro
Konrad-Adenauer-Stiftung
Keio University Cyber Civilization Research Center
Massachusetts Institute of Technology, Computer Science and Artificial
Intelligence Laboratory
Mitsubishi Research Institute
National Security Research Institute
Nuclear Threat Initiative
Observer Research Foundation
Institute of Information Security Issues, Moscow State University
Shanghai Institutes for International Studies
Stiftung Neue Verantwortung

GCSP
GMF
HCSS
IISS
IMEMO
ISKRAN
ITS Rio
KAS
Keio CCRC
MIT-CSAIL
MRI
NSR
NTI
ORF
RIIS/MSU
SIIS
SNV
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