
  

 Implementing organisations: 

 

This event is co-organised with: 

 

 

BUILDING A COMMON  
FUTURE WHILE MANAGING  
CYBER CRISES 
Cyber Consultations with Georgia, Moldova and 

Ukraine  
4 – 6 July 2022, Hotel Stamba, 14, 0108 Merab Kostava St, Tbilisi, Georgia 

This event is organised in cooperation with the Georgian Center for Strategy 
and Development 

 

Context 

The war in Ukraine has dramatically recentred the international conversation and European 

agenda around questions of security cooperation and collective approaches to crisis response. 

From cyber-attacks on critical infrastructure to proliferation of cybercrime or coordinated 

information manipulation operations, the war in Ukraine – but also malicious activities during 

the COVID-19 pandemic - have put into stark focus the role of cybersecurity and the digital 

landscape in both shaping and responding to crises. But they have also brought to the fore 

the importance of countering the negative impact that any conflict or crisis have on digital 

growth and development.  

 

Bringing the Eastern Partnership countries closer to the EU’s cyber ecosystem is an important 

element for building a secure environment for digital development, better connectivity and 

better access to the digital economy and society. But strengthening the EU partnership with 

the Eastern Partnership countries will require cooperation at both the technical and political 

level, and a more comprehensive understanding of the internal and external dimensions of 

cybersecurity policy. 

 

To feed into this reflection, the EU Cyber Diplomacy Initiative – EU Cyber Direct in cooperation 

with the Georgian Center for Security and Development (GCSD) organise a series of activities 

aimed to better understand the security environment across the region, identify common 

interests and opportunities for cooperation in strengthening cyber resilience at the national, 

regional and global levels.  

 

Participation in this event is by invitation only.  
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Agenda 

4 July 2022 International Cooperation in Responding to a 

Cyber Crisis 

09:00-09:30 Registration and coffee 

09:30-09:45 Welcome and opening remarks 

 Mariam TOKHADZE 

 Director, Georgian Center for Strategy and Development 

 Patryk PAWLAK  

 Brussels Executive Officer and Project Director, EU Cyber Diplomacy 

Initiative – EU Cyber Direct 

09:45-10:45 Understanding A Cyber Diplomacy Crisis: Overview of 

Policies and Tools  
 Responding to complex cyber crises requires well-functioning and 

resources political, operational and technical communities with 

clearly prescribed procedures for coordination during the crisis. 

However, this is not always easy to achieve. At the national level, 

Georgia’s 2021 Cybersecurity Strategy states as one of its priorities 

strengthening technical skills of specialists in the field of cyber 

security by participating in various types of cyber exercises and 

projects. Yet, the concrete mechanisms for cooperation and how 

they function in cyber crisis situations has not been sufficiently 

explored, particularly given the changing cyber threat landscape. On 

a bilateral and regional level, what tools are available from the 

conflict and crisis management toolbox and the EU’s framework for 

crisis response? What could the future of collective crisis response 

look like?  

Chair Patryk PAWLAK  

 Brussels Executive Officer and Project Director, EU Cyber Diplomacy 

Initiative – EU Cyber Direct 

Speakers Denisa VINTROVÁ 

 National Office for Cyber and Information Security, Czechia 

 Dimitri GUGUNAVA 

 Senior Manager of Digital Governance and Cyber Security Strategic 

Directions, Digital Governance Agency, Georgia 

10:45-11:00 Coffee/tea break 

11:00-12:30 Scenario-based discussion (Part I) 

12:30-13:30 Lunch 

13:30-14:30 Scenario-based discussion (Part II) 

14:30-14:45 Conclusions 

 Mariam TOKHADZE 

 Director, Georgian Center for Strategy and Development 
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15:00-17:00 Informal exchange on cyber diplomacy  

 The aim of this closed session is to provide a platform for an informal 

exchange between the EU diplomats and their counterparts from the 

Eastern Partnership countries. During the meeting, we will aim to 

identify the most urgent needs when it comes to strengthening 

national capacities to participate in the cyber discussions at the 

international level and in relations with the EU, especially regarding 

the implementation of the EU Cyber Diplomacy Toolbox. 

18:00-20:00  Welcome reception 

 

5 July 2022 EU-Eastern Partnership Countries Cyber 

Consultations 

09:00-09:30 Registration and coffee 

09:30-09:45 Welcome and opening remarks 

 Mariam TOKHADZE 

 Director, Georgian Center for Strategy and Development 

 Patryk PAWLAK  

 Brussels Executive Officer and Project Director, EU Cyber Diplomacy 

Initiative – EU Cyber Direct 

 Evija KOTAN 

 Deputy Head of Political, Press, and Information Section, EU 

Delegation to Georgia 

9:45-11:00 Session I: Digital transformation in crisis: reconciling 

growth, security, and (geo)politics 

 Cybercrime and malicious activities by state and non-state actors 

continue to pose a fundamental challenge for the digital transition 

of our economies and societies. Their mitigation has been a primary 

focus of the EU’s engagement and investment in the Eastern 

Partnership countries. Nevertheless phishing, ransomware, 

defacement, distributed denial of service and mail spoofing incidents 

are prevalent in the region, and according to the current Information 

security strategy of Moldova and the Cyber Security Strategy of 

Georgia, commercial entities and state agencies are being 

increasingly targeted by cybercrime. How can we ensure that these 

systemic risks to digital transition and development are adequately 

addressed through the whole-of-government and whole-of-society 

approaches that to not lead to an overly securititsation of these 

processes? What is the role of cyber diplomacy in addressing these 

challenges? 

Chair Nayia BARMPALIOU 

 Project Expert, EU Cyber Direct, Greece 

Speakers David RICHTER 

 Policy Officer, Cyber Division, Federal Foreign Office, Germany 
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 Giorgi TIELIDZE  

 State Security Service, Operative Technical Agency, Georgia 

 Eugeniu CROITOROV 

 Head of Telecommunications and Customer Support section, IT and 

Cyber Security Service, Moldova 

11:00-11:30 Coffee/tea break 

11:30-13:00 Session II: Strengthening state and societal cyber 

resilience: what role for cyber diplomacy? 
 From energy grids and public utility networks to healthcare facilities 

and hospitals, critical infrastructure is increasingly targeted by cyber-

attacks. As a result, building cyber resilience has become a priority 

for national, regional and global cyber capacity building 

cooperation, and the EU increasingly seeks to protect its critical 

information infrastructure by also strengthening resilience globally. 

In the Eastern Partnership countries, building collective resilience will 

require integrating cybersecurity into broader national and regional 

development strategies, and investing in institutional, political, 

regulatory and technical capacity. How can the EU and Eastern 

Partnership countries work together to make critical infrastructures 

in Europe more resilient to cyber-attacks? What do different 

European CII-related threat perceptions look like, what best practices 

have been developed, and how effective are these in crisis 

situations? Finally, what is the role of cyber diplomacy in 

strengthening cyber resilience? 

Chair Nils BERGLUND 

 Outreach and Public Engagement Coordinator, EU Cyber 

Diplomacy Initiative – EU Cyber Direct 

Speakers Giorgi IASHVILI 

 Georgian Information Security Association, Georgia 

 Tadeusz CHOMICKI 

 Cyber Ambassador, Ministry of Foreign Affairs, Poland 

 Marina BZOVII 

 Executive Director, Association of Private ICT Companies, Moldova 

13:00-14:00 Lunch 
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14:00-16:00 Workshop I: Critical infrastructure protection – 

addressing the cascading effects 

 The purpose of this workshop will be to give participants practical 

insights into the challenges of critical infrastructure protection based 

on the experience of selected EU-funded initiatives and member 

states. The workshop will provide an overview of some key elements 

such as situational awareness, coordinated response and approaches 

to cyber-physical security management. It will also present the 

opportunities for partners from the Eastern Partnership to benefit 

from the ongoing EU-led initiatives.  

Speakers Stefan SCHAUER 

 Innovation Manager, PRECINCT Project, Austrian Institute of 

Technology, Austria 

16:00-16:30 Coffee break 

16:30-17:45 Session III: Cyber in War: What Does War in Ukraine 

Teach Us about Cyber Conflict?  

 Over the past decade, the European Union and its partners have 

taken significant steps to boost its resilience and strengthen its 

response capacities against malicious operations that target its 

Member States and partners. The so-called Cyber Diplomacy 

Toolbox – with a horizontal cyber sanctions regime as one of its 

major components – has given some structure to the EU’s action in 

this domain. However, the war in Ukraine has called into question 

many of the existing approaches and demonstrated the limits of 

cyber diplomacy. What lessons emerge from the use of cyber 

operations during the war in Ukraine, both in terms of threats and 

potential responses to detect, deter and respond to malicious cyber 

operations? 

Chair Patryk PAWLAK  

 
Brussels Executive Officer and Project Director, EU Cyber Diplomacy 

Initiative – EU Cyber Direct 

Keynote address Viktor ZHORA 

 Deputy Chairman and Chief Digital Transformation Officer, State 

Service of Special Communication and Information Protection, 

Ukraine 

Speakers Ievgen VLADIMIROV 

 Honorary Member, International Cybersecurity University, Ukraine 

 Viktor BEREZENKO  

 Board Member, Institute for Cognitive Modelling, Ukraine 

 Zviad ADZINBAIA  

 Founder and Head, Digital Diplomacy Task Force, Georgia 

18:30-20:00 Conference dinner 
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6 July 2022 EU-Eastern Partnership Countries Cyber 

Consultations 

09:00-09:30 Registration and coffee 

9:30-10:45 Session III: Countering foreign interference and 

information manipulation 

 The use of digital domain for interference operations by state and 

non-state actors has proliferated in the times of crises like the 

COVID-19 pandemic and the war in Ukraine, undermining public 

trust in public democratic institutions and threatening the safety and 

security of vulnerable groups. Social media has been leveraged to 

empower propaganda and extremist content online with 

consequences for foreign elections, but also led to offline violence 

and discrimination. How can the EU and Eastern Partnership 

countries jointly mitigate the risks posed by foreign interference, 

while working towards a more stable information ecosystem that 

harnesses the democratic and economic benefits of new 

technology? What responses—public, private, or legislative— to 

these threats can different stakeholders undertake? 

Chair Giorgi GOGUADZE   

 Senior Advisor, Georgian Center for Strategy and Development 

Speakers Uldis ELKSNITIS 

 Information and Communication Officer, Division Strategic 

Communications and Information Analysis, European External 

Action Service 

 Tamara TSULEISKIRI 

 Director, Information Center on NATO and the EU, Ministry of 

Foreign Affairs, Georgia  

 Alexandru MITU 

 Security and Intelligence Service, Moldova 

10:45-11:00 Coffee/tea break 

11:00-13:00 Workshop II: Countering foreign interference and 

information manipulation 

 The purpose of this workshop is to give participants practical insights 

into the challenges of countering foreign interference and 

information manipulation operations which are often part of a 

broader hybrid campaign against a country. Participants will engage 

in a structured discussion on the dynamics of the current information 

environment and the security challenges derived from those 

dynamics, how hostile actors exploit existing vulnerabilities and/or 

opportunities at the local, national, and transnational level by 

conducting activities in the information domain and why it is 

important to adopt an anticipatory approach with this regard. 
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During the workshop, we will also look into how those threats and 

challenges can be mitigated, and what potential initiatives can 

strengthen the capabilities and competence to deal with those 

threats. The workshop will provide participants with specific analytic 

frameworks, disinformation case studies and examples of tools and 

initiatives aimed to counter disinformation and hybrid threats. This 

session will be organised in cooperation with the EU-HYBNET 

project. 

Speakers Rubén ACROS 

 Universidad Rey Juan Carlos (URJC) Madrid, Spain 

 Eto BUZIASHVILI 

Digital Forensic Research Lab, Atlantic Council 

13:00-14:00 Lunch 

14:00-15:15 Session IV: Building defences through cyber diplomacy  

 Following the Russian invasion of Ukraine, building trust and 

confidence while preventing conflict in cyberspace has taken on a 

new level of significance in this multilateral setting. Although the 

issue has been discussed in international venues for quite some time 

now, the commitment to voluntary norms of responsible state 

behaviour and the application of international law is still 

questionable in certain parts of the world. The EU and several other 

like-minded countries have put in place their own mechanisms to 

counter malicious use of cyberspace, including mechanisms to 

support allies and partners. In this context, how can the EU work 

together to strengthening the positions of the Eastern Partnership 

countries as contributors to regional stability, as well as the overall 

integrity of multilateral cybersecurity governance in the face of 

armed conflict? 

Chair Caitriona HEINL 

 Executive Director, The Azure Forum for Contemporary Security 

Strategy, Ireland 

Speakers Ene VISNEV 

 Policy Officer, Security and Defence Division, European External 

Action Service 

 Laura COMANESCU 

 Director for Asymmetric Risks, Ministry of Foreign Affairs, Romania  

 Luka MGELADZE 

 Director of Cyber Security Bureau, Ministry of Defence, Georgia 

15:15-15:30 Looking ahead: defining priorities for future cooperation 

 Patryk PAWLAK  

 Brussels Executive Officer and Project Director, EU Cyber Diplomacy 

Initiative – EU Cyber Direct 

 Mariam TOKHADZE 

 Director, Georgian Center for Strategy and Development 
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About EU Cyber Direct and Partners 
 

EU Cyber Direct - EU Cyber Diplomacy Initiative is an EU-funded project focused on policy 

support, research, outreach and capacity building in the field of cyber diplomacy. It is 

implemented by the European Union Institute for Security Studies, Carnegie Europe and 

Leiden University’s Institute for Security and Global Affairs.  

 

For more information, please visit: www.eucyberdirect.eu  

 

Georgian Center for Security and Development (GCSD) is a non-profit, non-partisan, 

nongovernmental organization, which intends to support Georgia's national security, to 

strengthen principles of effective and democratic governance of the country and to create 

conditions for Georgia’s sustainable development. 

 

For more information, please visit: https://www.gcsd.org.ge/en  

 

 

http://www.eucyberdirect.eu/
https://www.gcsd.org.ge/en

