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Abstract
Technology has consistently played a key role in the modernization and nation-building project of
independent India’s state and society, and information and communications technology (ICT) became
a centrepiece of its post-liberalization economic growth trajectory. Since the 1990s, India has developed
a strategic edge in cyberspace, building one of the most competitive ICT industries and workforces and
becoming a frontrunner in using ICT for e-government and public service delivery. In the past decade,
internet access grew exponentially and at a faster rate than in any other large economy, making India’s
online population the second largest after China. The pace and scale of India’s digital transformation
have exposed its society and state to mounting cybersecurity threats, and India became a chief source
and target of cyberattacks. Drawing on a comprehensive collection of primary sources on cyber
incidents and policies in India, this Digital Dialogue paper illustrates how successive Indian governments
have sought to balance economic, political and security imperatives linked to the digital transformation.
It traces the evolution of India’s legal, strategic and institutional cyber resilience landscape, and
demonstrates how this evolving landscape has shaped its cyber diplomacy in bilateral, multilateral and
multistakeholder fora in general as well as the scope of cooperation with the European Union (EU) in
this field in particular.

Key points
> Passing the IT Act in 2000, India became one of the world’s first countries to enact cyber law,
and has since developed a wide-ranging legislative and regulatory internet governance
ecosystem. Following the IT (Amendment) Act, 2008, India’s cyber policy broadened from a
focus on commerce to increasingly covering threats to national security related to the use of
ICT. In 2013, the Indian government promulgated a National Cybersecurity Strategy, and
committed to publish a revised version in 2020. Yet, a gap between legislation and
implementation persisted, and reported cybersecurity incidents increased from 23 in 2004 to
more than 200,000 in 2018. The breach of India’s largest nuclear power plant’s external
network in September 2019 and proliferating cybercrime and disinformation campaigns in the
country during the COVID-19 pandemic in 2020 highlighted the urgent need to enhance cyber
resilience in critical infrastructures and across society.
> India established the position of the National Cybersecurity Coordinator in 2013 and the
National Cyber Coordination Centre in 2016. Nevertheless, institutional overlaps and a lack of
coordination within and between the civilian and military cyber architectures and public and
private sectors continued to undermine the effectiveness of India’s cybersecurity policy.
> New Delhi recognized that protecting its domestic digital transformation requires proactive
cyber diplomacy in bilateral, multilateral and multistakeholder fora. In global internet
governance and cybersecurity debates, India sought to position itself as a bridge builder
between entrenched positions, but civil society actors criticized its hedging diplmacy for its
lack of coherence and siding with authoritarian regimes on issues such as Internet control.
> India and the European Union, strategic partners engaged in a Joint ICT Working Group since
2000 and a Cyber Dialogue since 2011, share a mutual interest in further linking the Digital
India initiative and the EU’s Digital Single Market by deepening cooperation on issues such as
ICT standardisation, Internet of Things, Internet governance and the exchange of best
practices in cybersecurity. Brussels and New Delhi also benefit from promoting an
international framework for responsible state behaviour through cybersecurity norms,
confidence-building measures and capacity building. To jointly pursue these interests, both
sides can build on a web of existing bilateral cybersecurity arrangements between India and
EU member states as well as on operational cooperation between their computer emergency
response teams (CERTs).

3

Cyber Diplomacy and Resilience in India

1. General country profile
India's online and digital presence has grown significantly in the past two decades. The online
population has increased from 0.5 percent of the population in 2000 to the world's second largest after
China with an estimated 34.8 percent - or 462.1 million users - in 2016 (see figure 1).1 Driven by a stark
downward trend of costs in Internet access and mobile devices, India's online population grew by 30.5
percent in 2016, by far the highest growth rate of any country that year. The online population is
expected to reach over 915 million by 2026. 2 In July 2015, the Indian government initiated a federal
programme entitled Digital India to construct and update Internet networks in previously underserved
rural areas. By 2018, India had 150 million social media users, 1 billion mobile connections, and 400
million smartphone users.3

Figure 1. The proliferation of Internet access* (Million, 2000-2016)
500
450
400
350
300
250
200
150
100
50
0
2000

2002

2004

2006

2008

2010

2012

2014

2016

* Source: Internet Live Stats 2020, data for 2015 and 2016 are estimated

In addition, India's IT sector has grown significantly in the past two decades, from 1.2 percent of GDP
in 1998 to 7.7 percent in 2017.4 India emerged as the world's largest outsourcing destination, accounting
for an estimated 55 percent of the market in 2017-18, as leading US and European technology
companies have traditionally outsourced to India.5 In this environment, India has cultivated a surplus of
skilled IT workers, many of whom have established themselves in Europe and the US, with major
companies like Adobe, Google, and Microsoft headed by CEOs of Indian origin. Given its growing
economic and political resources, severe repercussions of the health pandemic of 2020 notwithstanding,

1

Most recent data is available for 2016, see Internet Live Stats, 2020. Internet Users by Country (2016).
http://www.Internetlivestats.com/Internet-users-by-country/. The Indian government provides data for more recent years; in September
2019, it estimates that India had 688 million Internet subscribers, see Telecom Regulatory Authority of India, 2020. The Indian Telecom
Services Performance Indicators, July-September 2019. https://trai.gov.in/sites/default/files/PIR_08012020_0.pdf.
2
See Morgan Stanley, 2017. India’s Digital Future. https://www.morganstanley.com/ideas/digital-india.
3
“Cyber security, data privacy critical for growth of Digital India“, Business Standard, June 23, 2018. https://www.businessstandard.com/article/news-ani/cyber-security-data-privacy-critical-for-growth-of-digital-india-118062300464_1.html
4
IBEF, 2019. Indian IT, ITes & BPM Industry Analysis. https://www.ibef.org/industry/indian-iT-and-iTeS-industry-analysis-presentation
Office of Science and Technology Policy (2016) Federal Cybersecurity Research and Development Strategic Plan, National Science and
Technology Council, February 2016.
5
Ibid.
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India is in a position not only to establish a framework for its own security and development but also to
serve as a role model for other developing countries in the region.
However, in parallel to the sectoral growth and rapid proliferation of access, the Indian state's efforts to
build a secure cyber ecosystem have faced multiple challenges. Although India's economy accounted
for an estimated 15 percent of global growth in 2018-19, India still had the world's largest population
of individuals without Internet access and a low Internet penetration rate compared to its peers in 2016.6
Moreover, the rapid growth of Indian information and communications technology (ICT) networks has
largely been dependent on inexpensive and insecure hard- and software. As a result, India has become
one of the world's most targeted states by state and non-state actors' cyberattacks. India's Computer
Emergency Response Team (CERT-In) noted that reported cybersecurity incidents increased from only
23 in 2004 to 208,456 in 2018.7

Table 1. Cybersecurity
incidents handled by CERT-In
Year
2004
2005
2006
2007
2008
2009
2010
2011
2012
2013
2014
2015
2016
2017
2018

Number

Change

of
incidents

Year-onyear, %

23
254
552
1,237
2,565
8,266
10,315
13,301
22,060
71,780
130,338
49,455
50,362
53,081
208,456

11.04
2.17
2.24
2.07
3.22
1.25
1.29
1.66
3.25
1.88
0.38
1.02
1.05
3.9

These cyber incidents are reportedly perpetrated by a range
of state and non-state actors.8 While the Indian government
has been reluctant to publicly attribute cyberattacks to
specific state or non-state actors, numerous reports by
private cybersecurity companies provided evidence that a
portion of these emanate from adversarial state agencies,
most notably in China and Pakistan. Moreover, India was the
third-largest victim after Iran and Indonesia of the Stuxnet
malware against Iran's nuclear programme detected in 2010,
affecting 8 percent of computers in India including critical
information infrastructures such as the Gujarat and Haryana
electricity boards and an offshore oil rig.9 Top secret
documents leaked by WikiLeaks around 2010 and whistleblower Edward Snowden in 2013 also revealed that India
had been one of the states most targeted by the US National
Security Agency's PRISM and Boundless Informant
programmes. In addition to state-sponsored cyber
intrusions, the Indian state had to confront a massive surge
in cybercrime and an increasingly sophisticated use of ICT
by various terrorist organisations.

Among the various sectors affected, Digital India's heavy
reliance on technology-enabled growth has rendered its
banking and finance sector particularly vulnerable to cyber
threats, followed by critical infrastructures in the health and
10
power sectors. The increase of cyberattacks against India's power sector became a severe concern for
the government as the establishment of a national grid in 2014 increased their potentially debilitating
impact on India's physical and economic security and public health. Reports about a breach of the
Source: Own compilation based
on CERT-In reports

International Monetary Fund, 2018. India’s Strong Economy Continues to Lead Global Growth.
https://www.imf.org/en/News/Articles/2018/08/07/NA080818-India-Strong-Economy-Continues-to-Lead-Global-Growth; UNDP, 2019.
Human Development Indicators. India. http://hdr.undp.org/en/countries/profiles/IND; Internet Live Stats, 2019.
7
Balaji, Sinduhuja, 2017. India’s Transition to Digital Has Caused a Spike in Cyber Attacks, but they can be fought. Forbes. September 19,
2017. https://www.forbes.com/sites/sindhujabalaji/2017/09/19/indias-transition-to-digital-has-caused-a-spike-in-cyber-attacks-but-they-canbe-fought/#2f8a57c1581d
8
For a detailed analysis of cyber threats to India’s national security, including cyber conflict, terrorism and crime, see Ebert, Hannes, 2018.
“Building Resilience: India’s Cyber Security, 2000-16”, in Ganguly, Sumit, Nicolas Blarel and Manjeet Pardesi (eds.), The Oxford
Handbook of India’s National Security, New Delhi: Oxford University Press, 341-368.
9
Fitter, Pierre, 2012. “Stuxnet attack wakes India up to threat to critical infrastructure”, India Today, September 6, 2012.
https://www.indiatoday.in/india/north/story/stuxnet-cyber-war-critical-infrastructure-of-india-ntro-115273-2012-09-05.
10
Datta, Saikat, 2016. Defending India’s Critical Information Infrastructure, New Delhi: Internet Democracy Project.
6
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external network of India's largest nuclear power plant in fall 2019 highlighted the persistent
vulnerabilities in the sector's critical infrastructures.11 In addition, India has also quickly emerged as the
major source of global spam and distributed denial-of-service (DDoS) attacks.12
Confronted with these challenges, the Indian state has stepped up its bilateral and multilateral cyber
diplomacy. The following sections will trace the evolution of priorities, challenges, and structures of
India's cyber policies, assess New Delhi's bilateral and multilateral cyber diplomacy, and outline the
drivers of and impediments to cooperation between the EU and India in this field. The analysis will
illustrate that the fast-paced growth of India's IT sector and Internet access came at the expense of a
secure and open cyber ecosystem. Mitigating these vulnerabilities has become a priority of India's cyber
diplomacy and significantly conditioned the scope of cooperation with the EU.

2. Evolution of the cyber policy sector
2.1. Main policy issues and priorities
The main priority of India's cyber policy is to foster economic growth and innovation through its
Digital India programme. Initiated by the government under Prime Minister Narendra Modi in July 2015,
the programme's declared strategic goal is to "transform India into a digitally empowered society and
knowledge economy".13 More specifically, the programme has sought to address the low Internet
penetration rate at the time, in particular in rural areas, and to exploit the Indian IT sector's potential to
leapfrog established industrialised economies. While Indian governments initiated e-Governance
schemes since the mid-1990s, with major ICT government initiatives focused mainly on the development
of information systems, the Digital India programme aimed at enhancing and linking three pillars: 1) the
development of a secure and stable digital infrastructure; 2) the widespread delivery of digital
government services; and 3) the provision of universal digital literacy.
As cyber incidents have grown in sync with increasing connectivity, digitalisation, and the concomitant
dependence on information systems, the Indian state has adjusted its cyber policies to more strategically
link the goals of fostering economic growth, innovation, and international competitiveness and
enhancing cybersecurity. Digital India thus made the following items a federal government priority:
securing ICT networks through international standardisation, enabling public-private informationsharing to protect government services, developing human and institutional capacities on cyber incident
response and fighting cybercrime independently and with the support of third countries.
Finally, the transformation of India's digital landscape also evoked questions on democratic
governance. As an increasing percentage of crime investigations has required access to data in foreign
jurisdictions, government access to data, with respect to national, transnational, and foreign data, has
become one of the most debated and contested cyber governance issues in India. The Indian
government called on other governments to establish a less cumbersome process of exchanging digital
evidence. In addition, domestic debates on issues such as data localisation, the unique identity code
Aadhaar and surveillance of communication data - and the privacy implications thereof - have further
shaped India's cyber policy and diplomacy.

Das, Debak “An Indian Nuclear Power Plant Suffered a Cyberattack. Here’s What You Need to Know,” Washington Post, November 4,
2019. https://www.washingtonpost.com/politics/2019/11/04/an-indian-nuclear-power-plant-suffered-cyberattack-heres-what-you-needknow/.
12
English, Erin and Aaron Kleiner, 2015. “Today’s Decisions, Tomorrow’s Terrain: Strategic Directions for India in Shaping the Future of
Cyberspace,” in Digital Debates: CyFy Journal 2015, ed. Samir Saran (London: Global Policy Journal, 2015), 12–19.
13
Ministry of Electronics and Information Technology, 2015. Digital India. http://www.digitalindia.gov.in/content/about-programme
11
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2.2. Main drivers and barriers to the policy development
India's cyber policy, and by extension its diplomacy, has been driven by a set of economic and national
security interests, institutional preferences, and deep-rooted ideas about the role of technology as an
enabler for development and great power status. Cybersecurity and the state's efforts to protect the
networks enabling its digital transformation have over time become the most pivotal of these drivers.
The focus of India's cyber policy has shifted from commerce to cybersecurity and, in particular, cyber
terrorism. In December 2008, only one month after one of the world's most technologically advanced
terrorist groups at the time, Lashkar-e-Taiba, had launched attacks against several sites in the Indian
city of Mumbai, an amendment to the IT Act of 2000 was passed that introduced major provisions on
cyber terrorism (for more details, see next section). The revelation of mass surveillance of Indian
networks by US intelligence agencies, following the publication of leaked documents by WikiLeaks and
the whistle-blower Edward Snowden in 2010 and 2013, reportedly further aggravated the sense of
insecurity and the urge of the Indian state to shore up its cyberdefences.14
However, several factors impeded the effective implementation of India's cyber policy. First, the
fragmentation of the cyber policy landscape between the public sector, private sector, and civil society,
caused by entrenched distrust, has undermined coordination and cooperation among these three actors
pivotal to designing and implementing cyber policy. Traditionally, India's policy space has been shaped
primarily by the bureaucracy and government, leaving only limited leeway for non-governmental actors
to advocate their interests. For example, when the Ministry of Electronics and Information Technology
(MeitY) drafted the The Personal Data Protection Bill, 2018 for India, it held only four consultations with
civil society and corporations in early 2018 - widely perceived as inadequate to sufficiently include
relevant perspectives - and refused to publish the outcome, thus shielding the framework drafting
process from genuine public scrutiny.15 Similar concerns were raised in the context of the consultations
for The Personal Data Protection Bill, 2019.16
Second, while consumer data has driven India's startup scene and cybersecurity and data protection
issues have come to the forefront, protecting businesses and consumers from cyber threats and
honouring compliance is an expensive feat for startups and small businesses, and many companies have
been financially unable to prioritise cybersecurity or privacy.17 As a consequence, losses from cybercrime
have risen significantly, from an estimated $4 billion in 2013 to an estimated $28 billion in 2015. 18 Losses
have likely increased since the Indian government's decisions to demonetise higher rupee
denominations in November 2016 and further digitalise India's payment systems. For a long time, the
state's modest efforts to support non-governmental actors' cybersecurity capacity building and involve
them in cybersecurity policymaking were mostly limited to industry bodies and largely excluded civil
society institutions.

Fitter, Pierre, 2012. “Stuxnet attack wakes India up to threat to critical infrastructure”, India Today.
Access Now, 2018. Assessing India’s Proposed Data Protection Framework: What the Srikrishna Committee Could Learn from Europe’s
Experience, https://www.accessnow.org/cms/assets/uploads/2018/09/Assessing-India%E2%80%99s-proposed-data-protection-frameworkfinal.pdf.
16
Agrawal, Aditi, 2020. “3-week period to submit comments to the Joint Parliamentary Committee on Data Protection Bill begins, deadline
Feb 25”, MediaNama, https://www.medianama.com/2020/01/223-jpc-invites-comments-on-data-protection-bill-2019/.
17
Balaji, Sindhuja, 2017. India’s transition to digital has caused a spike in cyberattacks, but they can be fought. September 19. Forbes.
https://www.forbes.com/sites/sindhujabalaji/2017/09/19/indias-transition-to-digital-has-caused-a-spike-in-cyber-attacks-but-they-can-befought/#2f8a57c1581d
18
“Cyber frauds cost India $4 billion“, The Hindu, October 23, 2013; Norton, 2015. Norton Cybersecurity Insights Report. India Report.
Symantec.
14
15
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2.3. Legal and regulatory landscape
2.3.1. Cyber strategies and other strategic frameworks
The main piece of legislation encompassing technology and cybersecurity in India is the Information
Technology Act, 2000 (also known as the IT Act).19 At the time, India was the 12th state in the world to
pass a cyber law. The Act was based on the United Nations' Model Law on Electronic Commerce, 1996
and is still the primary law for dealing with cybercrime and digital commerce in the country. It did not
yet incorporate regulation on broader cybersecurity concerns. The Act was revised in 2008 (Information
Technology (Amendment) Bill, 2008). The amendment, which was passed by the Indian parliament in
December 2008 and whose provisions came into force in October 2009, mentioned cybersecurity for
the first time, acknowledged the significant increase in cyberattacks, and established measures to
augment cyber law enforcement (such as obliging Internet providers to retain data) and counter cyber
terrorism. It also designated CERT-In as the "national nodal agency" for the protection of critical
information infrastructure. The amendment constituted the most tangible shift from a focus on
commerce to one on security in India's cyber policy. However, the amendment was criticised on several
grounds, including the alleged violation of civil liberties. For example, section 66A penalised sending
"offensive messages", which allegedly constituted a restriction on the freedom of speech protected by
the Indian Constitution. In March 2015, the Indian Supreme Court ruled that this section was
unconstitutional. Moreover, section 69 of the Bill gave authorities power of "interception or monitoring
or decryption of any information through any computer resource".20 This clause has been contested by
non-governmental stakeholders and has also been a point of contention for India's partnership with the
EU, which has criticised the lack of protection of civil liberties. 21
In April 2011, the Indian government notified the Information Technology (Reasonable Security
Practices and Sensitive Personal Data or Information) Rules, 2011. The Rules required firms to
obtain written permission from customers before collecting and using their personal data. This has
affected a number of international firms that outsource to Indian companies.
Finally, in June 2013, the MeitY promulgated India's National Cybersecurity Policy (NCSP), the first
official national policy framework specifically addressing threats to cybersecurity. The framework aims
to protect information infrastructure in cyberspace, build capabilities to prevent and respond to cyber
threats, reduce vulnerabilities, and minimise damage from cyber incidents through a combination of
institutional structures, people, processes, technology, and cooperation. The strategy aims to reach
these goals by:
> creating a national and sectorial mechanism to deal with cyber threats through the National
Critical Infrastructure Protection Centre (NCIPC);
> mandating CERT-In to act as a nodal agency for co-ordination of crisis management efforts;
> increasing partnerships between the public and private sectors;
> promoting cybersecurity research and development;
> developing human resources through education and training programmes; and

19

For a more in-depth look at the regulatory landscape, including an analysis of how this legislation addresses e-crime, law enforcement and
information-sharing, see Hathaway, Melissa et al. 2016. India: Cyber Readiness at a Glance. Arlington, VA: Potomac Institute for Policy
Studies
20
Ministry of Law, Justice and Company Affairs, 2008. The Information Technology Act, 2008.
nagapol.gov.in/PDF/IT percent20Act percent20(Amendments)2008.pdf
21
See, e.g., Patil, Sameer et al., 2016. India-EU cooperation on cyber security and data protection. Instituto Affari Internazionali and
Gateway House, pp. 21-22; Prakash, Pranesh, 2009. “Short note on IT Amendment Act, 2008”, The Centre for Internet and Society,
https://cis-india.org/Internet-governance/publications/it-act/short-note-on-amendment-act-2008

8

Cyber Diplomacy and Resilience in India

> helping the private sector to produce 500,000 trained cybersecurity professionals in the next
five years.22
While various factors have impeded the swift implementation of the NCSP since 2013, the document
laid the ground for substantive institutional developments which will be outlined below. In 2019, the
National Security Council Secretariat (NSCS) mandated a taskforce to revise the 2013 NCSP. The
taskforce invited input from stakeholders across sectors by January 2020. The new National
Cybersecurity Strategy 2020 will outline policy priorities between 2020 and 2025. Publication was
planned for the first quarter of 2020, though it was delayed by the need to address the COVID-19
pandemic.23

2.3.2. E-governance frameworks
Against the background of these broader legislative and strategic advances, India has developed an
ambitious e-governance system, leading some observers to note that India has evolved as "a leader in
using IT for e-government and public service delivery".24 In 2006, the Indian government took a first
step towards building a comprehensive e-governance regime by approving the National eGovernance Plan (NeGP) that outlined measures to digitise government functions and services such
as tax collection and pension payments.
In January 2009, the Indian government under then-Prime Minister Manmohan Singh extended its egovernance initiative by establishing the Unique Identification Authority of India (UIDAI), a statutory
authority under MeitY, which was tasked to issue a 12-digit unique identity number obtainable by
residents of India called Aadhaar (Hindi for "foundation") and to provide a digital platform for
enrolment and authentication. With the passing of the Aadhaar Act of 2016, the data for the unique
identity number, based on residents' biometric and demographic information, has been collected by
and came under the jurisdiction of the UIDAI.25 Under Prime Minister Modi, the government also
stimulated the opening of and easy access to bank accounts through the Aadhaar-related programme
"Jan Dhan" and nudged the country towards digital payments by restricting values of cash transactions.
These initiatives sought to pave the way for a fully digital, unified tax system to increase India's low ratio
of tax revenues to GDP. By June 2018, the UIDAI had assigned a number to almost 1.2 billion residents,
making Aadhaar the world's largest biometric identification database-driven e-government system.26
India has thus begun to substantively change the way it governs itself and has begun to export this
model to other digitising economies.
While the government's declared goal of Aadhaar was to improve public welfare management,
opposition parties and civil society organisations have raised various privacy and security concerns,
resulting in numerous litigation cases brought before the Supreme Court that challenge the validity of
the Aadhaar Act, 2016. In September 2018, one year after the Supreme Court reaffirmed that a
fundamental right to privacy did exist under the Indian Constitution, it partly validated Aadhaar's
constitutionality. Weighing the programme's proportionality in the context of its surveillance potential,
however, Supreme Court judges called for important changes to the legal framework, such as forbidding
the use of the Aadhaar database by private entities, reducing the time period for storing
authorisation/transaction data, and limiting the use of metadata, thus decreasing the scope for profiling
individuals. It also suggested that a judicial authorisation should be put in place for government
requests under the Act. On other grounds, sceptics warned that the programme's potential design flaws
would negatively affect information security.27 Amidst this opposition, the parliament passed the Aadhar
22

Unpublished notes from the EU-India Cyber Dialogue on May 21, 2015, Brussels.
National Informatics Centre, 2019. National Cyber Security Strategy 2020 (NCSS 2020), https://ncss2020.nic.in/.
24
World Bank, 2017. A Rebalancing China and Resurging India: How Will the Pendulum Swing for Russia?
https://www.worldbank.org/en/news/feature/2017/11/16/a-rebalancing-china-and-resurging-india-how-will-the-pendulum-swing-for-russia
25
Ministry of Justice, 2016. The Aadhaar (Targeted Delivery of Financial and other Subsidies, Benefits and Services) Act, 2016,
https://uidai.gov.in/images/targeted_delivery_of_financial_and_other_subsidies_benefits_and_services_13072016.pdf.
26
UIDAI, 2019. State-wise Aadhaar Saturation Report. January 31, 2019. https://uidai.gov.in/images/state-wise-aadhaar-saturation.pdf
27
Dutt, Rimin, 2017. “Why we should all worry about the mandatory imposition of Aadhaar”. Huffington Post, March 24, 2017.
https://www.huffingtonpost.in/2017/03/24/why-we-should-all-worry-about-the-mandatory-imposition-of-aadhaa_a_22009826/
23
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Amendment Act in July 2019, nullifying some of the measures of the Supreme Court ruling three months
after the Bharatiya Janata Party (BJP) had gained a strong mandate in the general elections. At the time
of writing, the cases challenging the constitutionality of the Amendment Act were pending before the
Indian Supreme Court.
The creation and expansion of the Aadhaar programme also significantly contributed to broader
debates on and assessments of privacy and data protection legislation. In July 2018, an expert
committee chaired by former Supreme Court judge B. N. Srikrishna released the above-mentioned draft
of Personal Data Protection Bill, 2018, which formed the basis for the Personal Data Protection Bill, 2019,
introduced in the parliament's lower house in December 2019 and then referred to a Joint Select
Committee composed of members of both houses. The Bill would constitute the first cross-sectoral
framework for data protection in India, calling for the protection of personal information of Indian
citizens, the roles and duties of data processors, and the rights of individuals. It also adds a broad data
residency requirement, comparable to the one introduced by Russia in 2015. 28 It would apply to
government and corporate entities, including data controllers/fiduciaries and data processors outside
Indian territory under specific conditions, and has been modelled on the EU General Data Protection
Regulation (GDPR). However, there is a provision to exempt government agencies from the bill under
certain conditions. At the time of writing in early 2020, its passage through parliament had been delayed
by the government's efforts to address the spread of the COVID-19 virus.

2.4. Institutional landscape and key stakeholders29
2.4.1. Government
The institutional landscape of India's cyber governance at the federal level has evolved substantially in
recent years. To reduce institutional overlaps and fragmentation, the 2013 NCSP identified the ministries
and agencies primarily responsible for the governance of cyber policies and clarified their respective
roles. At a general level, the MeitY is responsible for the domestic digital transformation, the Home
Ministry for cybercrime, the Ministry of External Affairs (MEA) for bilateral and multilateral cyber
diplomacy, the Defence Ministry for cyberdefence, and the Prime Minister's Office (PMO) for
coordinating the various activities.
The Prime Minister's Office (PMO), which assists the prime minister and is headed by a joint secretary,
consists of several agencies and advisors with cyber policy portfolios. Most importantly, the National
Security Council (NSC), usually chaired by the National Security Advisor (NSA) and including the prime
minister and several cabinet-level officials, is tasked with overseeing national security and intelligencerelated issues of strategic concern, including cybersecurity. The NSA coordinates intelligence collection
among the relevant agencies and the executive. One of the deputy NSAs has represented India in
various global Internet governance fora and cybersecurity-related negotiations and coordinated
institutional reforms in India's cybersecurity landscape. In 2013, the PMO's National Security Council
Secretariat (NSCS) replaced the Ministry of Home Affairs (MHA) in leading India's cyber policy, in
particular with regard to critical infrastructures; the governance of non-critical components was
Dhapola, Shruti, 2018. „Personal Data Protection Bill 2018 draft submitted by Justice Srikrishna Committee“, The Indian Express, July
28, 2018. https://indianexpress.com/article/technology/tech-news-technology/personal-data-protection-bill-2018-justice-srikrishna-dataprotection-report-submitted-to-meity-5279972/
29
This overview only refers to the most central institutions and provides a snapshot that will be quickly outdated given the ongoing
institutional reforms. For a more exhaustive overview of the Indian cyber policy’s institutional structure, see Gunjan Chawla, 2020. “The
Architects of Cybersecurity Institutions in India”, CCG Blog, February 7, 2020, https://ccgnludelhi.wordpress.com/2020/02/07/thearchitecture-of-cybersecurity-institutions-in-india/, which is a short overview of a more extensive study; also cp. Thapar, Shuchita, 2016.
Mapping the Cyber Policy Landscape: India. London: Global Partners Digital, https://www.gp-digital.org/wpcontent/uploads/2017/05/India_mapping-report_final_2-1.pdf; and DSCI, 2018. Cyber Security Ecosystem in India. Presentation, Data
Security Council of India. September 18, 2018, p. 7. An interactive overview of the various institutions involved is provided in Internet
Democracy Project, “Watchtower: Mapping the Indian Government’s Cybersecurity Institutions,” 2016,
https://Internetdemocracy.in/watchtower/.
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delegated to MeitY. The NSC's Joint Intelligence Committee also analyses information gathered from
India's intelligences agencies.
In January 2014, moreover, the Indian government established the National Critical Information
Infrastructure Protection Centre (NCIIPC) as outlined in the IT Amendment Act 2008, placed under the
National Technical Research Organisation (NTRO), a technical research and intelligence agency that
reports to the NSA. The NCIIPC is a nodal agency officially mandated to "take all necessary measures to
facilitate protection of Critical Information Infrastructure, from unauthorised access, modification, use,
disclosure, disruption, incapacitation or distraction through coherent coordination, synergy and raising
information security awareness among all stakeholders".30 Another institution under NTRO is the
National Institute of Cryptology Research and Development (NICRD), funded in 2007 to develop
encryption products for national security applications.
In addition, the PMO established the position of National Cyber Security Coordinator (NCSC) in the
PMO's National Security Council Secretariat in March 2015, and assigned former head of CERT-In
Gulshan Rai as the first NCSC (who was succeeded in April 2019 by Lt. Gen Rajesh Pant). The NCSC is
responsible for advising the prime minister on strategic cybersecurity matters, in close collaboration
with the NSA, and for providing strategic direction to relevant departments.
Finally, in 2017, the PMO created the National Cybersecurity Research Fund, managed by a NSA-chaired
committee, to support indigenous research on cybersecurity products and systems.
The Ministry of Electronics and Information Technology (MeitY), a full-fledged ministry since the
bifurcation of the Ministry of Communications and IT in July 2016, covers the broadest range of issues
related to cyber policy of all relevant ministries, leading the implementation of India's digital
transformation efforts.31 Its mandate includes governing policy matters related to IT, electronics, and
the Internet, except the licencing of Internet service providers; promoting Internet enabled services,
such as digital transactions and assisting other department in promoting e-governance, e-commerce,
e-medicine, and e-infrastructure; enhancing training and education on and through IT, including by
establishing knowledge centres for cybersecurity activities, a mandate for which it is supported by an
autonomous body under its administrative control, the National Institute of Electronics and Information
Technology; and administering cyber laws such as the IT Act. The National Informatics Centre (NIC), an
office attached to MeitY, provides e-governance support to central and state government bodies. The
UIDAI, managing the Aadhaar project, is also a MeitY statutory organisation.
Finally, the CERT-In is also a statutory organisation of MeitY. It serves as a nodal agency to address
cybersecurity threats and strengthen the security-related defence of India's Internet networks and has
developed working relationships with the CERTs of multiple other countries.32 In summer 2016, the
government announced the establishment of the National Cyber Coordination Centre (NCCC), a multistakeholder cybersecurity agency under CERT-In to monitor cyber threats and coordinate activities
between ministries, intelligence services, armed services branches, and the private sector. In early 2020,
the NCCC was still only partially operational.
The Ministry of Communications plays a less prominent role since the bifurcation of the Ministry of
Communications and IT in 2016. Its Department of Telecommunications (DoT) and Department of Posts
cover issues related to coordination and licensing of telecommunications data and standardisation and
research and development in telecommunications. It administers laws such as the Telegraph Act, 1885,
the Telecom Regulatory Authority of India Act, 1997, and houses the Digital Communications
Commission, which implements the government's telecommunication policy.
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The Ministry of Home Affairs (MHA) administers law enforcement efforts to address cybercrime,
espionage, and terrorism. In a restructuring in 2017, two new divisions were created. The Cyber and
Information Security Division was tasked with monitoring online crimes and threats and facilitating the
development, administration, and implementation of the National Information Security Policy and
Guidelines (NISPG), a policy developed to protect classified government information, and the long
delayed National Intelligence Grid (NATGRID), an ambitious, integrated, counterterrorism intelligence
database structure project.33 Under this division is the Indian Cyber Crime Coordination Centre (I4C),
launched in January 2020 and comprised of the National Cyber Crime Threats Analytics Unit, the
National Cyber Crime Reporting Portal, the National Cyber Crime Training Centre, the Cyber Crime
Ecosystem Management Unit, the National Cyber Crime Research and Innovation Centre, the National
Cyber Crime Forensic Laboratory Ecosystem, and the Platform for Joint Cyber Crime Investigation Team.
Among its various tasks, I4C is also responsible for coordinating activities related to the implementation
of Mutual Legal Assistance Treaties (MLAT), a contentious component of cyber diplomacy. 34 Separately,
the Counter Terrorism and Counter Radicalisation Division tracks and addresses online terrorist
activities.35 Finally, MHA's intelligence agency, the Intelligence Bureau (IB), also has a cybersecurity wing
to counter online radicalisation.36
The Central Bureau of Investigation (CBI) is an investigative agency under the jurisdiction of the
Ministry of Personnel, Public Grievances and Pensions, headed by Prime Minister Modi, that also
addresses cybercrime. CBI has a Cyber Crimes Research and Development Unit, a Cyber Crime
Investigation Cell, a Cyber Forensics Laboratory, and a Network Monitoring Centre. It is India's single
point of contact for Interpol.
The Ministry of External Affairs (MEA) coordinates India's cyber diplomacy. It administers the various
bilateral cyber dialogues and, in conjunction with NSC counterparts when national security is concerned,
represents India in regional and global multilateral fora, including in the context of negotiating
conventions and treaties on Internet-related issues like export control and dual-use technologies. The
MEA has three divisions covering cyber policy-related subjects. Its E-Governance and Information
Technology Division works to protect the networks of the ministry and its embassies. The Cyber
Diplomacy Division is in charge of above-mentioned negotiations. In addition, the Ministry established
the New and Emerging Strategic Technologies (NEST) Division to monitor the implications of evolving
strategic technologies such as artificial intelligence (AI) and 5G for India's foreign policy in January
2020.37
The Ministry of Defence (MoD) manages India's cyberdefence (for details on the military, see the next
section). Under MoD's administrative control, three agencies are mainly responsible for cyberdefence
operations and governance. First, the Defence Intelligence Agency (DIA) analyses and coordinates
relevant military intelligence gathered by the three branches of the armed forces to inform military
operations. It also controls the Defence Information Warfare Agency, handling information warfare
operations, and other agencies such as the Directorate of Signals Intelligence and the Defence Image
Processing and Analysis Centre whose tasks overlap with cyberdefence.
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Second, the Integrated Defence Staff (IDS) governs the Defence Cyber Agency (DCyA), a long-awaited
tri-service agency approved by the Indian cabinet in October 2018 that is based in New Delhi and led
by Rear Admiral Mohit Gupta, and coordinates the military's cyber warfare operations. The DCyA is
expected to develop India's cyber warfare doctrine and engage in cyber operations and will be staffed
with personnel from all three services.38 In early 2020, the DCyA's stated mandate still overlapped with
those of the DIA and civilian counterparts such as the NCSC and CERT-In and faced recruitment
difficulties, which will likely be addressed in the revised cybersecurity strategy.39
Third, the Defence Research and Development Organisation (DRDO) is the lead defence agency for
research and development, evaluation, and testing in the area of national security, including
cybersecurity. DRDO constitutes a network of over 50 laboratories engaged in developing
interdisciplinary defence technologies. Its Directorate of Information Technology and Cybersecurity
develops DRDO's cybersecurity policies and develops cybersecurity solutions.40 It also helps set up
cybersecurity research centres across India. Finally, DRDO is involved in international cooperation on
cyberdefence-related technology acquisitions.
Separately, the MoD-funded Manohar Parrikar Institute for Defence Studies and Analyses established a
Cybersecurity Centre of Excellence to conduct research and organise dialogues related to strategic
cybersecurity issues.
Finally, as part of the Indian government's "Make in India" campaign, the MoD has invested in
indigenous cybersecurity manufacturing to become less dependent on imports. In March 2018, the
MoD's Department of Defence Production released the draft Defence Production Policy (DPrP) 2018,
which outlined ways of promoting India's arms manufacturing base, including by making India a "global
leader in cyberspace and AI technologies", setting up a multi-stakeholder taskforce to develop a
strategic roadmap for developing defence-related capacities in the area of AI and robotics and various
mechanisms to incentivise indigenous cyberdefence capacities and strengthen related infrastructures.41
Despite institutional reforms throughout the past decade, significant functional overlaps and a lack of
coordination across these ministries and agencies persist (for a recent overview, see Figure 2). The new
national cybersecurity strategy is expected to recommend tools to address this challenge between 2020
and 2025.

2.4.2. Military
The Indian armed forces recognised the evolving threats and opportunities relatively early when
compared to civilian state agencies. All three military branches made cyberdefence a part of their
doctrines and began to build capabilities. India's army defined seven forms of information warfare in its
2004 doctrine, raised the Army Cybersecurity Establishment in 2005, and formed the Cybersecurity
Laboratory at the Military College of Telecommunication Engineering in 2010. The country's air force
acknowledged in its 2012 doctrine that its networks had been affected by cyberattacks and outlined a
roadmap on how to address these threats. In its 2009 doctrine, the Indian navy identified electronic
warfare as a key task and following a cyberattack against its Eastern Command headquarters in 2012
established a cybersecurity unit.42

See, for example, Chawla, Gunja, 2019. “India’s new Defence Cyber Agency – II: Balancing Constitutional Constraints and Coverts
Ops?”, Media Nama, October 4, 2019, https://www.medianama.com/2019/10/223-india-defence-cyber-agency-part-2/.
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Figure 2. India's government cybersecurity institutions

Source: National Law University Delhi, 2020. Comments to the National Security Council Secretariat on the National
Cybersecurity Strategy 2020 (NCSS 2020), https://drive.google.com/file/d/14XfyXu5sAPgzAmEaKE78vphTTfH_Y5s/view, p. 39.
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Overall, however, the Indian state has been relatively reluctant to militarise cyberspace and it took
disruptive events such as the cyber-enabled Mumbai attacks to generate high-level political attention
on the need to address cyber threats. The MoD was largely focused on protecting the integrity of Indian
defence information networks, which are still heavily dependent on foreign hard- and software. For
example, the Indian army's official computers are widely using Windows as operating system, and the
Air Force Network (AFNET) and the army's Network for Spectrum (NFS) are dependent on hardware
from the US company Cisco.43 Coordination among the military branches was, however, limited as each
pursued its own independent cybersecurity capacity building efforts and policies and developed its own
CERT teams. MoD's cybersecurity units have also pursued overlapping mandates.

2.4.3. Private sector
As outlined above, the Indian IT sector has grown rapidly following the rise of the software industry in
the 1990s and has become an important component of India's economy.44 Its share of India's GDP grew
to 7.7 percent in 2019 and is expected to grow to 10 percent in 2025.45 Leading Indian IT companies
like Tata Consultancy Services, Infosys, Wipro, and Tech Mahindra have become competitive in the
global environment. Their interests vis-à-vis government and regulators are represented by multiple
industry bodies, which conduct large parts of regulatory activities in the field as government regulation
is still weak. Already in 1988, the National Association of Software and Service Companies (NASSCOM)
was founded to promote innovation and trust in the software industry. Recognising the increasing
salience of cybersecurity, NASSCOM founded Data Security Council of India (DSCI) in 2008 to develop
sector-wide best practices and standards on data protection and cybersecurity and promote trust in the
Indian IT sector's security globally. In addition, the Federation of Indian Chambers of Commerce and
Industry (FICCI), India's oldest industry body founded in 1927, also represents sectoral interests. While
these bodies have been considered effective self-regulatory institutions and influential brokers of
evolving cybersecurity policies, the sector's representation of interests is still fragmented, with the
industry associations competing for stakeholder share and the largest corporations pursuing their
interests in areas such as cybersecurity and data protection individually rather than collectively. 46
Corporations in the IT, financial, or health sectors have also pursued diverging positions on digital policy
and regulations.
Several institutions were established to increase coordination and collaboration on cybersecurity
between the government and industry. In 2012, the government established the Joint Working Group
on the Engagement with Private Sector on Cybersecurity. The group, initially chaired by the deputy NSA
and later by the NCSC, was designed as a platform for information sharing. It developed
recommendations on how to increase the multi-stakeholder cybersecurity engagement, including by
involving private sector in cybersecurity capacity building and the development of security standards
and by establishing Information Sharing and Analyses Centres (ISACs) in several sectors that would
cooperate with sectoral CERTs.47 In 2013, the NCSP reiterated that such engagement was still insufficient.
In 2014, the Reserve Bank of India created the first ISAC, the Indian Banks-Center for Analysis of Risks
and Threats (IB-CART), to enhance threat information sharing in the banking sector. Since 2016, Indian
banks have to report suspicious cybersecurity incidents to IB-CART.
As outlined above, the Indian government established the NCIIPC and the NCCC in 2014 and 2016,
respectively, to further improve multi-stakeholder cybersecurity coordination.
In early 2018, MeitY, in partnership with Microsoft, Intel, WIPRO, Red Hat, and Dimension Data, launched
the Cyber Surakshit Bharat initiative to raise cybersecurity awareness across federal and state-level
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government departments by leveraging private sector expertise. Under MeitY's ISAC programme, the
DSCI and Microsoft also launched the Cyber Shikshaa project the same year to train female engineering
graduates in cybersecurity.
Overall, however, the working group was unable to transform into a full-fledged, multi-stakeholder
institution to coordinate public-private responses to cyberattacks and broker compromises on
regulation, and the NCCC is still only partially operational. Mutual mistrust has impeded greater
institutionalisation. The private sector remained wary of the public sector's technical abilities to address
cybersecurity threats and was reluctant to share vulnerabilities that could be exploited by competitors.
In turn, government agencies remained unwilling to share sensitive information with the private sector
and criticised a lack of coordination among industry associations. The trust deficit undermined the
NCCC's mandate to share intelligence with the private sector.
Moreover, the Indian state's efforts to help the private sector recruit 500,000 cybersecurity professionals
since the publication of the NCSP in 2013 within five years have stalled; while no official numbers are
available, by 2017 only about 200,000 experts had been recruited, according to a former senior official
interviewed in New Delhi in 2018. As a consequence, the Indian government and industry have
increasingly reached out to cybersecurity firms in the US and Israel to help build internal capacity.48

2.4.4. Civil society
Civil society organisations (CSOs) have long been engaged in India's public life, from social and religious
reform movements in the 19th century to more recent progressive women and youth organisations and
conservative social and cultural organisations. Since the 1990s, CSOs have become increasingly
professionalised and involved in global coalitions to promote their causes. Especially since the election
of Prime Minister Narendra Modi's BJP-led government in 2014, conservative CSOs committed to
promote a Hindu majoritarian political system have ascended. Meanwhile, liberal or progressive CSOs,
in particular those with funding from abroad, have been increasingly sidelined or even assaulted, and
India's civic space became obstructed.49
These developments also condition the leverage of CSOs to influence the direction of India's cyber
policies.50 As described in the section above, several multi-stakeholder institutions were established and
mandated to help develop cyber policies, but these mostly included industry actors and excluded CSOs,
especially when the focus was on cybersecurity rather than data protection. By design, the Joint Working
Group established by the NSC in 2012 focused on engagement with the private sector. In the context
of the NCIIPC, CSOs are not part of the group of stakeholders in terms of critical information
infrastructure.
CSOs also claimed to have been largely excluded from consultations on relevant policies and
legislations. While industry and technical experts were solicited in the process of drafting the IT
Amendment Act of 2008 and its far-reaching implications for cybersecurity legislation, civil society was
largely omitted. Similarly, CSOs criticised a lack of involvement in the consultations on the NCSP 201351
and in the preparations for and procedures of the Global Conference on the Stability of Cyberspace
hosted by India in November 2017, which they perceived as a form of retaliation against CSOs' criticism
of government projects like Aadhaar.
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Within these confines, CSOs have had an impact on India's cyber legislation and policy by contributing
to public consultations, providing academic advice, pursuing legal challenges, raising public awareness,
and engaging with the media. The majority of CSOs active in this field - including, among others, the
Centre for Internet and Society, the Internet Democracy Project, the Internet Freedom Foundation, the
Software Freedom Law Centre-India, and international CSOs, such as Access Now and Global Partners
Digital - focus on digital rights. Thinktanks such as the National Institute of Public Finance and Policy
(NIPFP), the Observer Research Foundation, and the Vivekananda International Foundation shape public
debates and influence policies on various issues, from data protection to cybersecurity.
Some examples highlight the (limited) impact of civil society on India's cyber policy, including cyber
diplomacy. Concerted pressure from civil society (and the private sector) has contributed to the Indian
government's withdrawal of its propositions for creating a committee on Internet-related policies (CIRP)
submitted to the United Nations General Assembly in 2011 and on an enhanced role of the International
Telecommunication Union (ITU) in realising a secure information society in 2014 as well as from its draft
national encryption policy in 2015. Similar opposition challenged the implementation of the Aadhaar
system. While India's Supreme Court validated Aadhaar's constitutionality in September 2018, its
gradual expansion has triggered widespread privacy and security concerns. In addition, a backlash to
the draft of the Information Technology (Intermediary Guidelines [Amendment] Rules) 2018 prepared
by MeitY forced the government to postpone its ratification until after the 2019 parliamentary elections.
In addition, perhaps civil society's greatest success to date was its impact on the Telecom Regulatory
Authority of India (TRAI)'s passage of rules against zero-rating and the DoT's approval of net neutrality
rules largely banning blocking, throttling and zero-rating Internet data in 2018. Activists had rallied
Internet users after TRAI had invited comments on Internet regulation drafts in 2015, leading to a yearslong campaign for net neutrality.52 Finally, Indian CSOs also used international venues to exert influence
on India's cyber policy, including cyber diplomacy. For example, several CSOs endorsed the French
government's Paris Call for Trust and Security in Cyberspace announced in late 2018, in contrast to the
Indian government.
One crucial aspect of civil society's role in shaping cyber policy in India is the fact that its interests are
often more focused on immediate and pressing domestic issues. Currently, this involves aspects such
as data security, privacy, and localisation, as well as government-led Internet shutdowns. By contrast,
government actors and the private sector arguably still have a more international and long-term
horizon.

2.4.5. Academia
Finally, academia is another significant non-governmental stakeholder in India's cyber policy ecosystem.
Both technical and non-technical universities and research institutes have played a significant role in
cyber policy discussions by conducting relevant research but also by training experts who went into
industry or politics. Non-technical academia, like the Centre for Communication Governance at National
Law University Delhi (CCG) and the Institute of Global Internet Governance and Advocacy (GIGA), for
example, are crucial for legal education, the communication of law and policy, and the promotion of
civil liberties and good Internet governance. Academics, particularly those who do not go on to work in
industry, provide a strong civil society perspective with which policymakers can interact.
Members from technical academia, on the other hand, are stakeholders that promote a different type
of capacity building by raising awareness of cybersecurity issues and training of cybersecurity
professionals. Technical universities can provide trainings on diverse issues crucial for effective cyber
policy, such as Information Assurance, technical law and policy, secure coding, and critical infrastructure.
Technical academia can also include members of non-university institutions. For instance, Microsoft
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launched a Cybersecurity Engagement Centre in New Delhi in October 2016 to foster public-private
research collaborations on cybersecurity.

3. India's cyber diplomacy
3.1. India's multi-stakeholder and multilateral cyber diplomacy
India's domestic cyber policy priorities, most importantly the government's perceived urgency to protect
its digital transformation against proliferating cyber threats, and the concomitant regulatory and
institutional landscape shape its diplomacy in multilateral negotiations on Internet governance and
cybersecurity.
In debates on global Internet governance, India has been widely perceived as a "swing state".53 In
Internet governance fora, such as the Internet Corporation for Assigned Names and Numbers (ICANN),
Internet Governance Forum (IGF), and the NETmundial Conference in 2014 as well as at relevant
meetings at the International Telecommunication Union (ITU) and the UN General Assembly (UNGA),
New Delhi's positions on how the Internet should be governed have been seemingly contradictory and
incoherent in the past decade.54 This variation is largely a result of diverging priorities among the federal
ministries representing India in global Internet governance fora, most notably the MEA, MeitY, and the
Ministry of Communications (before 2016, the Department of Electronics and IT [DeitY] and the
Department of Communications [DoC]).
The MEA, representing India at the UNGA and the Working Group on Enhanced Cooperation on Public
Policy Issues Pertaining the Internet, promoted multilateral, intergovernmental structures to govern the
Internet - an approach that was driven by security concerns and the conviction that these need to be
primarily or exclusively addressed by governments.55 Meanwhile, DeitY and DoC, representing India at
IGF and ITU meetings, vacillated from support of multi-stakeholder governance mechanisms to what
one study called "nuanced multilateralism", supporting multi-stakeholder involvement in the
formulation of policy but reserving the implementation and enforcement of policy for governments,
especially in areas related to national security. 56
Civil society actors criticised this lack of coherence and continuity and India's siding with authoritarian
regimes' attempts to increase governmental Internet control by supporting multilateralism.57 The Indian
government, however, portrayed its posture as that of a bridge builder between the polarised camps in
multilateral negotiations on global Internet governance structures and norms, eager to promote a
"middle way" or "third path".58 India's claims for an enhanced role of intergovernmental institutions,
such as the ITU, in global Internet governance and its vacillating positions in the debates reflect its longstanding emphasis of state sovereignty and non-interference in international affairs and the
concomitant conviction that security is the exclusive responsibility of the state. Indian governments have
traditionally emphasised domestic and Westphalian sovereignty and strategic autonomy as guiding
53
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principles of Indian foreign policy, which best guarantee national and international security. This foreign
policy orientation has also been translated into India's cyber diplomacy and a reflex to align with
sovereignty-oriented states like China and Russia in negotiations at the UN. India shares with China and
Russia, who on multiple occasions promoted the concept of 'cyber sovereignty', a preference for
centralised, strong sovereignty entailing hierarchical state-society relations and limited stakeholder
consultations.
India has also contributed to multilateral negotiations on establishing a normative framework for
responsible state behaviour in cyberspace. Indian delegations participated in all of the five previous
UN Group of Governmental Experts (UNGGE) meetings since 2004 except the one in 2015, and India is
also part of the ongoing sixth UNGGE that is meeting between 2019 and 2021.59 During the meetings
of the fifth UNGGE of 2016-2017, the Indian delegation highlighted the need to develop norms
regulating the role of malicious activities by non-state actors in cyberspace and the attribution of their
conduct to states, an issue of particular importance for India because of the disruptive capacity of nonstate actors based in Pakistan and China, and supported suggestions to establish an explicit right to
self-defence against state-sponsored cyberattacks.60 In addition, India stressed the importance of
confidence building measures (CBMs) in cyberspace, stating during the 11th EU-India Cyber Dialogue
in May 2015 in Brussels for example, that CBMs were critical to building trust and should be developed
on the basis of the UNGGE proposals, encouraging an exchange of points of contact and strategies and
policies as well as CERT-to-CERT cooperation.61
After the 2016-2017 UNGGE failed to produce a consensus report, India's NSCS established a committee
led by its former permanent representative to the UN, Ambassador Asoke Mukerji, to develop
recommendations on how to enhance India's voice in international negotiations on norms. The
committee reportedly recommended that the Indian government should continue to support the
recognition and implementation of the 11 norms, outlined in the 2015 UNGGE report and endorsed by
the UNGA, with minor adjustments, and to assess their compatibility with national legislation.62 In 2018,
in a unique development, the UN-level negotiations were split into two tracks. India voted in favour of
both the UN Resolution A/73/251 to establish an Open-Ended Working Group (OEWG), initiated by
Russia, and the UN Resolution A/73/251 to establish another GGE, initiated by the US. India's activism
in UN-level discussions on cyber norms, however, decreased and the government did not yet advance
a coherent stance on contentious issues, arguably due to personnel changes in the MEA's cyber
diplomacy division.63 This lack of a proactive approach was also reflected in the Indian delegation's
statements in the first two substantive sessions of the OEWG, which largely reaffirmed established
positions, and in India's reluctance to publicly clarify its views on how international law applies to
cyberspace.64 With the creation of the MEA's NEST division, India's cyber diplomacy in these fora could
be reinvigorated. In fact, in April 2020, India submitted comments on the OEWG's initial pre-draft report,
and recommended including references for taking steps to establish an international institution under
the UN that guides implementation of the UNGGE norms, develops future norms and CBMs, and
facilitates attribution as well as a body to help assess states' adherence to norms and CBMs through
peer review. It also recommended establishing a separate norm for critical information infrastructure
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protection and for exploring the creation of an agreement to cooperate on countering terrorist online
propaganda.65
The process of establishing norms for responsible state behaviour has not been confined to the UN but
fragmented across several multilateral regional institutions, multi-stakeholder fora, and nongovernmental initiatives. (Regional institutions will be discussed in the following section.) Prominent
examples of multi-stakeholder fora include the London Process and the Paris Call for Trust and Security
in Cyberspace. The London Process entailed a series of a multi-stakeholder conferences called the
Global Conference on Cyberspace (GCCS), which was launched in 2011. In 2017, India became the first
non-OECD country to host a GCCS. One result of the London Process was the creation of the Global
Forum on Cyber Expertise (GFCE) at the GCCS in 2015, a platform for exchanging best practices on
capacity building of which India, alongside the EU and other states, became a founding member. During
the 2017 GCCS in New Delhi, the GFCE produced an outline for global capacity building cooperation
(Delhi Communique on a GFCE Global Agenda for Cyber Capacity Building). Meanwhile, while the Indian
government, alongside its US, Chinese and Russian counterparts, refused to endorse the Paris Call, an
initiative launched by the French government in 2018 promoting nine non-binding principles of
responsible behaviour in cyberspace, key stakeholders from Indian private sector such as DSCI and FICCI,
civil society actors such as Centre for Internet and Society and Digital Empowerment Foundation, and
thinktanks and academic institutions, such as the Observer Research Foundation and National Law
University Delhi, granted their support.
Non-governmental initiatives promoting norms for responsible state behaviour in cyberspace include
the Tallinn Manual process and the Global Commission on the Stability of Cyberspace (GCSC), as well
as industry-focused projects launched by Microsoft and Siemens. The Tallinn Manual process was a set
of meetings of international law experts that produced two reference reports on the applicability of
international law to cyberspace in 2013 and 2017 (Tallinn Manuals). India's role in this process was
limited to the involvement of Indian legal advisors in preparatory consultations for the 2017 report.
Indian participation was more pronounced in the GSCS, a group of cybersecurity experts established at
the 2015 GCCS that published its final report in late 2019, as it was co-chaired by former Deputy NSA
Latha Reddy, and ORF President Samir Saran acted as one of the 26 commissioners. After the failure to
reach consensus in the 2016/2017 UNGGE, companies stepped up their norms building efforts, with the
Microsoft-led "Cybersecurity Tech Accord" as the most debated example. At the time of writing, India,
alongside China, Russia, but also the US and Brazil, had still refused to join the initiative, a decision that
arguably again reflected the Indian government's reflex to maintain control over security-related
aspects of cyber policy.
Finally, an increasingly contentious field of multilateral diplomacy is the establishment of a global
cybercrime regime. New Delhi has thus far declined invitations of and resisted pressures by the US to
become a signatory to the Council of Europe Convention on Cybercrime (the so-called Budapest
Convention), the only legally binding international treaty on the subject, on the grounds of broader
foreign policy considerations as well as concerns on the nature of the criminal justice treaty itself. Most
importantly, New Delhi denounced the treaty as impinging on states' sovereignty (in particular its
section 32.b, which allows signatories to access or receive stored computer data located in another
member state with lawful and voluntary consent, a concern it has shared with Russia), discriminatory
(given that it was not part of its drafting process, a concern it shares with states such as Brazil), and
ineffective (as China and Pakistan are non-signatories, but also with reference to its Mutual Legal
Assistance regime).
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While the Modi government reportedly signalled willingness to eventually join the Budapest Convention
and conceded that most of the convention's content adheres to its domestic legislation, it at times
instead called - in concert with Brazil, Russia, China, and South Africa - for establishing a novel
framework at the UN level such as an international convention on cooperation on cybercrime.66
Officially, India has expressed its belief that its own cybercrime-related legislation (IT Act) is similar to,
and compatible with, the provisions in the Budapest Convention. However, although representatives of
the NCSC and MeitY attended Council of Europe consultations on an additional protocol to the
Budapest Convention in November 2019, India still refused to sign the Convention. 67 The same month,
New Delhi voted in favour of a Russia-backed UN resolution establishing a committee to draft a treaty
on cybercrime cooperation that would thwart Budapest Convention provisions. Digital rights groups
and the Council of Europe warned that the treaty would undermine human rights and rule of law
protection rather than contribute to cooperation on cybercrime.68

3.2. India's bilateral and regional cyber diplomacy
India also sought to advance its interests in cyberspace through bilateral and trilateral diplomacy. India's
delegations in cyber dialogues have been typically led by the MEA or MeitY and included representatives
from various ministries and agencies such as CERT-In, DoT, MHA, NCIIPC, and NSCS. Between 2000 and
2017, New Delhi entered 103 international arrangements explicitly focused on or substantially referring
to cybersecurity efforts, including 10 cyber frameworks, 39 Mutual Legal Assistance Treaty (MLAT)
agreements, and 54 Memoranda of Understanding (MoUs) and Joint Statements with over 60
countries.69 Most of these arrangements have been concluded since 2014, arguably reflecting the
government's perceived need to secure its digital transformation agenda through international
cooperation, and focused on information-sharing mechanisms, joint research and development, and
capacity building.
Of the 10 cyber frameworks, consisting of guidelines, practices, and standards promoting the protection
of critical infrastructure, seven involved governments in Asia (Australia, China, Japan, Malaysia,
Mongolia, Russia, and Singapore); the others were Egypt, the UK, and the US. (India's cyber dialogues
with European countries will be discussed at greater length in the next section.) Yet, the fact that India
entered cyber arrangements with countries in all world regions, including South America and subSaharan Africa, reflects the government's effort to diversify its partnerships and maintain strategic
autonomy in cyberspace.
India's cooperation with the US dates back two decades ago and constitutes the cornerstone of its cyber
diplomacy.70 Both governments established the India-US Cybersecurity Forum in 2001 (which later
became the India-US Cyber Dialogue) and the India-US ICT Working Group in 2005. As a result, the
CERT-In, modelled on the US-CERT, and the National Skills Registry, an information registry for sectoral
In January 2018, however, India’s Intelligence Bureau (IB) opposed calls to join the Budapest Convention, expressing sovereignty
concerns over data-sharing with foreign law enforcement agencies, see Tripathi, Rahul, 2018. “Home Ministry pitches for Budapest
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found.
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expertise, were created in 2004 and 2005 respectively, and information and expertise-sharing between
both countries' CERTs was institutionalised in a memorandum of understanding signed in July 2011 and
renewed in January 2017.71 The dialogue got recurrently derailed by incidents, such as the disclosures
by Wikileaks in 2010 and Edward Snowden in 2013, which revealed that India had been among the most
targeted states by US espionage, US allegations of Indian market access barriers through its distinct
data localisation, data protection and e-commerce legislations, and India's concerns regarding
insufficient access to cross-border data.72
Yet, several developments have contributed to the dialogue's persistence and agreement on the
guidelines for a future Framework for the India-US Cyber Relationship reached in June 2016: India's
demand for US technology and joint research and development to boost its cyber capacity; the US'
interest in securing the data of its companies outsourcing business processes to India and its
commitment to reduce its control over ICANN; India's endorsement of the US-favoured multistakeholder approach to Internet governance in June 2015; and, more generally, expanding India-US
defence trade cooperation and shared concerns about increasing Chinese espionage. The framework
outlines cybersecurity measures including information sharing on cyber threats, cooperation in research
and development and capacity building through joint training programmes, and both sides commit to
jointly "promoting the applicability of international law to state conduct in cyberspace and exploring
how it applies to state conduct in cyberspace" and "promoting voluntary norms of responsible state
behaviour in peacetime, including the norms identified by the UN Group of Governmental Experts in
the Field of Information and Telecommunications in the Context of International Security".73
However, growing Indo-US collaboration on cybersecurity and Internet governance did not prevent
New Delhi from entering into a comprehensive cybersecurity with Russia at the BRICS summit in Goa in
October 2016, only four months after the Indo-US framework guidelines were signed and amidst
disclosures of Russia-backed cyber operations to influence the US elections. While the India-Russia
agreement was not made public, it reportedly expanded the bilateral cyber cooperation's previous focus
on cyber terrorism to also include broader security aspects such as enhancing joint interagency
measures against cyber terrorism and crime as well as military-to-military cooperation on
cyberdefence.74 For India, Russia's leading cybersecurity companies are important assets for building
cybersecurity capacities. The fact that India entered formal arrangements with both Russia and the US
as the only major power at the time showcases that India has sought to establish diverse partnerships
to swiftly upgrade the protection of its networks and hedge its bets to avoid one-sided dependence
and counter the risk of the emergence of exclusionary non-proliferation regimes. It also demonstrates
that India has attempted to develop a diplomatic stance as an interlocutor on cybersecurity negotiations
between the entrenched positions, a role New Delhi has also played at various meetings between the
BRICS heads of state and ministers as well as trilateral meetings between the foreign ministers of China,
India, and Russia, whose declarations continued to emphasise the role of the state on cybersecurity
matters but now also endorsed the critical role of multiple stakeholders and the applicability of
international law.
In addition to these bilateral cyber diplomacy initiatives, India engaged in regional organisations to
advance its interests in cyberspace, including in the Association of Southeast Asian Nations (ASEAN)
and the ASEAN Regional Forum (ARF), the Bengal Initiative for Multi-Sectoral Technical and Economic
Cooperation (BIMSTEC) and the SCO. Among these, India's regional cyber cooperation is most active
with the ASEAN and the ARF. Both institutions have developed several regional initiatives to address
interstate cyberconflict, cyber terrorism, and cybercrime. CERT-In has joined the annual Asia Pacific
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Computer Emergency Response Team (APCERT) drills since 2010. Moreover, India hosted an ASEANIndia Cybersecurity Conference in January 2015 and co-founded the ASEAN Defence Ministers Meeting
Plus' (ADMM+) working group on cybersecurity in June 2016. The ARF initiated the ARF Inter-Sessional
Meeting on ICT Security in November 2017 as a regional response to the failure of the fifth UNGGE, the
first of which took place in April 2018 to discuss regional cyber confidence building measures. In the
Delhi Declaration concluding the ASEAN-India Commemorative Summit in January 2018, both sides
outlined cooperation on countering the misuse of social media and Internet by terrorist organisations.
In addition, yet at a smaller scale, India sought to promote cybersecurity collaboration among the seven
member states of the Bay of Bengal Initiative for Multi-Sectoral Technical and Economic Cooperation
(BIMSTEC). BIMSTEC made technology and transport and communications two of its six key sectors.
During the first meeting of BIMSTEC national security chiefs in New Delhi in March 2017, the
establishment of a joint forum on cybersecurity was announced, an idea that was further discussed at a
high-level meeting between the Indian MoD's Institute for Defence Studies and Analyses (IDSA), NSCS
and BIMSTEC (IDSA-BIMSTEC Workshop on Cybersecurity Cooperation) in December 2018 but which
still needed to be operationalised at the time of writing.75
Finally, India became a full member of the Shanghai Cooperation Organisation (SCO) in June 2017,
whose members developed the International Code of Conduct for Information Security in 2009, drafts
of which were submitted to the UNGA in 2011 and 2015. The code identifies network content as a
potential security threat that needs to be regulated by states. India's refusal to confirm reports that it
had signed the agreement as part of its admission illustrates the intricacies of its hedging cyber
diplomacy. India joined joint SCO counter-cyber terrorism drills in December 2017 and hosted a SCO
workshop on cybercrime cooperation in May 2019.

4. EU-India Cyber Cooperation
4.1. Cyber policy interactions between India and the EU: progress and perils
India has often been perceived as a challenging partner in bilateral and multilateral negotiations for the
European Union (EU). Yet, against the rise of authoritarian populism and democratic backsliding in
various world regions, India is also a critical if not indispensable partner across various multilateral fora,
including global Internet governance. First, both sides are increasingly interconnected through trade
and investment. The EU is the largest investor in India and its largest trading partner, accounting for
€85 billion worth of trade in goods in 2017 or 13.1 percent of India's total trade (ahead of China with
11.4 percent and the US with 9.5 percent); in the same year, India was the EU's fourth largest trading
partner, leaving an untapped potential for two-way trade to be unlocked.76 While trade in services
increased from €23 billion in 2010 to €29 billion in 2016, making India the fourth largest service exporter
to the EU and the sixth largest destination for EU services exports, trade in goods even doubled in the
last decade. Similarly, the EU became the first foreign investor in India as its share in foreign investment
flows even more than doubled from 8 percent to 18 percent in that time period. Around 6,000 EU
companies operate in India, providing 1.7 million jobs directly and 5 million indirectly across a range of
sectors. India's market is still growing as India is expected to become the world's most populous country
and could become a global growth engine. In 2018, India was the fastest-growing large economy with
an annual GDP growth rate of around 7 percent, and is projected to increase its clout in global economic
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governance.77 Due to India's location between two of the world's most dynamic areas, Eurasia and the
Indo-Pacific, it is expected to attract the largest bulk of development finance and receive substantial
investment in the next years. As such, India is also a critical partner for the EU's plans to connect the
infrastructure systems of Europe and Asia, including through enhancing digital connectivity.78 Unlocking
the full potential for increased two-way trade by reducing trade barriers while working towards a nondiscriminatory, open, predictable and transparent regulatory and business environment in India that
guarantees EU companies' intellectual property is a key objective of EU diplomacy towards India.
And second, both sides share a set of political values and principles such as inclusiveness, democracy
and effective multilateralism and a common vision of a rules-based global order. With 1.3 billion people,
India is the world's largest democracy with a tested history of defending the pillars of diversity in
governing a very heterogeneous population. Both sides established a strategic partnership in 2004, and
have since then sought to deepen and broaden ties, as expressed in the EU-India Agenda for Action
2020 adopted in 2016 and the Joint Communication on Elements for an EU Strategy for India adopted
by the European Commission and the High Representative of the Union for Foreign Affairs and Security
Policy in December 2018. Regular foreign and security dialogues are held on issues such as
counterterrorism, counter-piracy, non-proliferation, human rights, and cybersecurity. In addition, the EU
and India cooperate on several development subjects to collectively implement the 2030 Agenda for
Sustainable Development, with the EU providing $385 million of gross official development assistance
(ODA) to India in 2016-17, supporting institutional capacity building in areas such as energy,
environment, trade and ICT.79 A large part of this cooperation involves civil society, and the EU and India
are engaged in a civil society dialogue, with the EU seeking to strengthen civil society "by supporting a
wide range of stakeholders and activities at strengthening capacity development processes, promoting
social dialogue, facilitating citizens' active engagement and networking as well as promoting innovation
and best practices".80
Against this background, India and the EU have both expressed their commitment to an open, free,
secure, stable, peaceful, and accessible cyberspace, enabling economic growth and innovation.81 In
light of India's rapid digitisation and connectivity, the EU-India Agenda for Action 2020 resolved to link
India's Digital India initiative and the EU's Digital Single Market, in particular by intensifying cooperation
on regulatory issues, ICT standardisation, Internet governance and the exchange of expertise and best
practice in cybersecurity, conformity assessment, Internet of Things (IoT), cloud computing, high
performance computing, language technologies and e-governance.82 Similarly, the 2018 Joint
Communication highlighted cybersecurity as a joint priority. In January 2020, Josep Borrell Fontelles, the
EU's High Representative for Foreign Affairs and Security Policy, recommended that the "EU and India
should deepen cooperation to protect fundamental freedoms in cyberspace and the free flow of data and counter the drift towards high-tech ‘de-coupling’" to avoid "a split in cyberspace, forcing us to
‘choose sides’ between competing systems and standards (…) for 5G, AI, big data and the internet of
things".83
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At the working level, both sides started cooperating on cyber policy issues following the EU-India
Brussels Summit in 2010, initially focusing the dialogue on mutual assistance and exchange on
cybersecurity and crime. The first consultation took place in November 2011. During the 11 th EU-India
Summit in May 2015, the dialogue was upgraded to a Cyber Dialogue to be held within the framework
of the bilateral Security Dialogue. During the fourth EU-India Cyber Dialogue in New Delhi August 2017,
both sides reaffirmed that "the existing principles of international law are, in general, applicable in
cyberspace and that there was a need to continue and deepen deliberations on the applicability of
International Law to cyberspace and set of norms of responsible behaviour of states", a statement that
was reiterated in the joint declaration of the 14th India-EU Summit held in New Delhi in October 2017.84
In December 2018, officials from both sides met in Brussels for the fifth EU-India Cyber Dialogue to
discuss the applicability of international law, norms of state behaviour and confidence building
measures (CBMs) as well as capacity building, cybercrime and data protection regimes.85 Regular
structured dialogue on economic and regulatory matters has taken place in the annual Joint ICT Working
Group, established in 2000 to discuss Internet governance and ICT research and innovation, and ICT
Business Dialogue. Moreover, discussions on cyber terrorism have taken place in the EU-India
Counterterrorism Dialogue, and CERT-EU and CERT-In have established a working relationship.
Additionally, India has entered cyber dialogues with several EU Member States and the UK (for an
overview, see Annex 1). New Delhi signed MoUs with Estonia, France, Germany, and the United Kingdom
that address items ranging from capacity building in the sphere of e-governance and information
exchanges in education, training, transfer of technology, and research to cooperation on countering
cyberattacks. With countries like Finland, Poland and Sweden, India agreed to cooperate on themes like
information security, capacity building, skill development and R&D, and digital technologies and
economy.
However, there have been clear limits to the cyber partnership. Compared to other strategic partners
of the EU, the Indian government's commitment to cyber cooperation with Brussels has been relatively
modest. Successive Indian governments have perceived the EU as a hypocritical actor in cyber
diplomacy, referring to the EU's reluctance to strongly criticise US intelligence agencies' mass
surveillance in the US and even the EU as well as Member States' policies to heighten control over the
Internet in the context of counterterrorism.86 In turn, India's "swing state" postures in global Internet
governance debates, including its 2011 and 2014 proposals, its close cooperation with China and Russia
on Internet governance, as well as its track record of domestic Internet surveillance and censorship and
the vast vulnerabilities of its networks have led to suspicion and scrutiny among EU actors. 87
Moreover, differences over India's data adequacy status have been a persistent source of conflict. While
the European Commission, which has the power to determine on the basis of article 45 of Regulation
(EU) 2016/679 whether a state outside the EU offers an adequate level of data protection, has denied
India's demands for a data secure status, India has made this an integral part of its negotiations on a
bilateral trade agreement.88 When presenting the Joint Communication on Elements for an EU strategy
for India in November 2018, which was adopted on 10 December 2018 and highlighted cybersecurity
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as a joint priority, EU representatives acknowledged India's efforts to enact adequate data privacy
legislation and pledged their support, but also criticised evolving data localisation barriers for European
companies seeking to access the Indian market. 89 Finally, cyber cooperation has been impeded by
India's reluctance to enter the Wassenaar Arrangement, a non-binding export control regime on dualuse goods and technologies and conventional arms that since 2013 also included controls on the export
of "intrusion software" and to which all EU Member States adhere to. India objected to this restriction
as it needed to import such technology for its surveillance systems. However, in December 2017, India
joined the regime and now has greater leverage on regulating and controlling transfers, paving the way
for more collaboration in this field.

4.2. Prospects for EU-India Cyber Cooperation
Against this background, advancing EU-India cyber cooperation will remain rewarding and demanding,
and require investment and adjustments. As a long-standing champion of concerns of the Global South
and a member of the BRICS group and the SCO, India exerts considerable diplomatic clout in South Asia
and beyond and as such can lead regional and global efforts to implement cyber norms including CBMs
and capacity building efforts regionally and build a rules-based cyberspace order globally. Moreover,
India has the potential to evolve as a model not only for growth but also a particular kind of democratic
economic transformation, and both sides are likely to benefit from taking more concrete actions towards
aligning the European Digital Single Market and Digital India.
Two specific sets of subjects of high economic or political salience should be addressed as priorities for
future engagement.
1. Advancing a robust normative framework for responsible state behaviour in cyberspace
> Cyber norms: Both sides agree that international law applies to cyberspace, and future
dialogue could focus on reaching a joint understanding of the specific norms, prescriptions,
and parameters. As an immediate priority, both can support the chairs of the OEWG and
UNGGE to successfully achieve agreements. In the medium to long term, both can exchange
best practices on implementation, especially on norms of mutual high concern such as the
protection of CII, and on ways to integrate their respective regions' views into global norms
building processes.
> CBMs: CBMs constitute a central component of implementing cyber norms and tool to
increase regional understandings of global norms building processes. India has expressed an
interest to help the ARF to develop a set of CBMs similar to those agreed in the OSCE, which
could be linked with the EU's past cooperation with the ARF on operationalising CBMs for
cooperation during cyber incident responses. In addition, in its comments to the initial predraft of the OEWG report published in April 2020, India suggested to consider a new CBM on
intellectual property theft, a subject also covered in the European Commission's 2017 digital
single market strategy. This reflects the broad range of regional CBMs discussed at the UN.
Overall, both sides should explore options to jointly building and using effective CBMs in
Europe and South Asia that enhance transparency and restraint in cyberspace. 90
> Capacity building: India's cyber policies and diplomacy have been strongly driven by the goal
to secure its digital transformation, and thus focused on the need for cyber capacity building
within India (rather than in third countries). Increasing cooperation on capacity building is thus
a priority from the Indian perspective. For example, the Indian government expressed its
interest in EU assistance for training law enforcement and justice professionals (e.g. training
in forensics and investigative techniques) and to improve awareness of cybercrime
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investigations. EU training would enable India to increase the number of cybercrime certified
experts, who are able to testify in court or gather material which can be used evidentially.
> Democratic oversight of cybersecurity sector: Cybersecurity policy affects multiple
stakeholders and most of these actors gain legitimacy through oversight and democratic
control. Effective oversight of stakeholders is a necessary prerequisite to effective
cybersecurity. Quality of security legislation and the design and jurisdiction of different
oversight institutions, specific reporting and transparency guidelines, as well as public
accountability mechanisms are thus likely to become more important in future EU-India
cybersecurity and cyber diplomacy dialogues. Given that India's security and intelligence
sector has significantly less oversight and accountability mechanisms compared to other
established democracies, the EU could also share best practices in designing and
implementing modern supervisory technology and democratic control.91
> Government access to data (as part of international cooperation on cybercrime): Addressing
access to data by governmental agencies remains a key point of contention in the dialogue.
While India currently has MLATs with several EU Member States (see Annex 1), there is a need
for a less cumbersome process to facilitate the exchange of digital evidence and for increased
dialogue on the regulation of international data flows. Future cooperation beyond the formal
dialogues could include informal exchange on good practices regarding the democratic
governance of a rapidly changing security sector. This could help identifying novel ways for
the EU to bringing India into the debate on international data flows and governments' efforts
to accelerate and broaden access to data in international criminal investigations to online data
abroad, which would also increase the chances of India signing the Budapest Convention and
partaking in cross-border data exchanges in the joint fight against cybercrime. In addition,
given that new pressing questions are not adequately addressed by the Budapest Convention,
the EU could also invest time and resources in the future amendments or additional treaties
that may fill some of the gaps.92
2. Defending digital democracy
> Data privacy: Addressing data privacy is likely to remain a priority in EU-India cyber
diplomacy, in particular in light of the expansion of the Aadhaar programme and the access
to personal data of Indian residents and citizens. The EU has closely followed India's data
privacy law reform process as European operators will be affected given the significant data
flows from the EU to India. Unlike in countries where private companies or platforms are the
primary actors collecting personal data, India's ID project is a public initiative, which has
created a data-driven digital economy.93 In the view of the EU, data should not be governed
exclusively by governments; civil society and businesses are equally critical in creating norms
and rules in digital spaces. In addition to the right to privacy, liberties such as the right to
freedom of opinion, association, and assembly also must be included in the debate. A more
concerted discussion on Aadhaar and the privacy threats it provokes may allow the EU and
India to reach mutual understandings of each other's expectations regarding the importance
of norms in cyberspace. In addition, both sides could discuss how the IT Rules 2011, which
required companies to obtain written permission form customers before collecting and using
91
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their personal data, affect international companies outsourcing to India, and the EU could
share best practices in striking a balance between consumer protection and compliance on
the one hand and global commerce on the other. Among other fundamental human rights
and civil liberties, there is potential for both sides to discuss questions on the right to privacy
in inclusive domestic Indian settings as well as in international fora. To begin with, carefully
prepared collaborative workshops can be a means to gradually reach stronger and more
reliable agreements on norms surrounding cyber platforms, the generation of data, the
protection of sensitive data such as citizens' biometric information, and the promotion of
international cooperation and best practice-sharing. Future engagement should explore the
diverging understandings of data protection and their political roots and implications.
> Data localisation: Data localisation has evolved as a priority policy issue across various sectors
in India. Since a substantial and increasing amount of data on Indian citizens is generated,
MeitY, the Reserve Bank of India, and the Ministry of Commerce push for data localisation, i.e.
the storing of data on Indian territory rather than extraterritorially. In this case, data
localisation is a push for data security and data sovereignty. However, the implementation of
India's data localisation plans could have severe implications for European business and
diplomatic relations. Notably, the security of data depends not only on its location but also
on the legal and technical safeguards that surround the data.94 EU and Indian positions on the
latter aspects diverge, which is especially apparent with India's refusal to sign the Budapest
Convention. The EU has expressed the view that India's move to localise data is unnecessary
and might negatively impact European business and investment interests by creating "hassles
for businesses" in the country.95 Another reason why the EU has an interest to counter an
Indian push for data localisation is the potential for further unchecked government
surveillance measures that may coincide with it as India's privacy laws still remain relatively
weak and offer insufficient legal protection against privacy-violating surveillances.96
The analysis above highlighted that broad consensus exists in the field of international norms on
cybersecurity-related state behaviour, while positions diverge on global cybercrime policies. Meanwhile,
divergences on several matters related to data regulations such as privacy and data localisation have
gradually increased. Future formal and informal dialogues between the EU and India should deliberate
on how to advance the implementation of agreed-upon norms, reduce persistent ambiguities by
publicly stating views on how specifically international law applies to cyberspace, and jointly address
divergences on data governance.
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Annex 1: India's cyber cooperation with EU member states and the UK*
Country

Engagement

Belgium

> 2016: Joint Statement during India visit of Prime Minister to Belgium (30 March
2016), section "energy, ports, IT" section includes cooperation on cybersecurity
> 2011: MLAT agreement
> 2004: MoU on cooperation in IT, signed between the Croatian IT Society Electronics
and the Computer Software Export Promotion Council of India
> 2014: MoU signed by India and Estonia for capacity building in the sphere of egovernment for five years
> 2010: Agreement signed for cooperation in the field of information security
> 2014 MoU between Gujarat Forensic Science University and Finnish cybersecurity
company Codenomicon (non-governmental)
> 2019: MoU on Cybersecurity between CERT-In and TrafiCom to improve exchange
of information on cyber threats and to build capacity, signed during State Secretary
Matti Anttonen's India visit
> 2000: MoU on mutual cooperation in ICT signed by India and France
> 2003: MoU signed by India and France for establishing a 'Indo-French Cyber
University' for information exchanges in the fields of education, training, transfer of
technology, and research
> 2005: MLAT
> 2013: India-France agreed to collaborate on ICT cluster, open data, and cloud
computing; First round of the India-France cyber dialogue held in Paris
> 2016: Joint Statement between French President and Indian Prime Minister, agreeing
to intensify cooperation between security forces in the fields of homeland security,
cybersecurity, Special Forces and intelligence-sharing to fight against criminal
networks and tackle the common threat of terrorism
> 2019: India-France Roadmap on Cybersecurity and Digital Technology
> 2013: India and Germany held consultations on cyber issues
> 2015: India and Germany signed an MoU for security cooperation for countering
terrorism, including online terrorist propaganda
> 2016: India participated in the technology exhibition CeBIT 2016 at Hannover to
promote the "Make in India" campaign in the electronics and IT sectors
> 2007: MoU for IT Security Training, non-governmental, between Italy-based
observatory of server-side cybercrimes, Zone-h, and Hyderabad-based Internet
security solutions provider e2Labs
> 2015: India and Poland agreed to cooperate in the areas of capacity building, skill
development, R&D, and innovation in emerging technologies
> 2017: Minister-level agreement on setting up an institutional mechanism to
collaborate on electronic manufacturing, ITeS, startups, cybersecurity and egovernance
> 2007: MLAT
> 2016: India and Sweden endorsed the creation of a new JWG on Digital Technologies
and Economy

Bulgaria
Croatia
Estonia
Finland

France

Germany

Italy

Poland
Portugal

Spain
Sweden
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United
Kingdom

1995: MLAT
2012: Launch India-UK Cyber Dialogue
2015: Agreement to establish a Cybersecurity Training Centre of Excellence
2016: India and the UK signed an MoU for cooperation on countering the
cyberattacks both countries face; the agreement includes exchange of knowledge
and experience in detection, resolution, and prevention of security-related incidents
> 2018: Five-year Framework for the India-UK Cyber Relationship
>
>
>
>

* Includes agreements that were either explicitly centred on cyber issues or outlined cyber cooperation as part of broader
engagements; gaps for activities post mid-2017 need to be closed through future in-depth field research.
Source: Own compilation based on Gateway House 2016, p. 16; Elkmokadem, Leilah, 2017. Mapping of India's CybersecurityRelated Bilateral Agreements. Bangalore: The Centre for Internet and Society; CBI, 2019. MLATs,
http://www.cbi.gov.in/interpol/mlats.php
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