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EU digital sovereignty: When top-down 

meets bottom-up 

Dennis Broeders, Leiden University  

Monica Kaminska, Leiden University 

1. Introduction

Even though geopolitics is arguably the raison d’être of the EU, the EU itself has never 

really positioned itself as a geopolitical actor. Instead it has presented itself as the largest 

single market – with all the economic clout and power that such a characterisation entails 

– and as a normative and regulatory power. In the somewhat derogatory words of former

Belgian foreign minister Mark Eyskens, the EU is ‘an economic giant, a political dwarf, 

and a military worm’.1 Eyskens was speaking in 1991, just after the fall of the Berlin Wall 

and shortly before the collapse of the Soviet Union. Such a characterisation has never 

remained unchallenged, but recently the EU has started to project a much more explicit 

geopolitical stance, not least in the digital domain. Against the backdrop of the return of 

a multipolar international system, the geo-economic and political rivalry between the US 

and China, and Russian military aggression, the EU is starting to assert itself 

internationally using the language of (digital) sovereignty and (open) strategic autonomy. 

In 2019 the European Commission announced in its digital strategy A Europe Fit for the 

Digital Age that Europe should ‘strengthen its digital sovereignty and set standards, 

rather than following those of others’.2 To make matters even more clear, president elect 

of the European Commission Ursula von der Leyen presented her team in 2019 as ‘the 

geopolitical Commission […] that Europe urgently needs’.3  

The debate in Europe about digital sovereignty, technological sovereignty, data 

sovereignty and strategic autonomy has been building over recent years at both the EU 

level and the level of individual Member States. The different concepts – and their diverse 

interpretations – cover the sovereignty concerns of citizens, states and the EU itself, and 

range from the protection of fundamental rights to addressing geo-economic strengths 

and vulnerabilities and European military concerns. The language of digital sovereignty 

and strategic autonomy – on which we focus in this research note – has become 

integrated into the policy statements and documents of the European Union, even if 

1 Cited in I. Manners (2010), ‘Global Europa: Mythology of the European Union in world politics’, Journal of Common Market 

Studies 48 (1), 67–87: 75 
2 European Commission, A Europe Fit for the Digital Age, available at: https://ec.europa.eu/info/strategy/priorities-2019-

2024/europe-fit-digital-age_en  
3 Ursula von der Leyen, Speech in the European Parliament Plenary Session, 27 November 2019, available at: 

https://ec.europa.eu/info/sites/default/files/president-elect-speech-original_1.pdf 

https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age_en
https://ec.europa.eu/info/sites/default/files/president-elect-speech-original_1.pdf
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definitions of the terminology remain scarce. While there has been much analysis of these 

new narratives of digital sovereignty and strategic autonomy,4 less attention has been 

paid to the alignment – or misalignment – between these narratives and the EU policies 

that would translate the concepts into everyday life. This lacuna was the point of 

departure for the EU Cyber Direct Research Seminar we organised on the 18th of March 

2022 under the title Digital Sovereignty: From Narrative to Policy?, the results of which 

are published in this report.5 The seminar took the recent discussions and narratives 

about EU digital sovereignty and strategic autonomy as a starting point and asked what 

these narratives mean for the array of individual (EU) policies that will have to support a 

new strategically autonomous/geopolitical positioning of the Union: does the EU have 

the instruments, policies, institutions and political will to implement and substantiate its 

geopolitical ambitions? And, if so, what does that substantiation look like?  

We see the EU’s narrative of digital sovereignty and strategic autonomy reflected in in 

three ‘strands’ of EU policies and implementation.6 These are, firstly, the instrumental use 

of ‘classic’ internal market policies, such as trade and competition policy, to exert 

geopolitical influence; secondly, policies that aim to impose foreign policy ‘requirements’ 

and restrictions on national markets, such as the 5G toolbox and the guidelines for 

Foreign Direct Investment; and thirdly, a new generation of hybrid digital policies in 

which internal market concerns, fundamental rights and geopolitical concerns are all 

present, such as the AI Act, the Chips Act and the Digital Services Act and Digital Markets 

Act. Given the Commission’s strong competence (i.e. legal mandate) in matters relating 

to the internal market and its relatively limited competence in common foreign and 

security policy, the seminar investigated whether the EU is likely to have more geo-

economic and geopolitical clout in internal market and hybrid policies. Lastly, the seminar 

addressed whether a more geopolitical stance of the EU will interact with the EU’s  

(self-)image as a regulatory and normative power. Six participants provided their 

reflections – incorporated as position papers in this publication – analysing the 

 
4 See for example J. Pohle, Digital Sovereignty. A New Key Concept of Digital Policy in Germany and Europe, available at: 

https://www.econstor.eu/bitstream/10419/228713/1/Full-text-report-Pohle-Digital-sovereignty.pdf; T. Christakis, ‘European Digital 

Sovereignty’: Successfully Navigating Between the ‘Brussels Effect’ and Europe’s Quest for Strategic Autonomy (Multidisciplinary 

Institute on Artificial Intelligence/Grenoble Alpes Data Institute, 2020); Georg Glasze et al., ‘Contested spatialities of digital 

sovereignty’, Geopolitics, available at: https://doi.org/10.1080/14650045.2022.2050070; Paul Timmers, Strategic Autonomy Tech 

Alliances: Political-Industrial Collaboration in Strategic Technologies (Foundation for European Progressive Studies, 2022), available 

at:https://feps-europe.eu/publication/strategic-autonomy-tech-alliances-political-industrial-collaboration-in-strategic-

technologies/; B. Farrand and H. Carrapico (2022), ‘Digital sovereignty and taking back control: From regulatory capitalism to 

regulatory mercantilism in EU cybersecurity’, European Security 31 (3), 435–453.  
5 The participants were: Dennis Broeders (Leiden University, the Netherlands), Fabio Cristiano (Leiden University, the Netherlands), 

Raluca Csernatoni (Carnegie Europe, Belgium), François Delerue (Leiden University, the Netherlands), Alix Desforges (University 

of Paris 8, Géode, France), Kristina Irion (University of Amsterdam, the Netherlands), Tobias Liebetrau (Danish Institute for 

International Studies, Denmark), Giorgio Monti (Tilburg University, the Netherlands), Argyri Panezi (IE University, Spain), Patryk 

Pawlak (EU Institute for Security Studies, Belgium), Margarita Robles Carrillo (University of Granada, Spain), Simona Soare 

(International Institute for Strategic Studies, United Kingdom), Paul Timmers (Oxford University, United Kingdom), Michael Veale 

(University College London, United Kingdom) and Frederik Zuiderveen Borgesius (Radboud University, the Netherlands) 
6 See D. Broeders, F. Cristiano and M. Kaminska (forthcoming), ‘In search of digital sovereignty and strategic autonomy: Normative 

power Europe to the test of its geopolitical ambitions’, manuscript under review. 

 

https://www.econstor.eu/bitstream/10419/228713/1/Full-text-report-Pohle-Digital-sovereignty.pdf
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implications of digital sovereignty and strategic autonomy for a specific EU policy area. 

The broad question each paper seeks to answer is: What do you see when you look from 

the bottom (policy) up to the top (the narrative of sovereignty and strategic autonomy)? 

The core questions for the meeting were:  

 Has the policy field been instrumentalised for geopolitical reasons before, and, if 

so, how? 

 To what extent can the policy be used in a geopolitical way? Is the policy ripe for 

geopoliticisation? What are the constraints? 

 What are the political, economic and normative gains and losses for the EU and 

its Member States from the policy becoming more geopolitically motivated? 

 How does the ambition of more strategic autonomy relate to the role of the EU 

as a regulative and normative power in this field? 

In this introductory piece, after briefly analysing the key concepts of digital sovereignty 

and strategic autonomy, we summarise four main policy contributions from the papers. 

These are: first, the idea that much of the narrative of digital sovereignty and strategic 

autonomy has been used to reinforce the EU’s international reputation as a policy 

innovator; second, the recommendation that the EU should recognise that strategic 

autonomy is a balancing act between increasing independence and strategic cooperation 

and requires increased coordination of its digital policies and relationships with 

‘likeminded’ countries, especially the US; third, the suggestion to determine effective 

mechanisms for policy enforcement (particularly as proposals for new digital policies 

abound) and work actively towards mitigating competition for technology-related 

funding between Member States and with other like-minded countries; and fourth, the 

conclusion that instrumentalising internal market policies for geopolitical reasons is 

actually very difficult, given existing EU legal structures. We conclude this chapter with a 

discussion of the implications of the EU’s drive towards digital sovereignty and strategic 

autonomy for its international image as a normative power.  

 

2. Digital sovereignty and strategic autonomy: Contested 

concepts 

The rise of the digital sovereignty narrative in the EU is particularly noteworthy in light of 

the long-standing use of similar terminology by geopolitical rivals, particularly Russia and 

China. Both countries have pursued a diplomatic agenda of control of internal and 

external information flows and regime continuity under the banner of cyber sovereignty.7 

 
7 See for example Rogier Creemers, ‘China’s conception of cyber sovereignty: Rhetoric and realization’ and X. Kurowska, ‘What 

does Russia want in cyber diplomacy? A primer’, both in D. Broeders and B. van den Berg (eds), Governing Cyberspace: Behavior, 

Power, and Diplomacy (Rowman and Littlefield, 2020). 
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While the EU’s agenda is actually very different, it can be easily (and willfully) 

misconstrued and used to rebuff western criticism of Russian and Chinese notions of 

cyber sovereignty, which may, in turn, have troublesome implications for the EU’s 

diplomatic efforts at the UN level. The fact that the 2021 UN GGE report on responsible 

behaviour in cyberspace contains a passage on ‘States’ malicious use of ICT-enabled 

covert information campaigns’8 in the threat section will provide a foothold for 

adversarial states to start a discussion on digital/cyber sovereignty and information 

control, a debate for which the EU needs to prepare. The EU will need to firmly anchor 

its narrative of digital sovereignty to its fundamental rights framework and, in so doing, 

seize the opportunity to shape the debate on sovereignty in the digital age and the 

terminology around it.  

The terms ‘digital sovereignty’, ‘technological sovereignty’ and ‘strategic autonomy’ are 

often used in parallel at the EU level. In 2020 von der Leyen described technological 

sovereignty as ‘the capability that Europe must have to make its own choices, based on 

its own values, respecting its own rules’, specifically in relation to technology.9 And in 

2016 the EU Foreign Affairs Council defined strategic autonomy as the ‘capacity to act 

autonomously when and where necessary and with partners wherever possible’.10  

Various policy documents and academic papers – which often contain vague definitions 

of the terms – point to two core issues that are under the umbrella of these concepts. 

First, the EU needs to strengthen its international position in the digital realm by 

addressing structural weaknesses and vulnerabilities and capitalising on its strengths. 

This objective is to be achieved by, on the one hand, creating an investment agenda, 

reducing supply chain vulnerabilities and tightening rules regarding foreign investment, 

market access and international cooperation. On the other hand, the EU should capitalise 

on the strength of its market and its (perceived) advantage of being a regulatory 

superpower. Second, the EU is asserting its geo-economic and geopolitical position vis-

à-vis a number of actors: other countries (most notably the Sino-US rivalry) and private 

sector players (such as Google and Amazon, and Huawei and TenCent).11 Policymakers 

in Brussels are said to be reacting to increasing Chinese ambitions for market dominance 

in critical technology areas and drawing inspiration from US efforts, particularly under 

the Trump administration, to renationalise supply chains and reduce dependence on 

other countries. They are also worried about increasingly powerful American technology 

companies writing their own rules for the digital realm. Commissioner Thierry Breton 

 
8 UNGA (United Nations General Assembly) Group of Governmental Experts on Advancing Responsible State Behaviour in 

Cyberspace in the Context of International Security, UN Doc A/76/135, 14 July 2021, available at: 

https://www.undocs.org/pdf?symbol=en/A/76/135 
9 U. von der Leyen, Shaping Europe’s Digital Future: Op-ed by Ursula von der Leyen, President of the European Commission, 

European Commission, 19 February 2020, available at: https://ec.europa.eu/commission/presscorner/detail/en/ac_20_260 
10 Council of the European Union, Council conclusions on implementing the EU Global Strategy in the area of Security and 

Defence, 14 November 2016, available at: https://www.consilium.europa.eu/media/22459/eugs-conclusions-st14149en16.pdf 
11 B. Farrand and H. Carrapico (2022), ‘Digital sovereignty and taking back control: From regulatory capitalism to regulatory 

mercantilism in EU cybersecurity’, European Security 31 (3), 435–453. 
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pushed back against that notion in no uncertain terms: ‘The GAFA [Google, Amazon, 

Facebook and Apple] tried to make a digital “no man’s land” whose laws they would 

write. It’s over.’12 The question is how that resistance translates into policy and 

implementation.  

 

3. Digital sovereignty and strategic autonomy in practice: Policy 

conclusions 

The chapters in this report examine the intersection between the narrative of digital 

sovereignty and strategic autonomy and a number of EU policies ranging from 

competition policy to the toolbox for 5G. Below we discuss their four major takeaways 

for policymakers.  

 

3.1. Strategic autonomy as a mission statement 

The first contribution highlights that the narrative of strategic autonomy has been 

harnessed by the EU as part of a mission to build itself up as a policy innovator, with the 

objective of elevating its global standing through regulatory influence (the so-called 

‘Brussels effect’). Encouraged by the successful international percolation of the General 

Data Protection Regulation (GDPR),13 the EU has become a pioneer in creating rules for 

digital services with the AI Act, the Chips Act, the Digital Markets Act and the Digital 

Services Act, hoping to inspire similar legislative efforts in other countries. Kristina Irion 

(in this volume) warns, however, that the GDPR Brussels effect arguably results ‘not in 

universal harmony but in legal pluralism and contestation of what qualifies as data 

privacy-preserving flows’. Policy designers should bear this in mind when creating new 

acts such as the AI Act and the Data Governance Act, which are built on the GDPR 

blueprint. Moreover, regulating technology companies and safeguarding access to 

European markets has opened the EU up to charges of protectionism and may seem at 

odds with officials’ pronouncements on the importance of the free flow of data and 

digital innovation.14 A ‘Brussels effect’ for all these policies is therefore not a given, 

especially as the relative global market share of the EU is declining rather than growing. 

 
12In T. Claypoole, Data Localization and the Limits of ‘Everything from Everywhere’, available at: 

https://www.lexology.com/library/detail.aspx?g=f6d4446d-342f-4d07-9253-d108f0104909  
13 145 laws worldwide are inspired by the GDPR. See Graham Greenleaf (2021), ‘Global data privacy laws 2021: Despite COVID 

delays, 145 laws show GDPR dominance’, Privacy Laws and Business International Report 169 (1), 3–5. 
14 T. Christakis, ‘“European digital sovereignty”: Successfully navigating between the “Brussels effect” and Europe’s quest for 

strategic autonomy’, 38, available at: https://ai-regulation.com/european-digital-sovereignty-successfully-navigating-between-

the-brussels-effect-and-europes-quest-for-strategic-autonomy/; F. Burwell and K. Propp, The European Union and the Search 

 

https://www.lexology.com/library/detail.aspx?g=f6d4446d-342f-4d07-9253-d108f0104909


14 

 

Some policy proposals have been more reactive, in relation to both economic and supply 

chain developments, and to policy developments in geo-economic competitors such as 

China and the US. 15 The European Chips Act is intended to address the EU’s precarious 

position in the global semiconductor supply chain. It aims to grow the EU’s market share 

of advanced semiconductors to 20% by 2030. This agenda was not so much driven by 

geopolitical ambition, but rather was a reaction to geo-economic necessity and the chips 

supply crisis of 2021 to 2022, which provided the EU Commission with an opening for 

policy development. Europe’s dependence on foreign chips is born partly from the fact 

that the governments of the major players in this space, including China, Taiwan, Japan, 

South Korea and the US, offer significant industrial support measures to manufacturers. 

The new act seeks to rectify this imbalance. The EC seized on the urgency born from the 

current global chips shortage and, harnessing the narrative of strategic autonomy and 

digital sovereignty, carved out a new policy initiative for itself, turning a strategic 

European vulnerability into an opportunity for EU agenda-setting and an unprecedented 

investment agenda.  

An area where the notion of strategic autonomy has great potential for setting coherent 

goals, but has been under-utilised, is investment policy.16 EU funding programmes, such 

as the one envisaged under the Chips Act, have rarely been coordinated under coherent 

goals, putting the EU at a disadvantage vis-à-vis China, for example, whose investments 

are targeted in line with broader industrial policy. As Paul Timmers argues in this volume, 

the EU also fails to protect critical technologies in start-ups from foreign takeovers, 

especially in the scale-up phase. The EU’s investment policy should be guided by a 

strategic autonomy analysis framework, which it is currently lacking, and evaluated 

according to a strategic autonomy impact assessment.17 Such a framework and routine 

assessments would help determine which specific capabilities are deemed critical, align 

policy interventions and long-term planning accordingly, and prompt policy 

reorientation when necessary. Relatedly, the EU should use the notion of strategic 

autonomy to open up a debate on the combination of dual-use defence and civil 

investment policy.  

 

3.2. Strategic autonomy and strategic interdependence 

A second policy conclusion relates to strengthening transatlantic cooperation and 

relationships with private and public sector partners. Seeking full autonomy in certain 

 
for Digital Sovereignty: Building ‘Fortress Europe’ or Preparing for a New World?, Atlantic Council, available at: 

https://www.atlanticcouncil.org/in-depth-research-reports/issue-brief/the-european-union-and-the-search-for-digital-

sovereignty/ 
15 See Simona Soare, this volume  
16 See Paul Timmers, this volume.  
17 See Paul Timmers and Simona Soare, this volume.  
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policy areas is unrealistic and to a large degree undesirable. The fact that parts of the 

sovereignty agenda are linked to EU–US tensions over the behaviour and business 

models of large American technology companies complicates transatlantic relations in 

this field. Particularly with regard to strengthening the resilience of semiconductor supply 

chains, the EU should pursue diplomatic channels to coordinate its efforts with the US, 

for example through the EU–US Trade and Technology Council. Counterproductive zero-

sum subsidy races, both international and intra-European, should be avoided.18 Given 

that ‘sovereignty’ is a contested concept, likely to breed different understandings in 

different national contexts, the EU should pay particular attention to aligning goals and 

determining common interests to mitigate the risk of strategic confusion. In the area of 

semiconductors in particular, the EU must also focus on building relationships with 

technology alliances, beyond the transatlantic connection. It should concentrate its 

efforts on building strategic interdependence in addition to strategic autonomy.19 Finally, 

the EU Commission should open up a dialogue with international partners to discuss and 

clarify its implementation and enforcement of the AI Act, the Digital Services Act and the 

Digital Markets Act, given the policies’ global repercussions.  

 

3.3. Implementing and enforcing autonomy 

The third policy conclusion addresses the relationship between EU policymaking and 

implementation at the national level. Given the EU’s compliance problem, it is foreseeable 

that Member States will seek to resist EU control over the governance of critical 

technologies. Moreover, it is important to recognise that different Member States had 

different starting positions in their management of critical technologies and in their 

relations with China.20 In the domains of cybersecurity and emerging, disruptive 

technology, however, implementation gaps will limit particularly the EU’s overall 

technological and geostrategic competitiveness and whether it can deliver on its 

strategic autonomy objectives. Determining effective policy enforcement in digital issues 

is more important than ever. Member States must realise that policy coordinated under 

the EU umbrella is more fruitful economically and geopolitically than national actions. 

There is perhaps no better example of the geopolitical utility of acting together than the 

5G Toolbox: individually states cannot hope to compete with the likes of China and the 

 
18 See Csernatoni, this volume; P. Timmers, ‘How Europe aims to achieve strategic autonomy for semiconductors’, Brookings 

TechStream, (9 August 2022), available at: https://www.brookings.edu/techstream/how-europe-aims-to-achieve-strategic-

autonomy-for-semiconductors/. 
19 Timmers, note 18 above. 
20 See Robles-Carillo, this volume; J. Drahokoupil, A. McCaleb, P. Pawlicki and A. Szunomár, ‘Huawei in Europe: Strategic 

integration of local capabilities in a global production network’, in Chinese Investment in Europe (European Trade Union Institute 

(ETUI), 2017), 211–229; O. Lysne, A. Elmokashfi, N. Nagelhus Schia, L. Gjesvik and K. Friis, ‘Critical communication infrastructures 

and Huawei’, in TPRC47: The 47th Research Conference on Communication, Information and Internet Policy, 3, available at: 

ttps://papers.ssrn.com/sol3/papers.cfm?abstract_id=3426222 
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US in 5G technologies. Doing so under the auspices of the EU gives them at least the 

possibility of autonomy.  

The EU must also anticipate competition between Member States for technology-related 

funding programmes and investments, which will only be encouraged by some of the 

existing policy proposals. The Chips Act, for example, foresees the establishment of a 

European Semiconductor Board comprising representatives from EU Member States and 

chaired by the European Commission, giving Member States a role in deciding which 

projects receive funding (in contrast to the Horizon Programme, for example, where 

Member States have much less decision power). As technology-related funding grows, it 

may become increasingly difficult to balance the interests of the EU as a whole against 

those of individual Member States, which may require changes to decision-making 

procedures. Finally, as more and more digital policies are being drafted and proposed, it 

is worth pausing to consider whether regulatory implementation and enforcement can 

keep up, especially given the speed at which digital services and products evolve. The 

European Commission’s ‘act-ivism’21 runs the risk of moving beyond the number of 

policies it can realistically implement, monitor and enforce. Kristina Irion in this volume 

argues that the Commission’s legislative programme may overstretch implementation 

and enforcement capacities at both the EU and Member State levels. Despite this risk, 

von der Leyen’s 2022 State of the Union Address again announced multiple new policy 

initiatives in the digital domain, including a European Critical Raw Materials Act and a 

new European Sovereignty Fund.22 

 

3.4. Limits to instrumentalisation 

The fourth policy conclusion answers the question of the extent to which EU policy fields 

can be instrumentalised for geopolitical reasons. What emerges is that it is far more 

difficult to geopoliticise internal market policies, particularly competition law, than hybrid 

policies. Competition law is not a tool for direct market regulation and design. While 

under the rules on state aid the Commission is able to encourage states to direct funding 

to certain projects and not others, for example by putting fewer restrictions on forms of 

spending that contribute to geopolitical goals, it is not able to force them to invest in 

projects it deems strategically relevant. Even if the EU decides to use its own funds to 

invest in target areas, such funding is only authorised if it does not distort competition 

or crowd out private sources of money. Mergers that might create powerful firms to 

compete on global markets, but are anticompetitive on the European market, are also 

blocked under the regulations. Similarly, legal measures to prevent monopoly control, 

 
21 Raluca Csernatoni used this term in a private conversation.  
22 European Commission President von der Leyen, State of the Union 2022: ‘A union that stands together’, Strasbourg, 14 

September 2022. 
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most recently introduced under the Digital Markets Act, may have the side effect of 

creating business opportunities for smaller EU companies by levelling the playing field, 

but their primary mission is to ensure that no one firm dominates the digital market. 

Competition law is mainly reactive (ex post), with the primary aim of ensuring that the 

market is competitive as greater competition benefits consumers. These features make 

competition policy a relatively weak tool for the pursuit of digital sovereignty and 

strategic autonomy, especially compared with ex-ante internal market regulation. 

Moreover, as Monti argues in this volume, it is the excellent reputation of the 

Commission in competition policy – which is often closely coordinated with international 

counterparts – that provides little scope for instrumentalising it. There is some room in 

the state aid regime and in the selection of cases and, although these can be powerful 

instruments – for example the Chips Act and Important Projects of Common European 

Interest (IPCEIs) – they are also limited in the pursuit of digital sovereignty.  

 

4. Conclusion: Implications of digital sovereignty and strategic 

autonomy for the EU’s normative ambitions 

Because the EU formally lacks sovereign authority on geopolitical issues, it has 

traditionally asserted itself as a normative power.23 The EU’s normative strategic agenda 

has been particularly pronounced on two themes: the protection of fundamental rights 

at home and abroad, and championing the cause of free trade. 24  

To what extent does the new narrative of digital sovereignty and strategic autonomy 

interfere with or reinforce this carefully crafted image? On the one hand, more openly 

assertive, strategic narratives run the risk of undermining the EU’s normative allure and 

risk being hijacked by authoritarian cyber sovereignty narratives of information control.25 

An identity built on the defence of human rights and fundamental values seems to be at 

odds with the more militaristic language of geostrategic power narratives. Moreover, as 

mentioned above, a protectionist interpretation of some of the new digital policies would 

potentially undermine the EU’s free market credo. EU diplomats should make the case 

that EU digital sovereignty and strategic autonomy are not protectionist policies in 

disguise. If the EU can tie its different digital policies together into a constructive and 

 
23 I.  Manners (2010), ‘Global Europa: Mythology of the European Union in world politics’, Journal of Common Market Studies 48 

(1), 67–87; R. Whitman (ed.), Normative Power Europe: Empirical and Theoretical Perspectives (Springer, 2011). 
24 A. von Bogdandy (2000), ‘The European Union as a human rights organization? Human rights and the core of the European 

Union’, Common Market Law Review 37 (6), 1307–1338, p. 1307; S. Scheipers and D. Sicurelli (2007), ‘Normative power Europe: A 

credible utopia?’, Journal of Common Market Studies 45 (2), 435–457; F. Bicchi (2006), ‘“Our size fits all”: Normative power Europe 

and the Mediterranean’, Journal of European Public Policy 13 (2), 286–303. 
25 J. Pohle, Digital Sovereignty: A New Key Concept of Digital Policy in Germany and Europe (Konrad-Adenauer-Stiftung, 2020); D. 

Broeders, F. Cristiano and D. Weggemans (2021), ‘Too close for comfort: Cyber terrorism and information security across national 

policies and international diplomacy’, Studies in Conflict & Terrorism, available at: 

https://cogentoa.tandfonline.com/doi/full/10.1080/1057610X.2021.1928887 

https://doi.org/10.1080/1057610X.2021.1928887
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coherent narrative, the new EU models of digital governance may provide for other 

countries an attractive third option for emulation as an alternative to American and 

Chinese models, thereby strengthening the ‘Brussels effect’. ‘Digital sovereignty is both 

necessary and dangerous’ wrote Anupam Chander and Haochen Su.26 The contributions 

in this volume demonstrate that the EU has an important balancing act to perform in 

terms of policy, implementation and diplomacy in increasingly geopolitical times.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
26 Anupam Chander and Haochen Sun (2022), ‘Sovereignty 2.0’, Vanderbilt Journal of Transnational Law 55, 290. 
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How to achieve digital sovereignty – A 

European guide 
 

Simona R. Soare, International Institute for Strategic Studies 

As great power competition, particularly over new and advanced technologies, reasserts 

itself as the structuring principle of the international system, it is worth understanding 

the role that digital and technological sovereignty plays as the principle that structures 

national and regional strategy development. This chapter, prepared as an input to the 

workshop on EU Digital Sovereignty: From Narrative to Policy? organized by Leiden 

University in March 2022, is not intended as a comprehensive analysis of digital 

sovereignty in the European context. Rather, it was meant to contribute a few short 

reflections as the basis for the workshop debate. Wherever possible and relevant, it builds 

on examples from the EU’s Digital Markets and Digital Services Acts respectively as well 

as on the EU’s proposal for the regulation on ‘Laying down harmonised rules on artificial 

intelligence and amending certain union legislative acts’.  

 

1. Emulate great power behaviour 

The European narrative on digital sovereignty has seen increasing frequency, scope and 

political reactivity over the past five years. This narrative has been strongly shaped by 

perceptions in Brussels – and other European capitals – of underlying trends towards 

strategic autonomy in other great powers, most notably the United States and China. 

Examples include American efforts to reindustrialise and re-localise critical supply chains 

and to protect technological innovation as well as Chinese efforts to control key 

technology areas more tightly, which featured prominently in narratives of Sino-

American technological decoupling.  

The emulation of these trends has gained traction among European decision-makers. 

The Trump administration as well as the European challenges in its relationship with 

China during the Covid-19 pandemic acted as a facilitator and accelerator of this overall 

trend. Efforts towards European digital sovereignty have therefore had both internal and 

external dimensions. These include deepening integration through the full use of EU 

treaty provisions; enhancing domestic resilience and the reduction of strategic 

dependencies on external actors, securing critical supply chains and controlling critical 

infrastructure; the EU’s internal capacity to own, control and access critical technologies 

that are key to its economic interests and security; and the EU’s capabilities and political 

will to act externally to defend its strategic interests. Building on the convoluted 

combination of EU and national implementation competencies, EU efforts related to 
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emerging technologies are meant to achieve digital sovereignty and international 

recognition as great powers for both the EU and the Member States.27  

 

2. Turn vulnerability into opportunity 

In Brussels, the reinforcement of strategic and digital sovereignty is conceived as 

mitigating the negative consequences of the ‘weaponisation’ of dependencies, including 

around emerging and disruptive technologies, and the global ascendance of the private 

sector to a leadership role in technological progress. Not only is Europe losing ground in 

the global competition for advanced technologies with other geopolitical actors,28 but its 

dependencies on the (foreign) private sector for online digital platforms, cloud, artificial 

intelligence and big data analytics, as well as the hardware enablers of the digital 

economy, such as semiconductors, have increasingly posed challenges for how European 

states exercise their sovereignty. Digital technology dependencies have become a 

strategic vulnerability publicly recognised in European discourse and regulatory efforts. 

The ongoing global semiconductor shortage is the latest example of the negative 

economic impact of such dependencies.29  

In this context, the EU Artificial Intelligence (AI) Act and the Digital Markets Act (DMA)/ 

Digital Services Act (DSA) are coping and course correction mechanisms to counteract 

technological vulnerabilities and fill regulatory gaps. Particularly in the Commission’s 

view, they are also important opportunities for the EU to assert global leadership in 

norm-setting around advanced technologies. Dubbed the ‘Brussels effect’,30 actively 

exercising the EU’s regulatory power through these regulations is viewed as a strength31 

in ‘policy innovation’. Even absent a European leadership role in the development or 

integration of advanced technologies in economy,32 security and defence or in 

standardisation efforts, regulatory procedures elevate the EU’s global standing by 

enabling Europeans to set essentially regional norms that have the possibility to scale 

globally through externalisation. An EU official privately referred to such efforts as 

examples of the EU becoming a ‘trailblazer’ in ‘policy innovation’ around advanced 

 
27 Simona R. Soare, ‘Algorithmic power? The role of artificial intelligence in European strategic autonomy’, in D. Broeders et al. 

(eds), Artificial Intelligence and International Conflict in Cyberspace (Routledge, 2022).  
28 See, for example, Simona R. Soare, ‘Digital divide? Transatlantic defence cooperation on artificial intelligence’, EUISS Policy Brief 

no. 3/2020, p. 4, available at: https://www.iss.europa.eu/sites/default/files/EUISSFiles/Brief%203%20AI_0.pdf  
29 Bill Wiseman, ‘When the chips are down: How the semiconductor industry is dealing with a worldwide shortage’, World 

Economic Forum, 9 February 2022, available at: https://www.weforum.org/agenda/2022/02/semiconductor-chip-shortage-

supply-chain/  
30 Anu Bradford, The Brussels Effect: How the European Union Rules the World (Oxford University Press, 2020).  
31 C. Cagnin, S. Muench, F. Scapolo, E. Störmer and L. Vesnic-Alujevic, ‘Shaping and securing the EU’s open strategic autonomy 

by 2040 and beyond’ (Joint Research Centre, Publications Office of the European Union, 2021), p. 5.  
32 Jacques Bughin, Jeongmin Seong, James Manyika, Lari Hämäläinen, Eckart Windhagen and Eric Hazan, ‘Notes from the AI 

frontier: Tackling Europe’s gap in digital and AI,, McKinsey Global Institutes, Discussion Paper, February 2019, available at: 

https://www.mckinsey.com/~/media/mckinsey/featured%20insights/artificial%20intelligence/tackling%20europes%20gap%20in

%20digital%20and%20ai/mgi-tackling-europes-gap-in-digital-and-ai-feb-2019-vf.ashx  

https://www.iss.europa.eu/sites/default/files/EUISSFiles/Brief%203%20AI_0.pdf
https://www.weforum.org/agenda/2022/02/semiconductor-chip-shortage-supply-chain/
https://www.weforum.org/agenda/2022/02/semiconductor-chip-shortage-supply-chain/
https://www.mckinsey.com/~/media/mckinsey/featured%20insights/artificial%20intelligence/tackling%20europes%20gap%20in%20digital%20and%20ai/mgi-tackling-europes-gap-in-digital-and-ai-feb-2019-vf.ashx
https://www.mckinsey.com/~/media/mckinsey/featured%20insights/artificial%20intelligence/tackling%20europes%20gap%20in%20digital%20and%20ai/mgi-tackling-europes-gap-in-digital-and-ai-feb-2019-vf.ashx
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technologies.33 The success of the GDPR in this regard continues to be regarded by many 

in Brussels as a guiding model for how the EU can effectively exercise digital sovereignty 

in the future.  

Regulatory efforts such as the DMA and the DSA are the core of the EU’s digital 

sovereignty. The legislation is part of a pattern34 in which the EU (notably the European 

Commission) deploys its regulatory power to set norms, rules and standards that apply 

to all actors active on the European market, regardless of their place of origin. The two 

newly adopted pieces of legislation focus on regulating online platforms – most of which 

are non-European – by setting rules for fair competition (DMA) and addressing 

challenges around harmful and illegal online content, services and products, including 

transparency, commercialisation of user data and reporting on illegal content (DSA). The 

EU has been among the first international actors to introduce such legislation, 

contributing to an image of ‘policy innovator’ that Brussels decision-makers are 

cultivating and potentially shaping similar legislative efforts of different scope that are 

now unfolding in the United States, the United Kingdom, Australia, Canada, China, South 

Korea and Turkey.  

 

3. Principles of European digital sovereignty 

Though not specifically defined as such by European documents, European digital 

sovereignty could be construed around four main principles: act, access, cooperate, and 

own (Figure 1).  

Act refers to the ability of the EU and its member states to act in a manner unfettered by 

its dependencies in international relations and to act to curtail and reduce its strategic 

technological vulnerabilities to other international actors. Act refers equally to 

policymaking as well as to the sense of urgency around technological competition and 

enduring European vulnerabilities. For example, the provisions of the AI Act establish a 

framework for the EU to act against what it deems high-risk, high-impact AI applications 

that pose a risk to the security and privacy of its citizens. Regulatory action imposes 

obligations on commercial agents active on the European market related to transparency, 

pre- and post-commercialisation safety, and more. Similarly, the DSA imposes strict 

obligations on online platforms, including transparency around the exploitation and 

storage of user data, monitoring and handling hate speech and reporting on illegal online 

content and those who create and share it. Finally, the DMA further empowers the 

European Commission to act against the business model of ‘gatekeeper’ online platforms 

 
33 Author interview with EU official, September 2021.  
34 Annegret Bendiek and Isabella Stürzer, ‘Advancing European internal and external digital sovereignty’, SWP Comment 

2022/C20, 11 March 2022, p. 2, available at: https://www.swp-

berlin.org/publications/products/comments/2022C20_EuropeanDigitalSovereignty.pdf 
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that negatively impact free market competition and essentially self-determine the 

commercialisation of private data of European citizens. 

 

Figure 1. Four principles of digital sovereignty in Europe35  

 

 

Access refers to continued European access to cross-border intra-European and foreign 

advanced science and technology. More importantly, it also refers to the EU’s ability to 

condition and limit (or, in extremis, curtail) the access of non-EU parties to its market and 

technologies. While EU digital sovereignty discourse specifically assumes the EU is not 

seeking an autarchic technological solution – which would be impossible to achieve 

anyway – it is nevertheless regarded as protectionist by other global actors.36 For 

example, the European Commission acts as the monitoring and enforcement body for 

the AI Act and the DMA and DSA regulations. The Commission has the freedom to 

expand the list of monitored algorithms, actors and transparency criteria as well as to 

ban from the EU market commercial agents who do not comply with its rules. The 

extraterritorial reach of this legislation is noteworthy. Economic agents that directly or 

indirectly use AI algorithms within the boundaries of the EU digital market carry the 

obligation of complying with the AI Act regardless of whether they are physically located 

on EU territory or not.  

Cooperate refers to the EU and Member States’ inclination and openness towards 

international cooperation and multilateralism, including in relation to science and 

 
35 Source: IISS, 2022. 
36 Meredith Broadbent, ‘Implications of the Digital Markets Act for transatlantic cooperation’, CSIS, 15 September 2021, available 

at: https://www.csis.org/analysis/implications-digital-markets-act-transatlantic-cooperation 
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https://www.csis.org/analysis/implications-digital-markets-act-transatlantic-cooperation
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technology, although the implementation of cooperation policies and mechanisms may 

not always converge with stated principles for national industrial reasons. Infusing digital 

policy into the EU’s broader external action is not without its challenges, though. For 

example, the ‘2030 Digital Compass: the European way for the Digital Decade’ 

communication includes vague provisions on establishing and developing international 

digital partnerships that contribute to greater EU economic and political influence.37 The 

externalisation of EU norms, rules and standards around digital products, services and 

content and high-risk, high-impact algorithms carries an obligation that the European 

Commission dialogue and cooperate with other international actors in the 

implementation, monitoring and enforcement of these rules. However, absent further 

European Commission guidance on implementation and enforcement, it is unclear how 

cooperation is pursued – and whether it is sufficient.38  

Finally, own – one of the least developed principles of digital sovereignty at the EU level 

– refers to the European control over critical technologies and (at least key parts of) their 

supply chains. The Semiconductor Act is a recent but rare example of the EU clearly 

stating a clear claim to ‘own’ 20% of the global output in semiconductors by 2030, mainly 

by building European industrial capacity to produce them. Similarly, the EU’s Data Act 

has imposed rules around the ownership, storage and commercialisation of private data.  

These principles for achieving digital sovereignty are not unique to the EU ecosystem but 

rather are represented across the efforts of other geopolitical actors to achieve 

technological sovereignty.39 In EU public discourse these four principles are not always 

clearly delineated, they do not receive equal emphasis or benefit from the same level of 

granularity in implementation across the internal–external domains. For example, the 

core narrative associated with strategic sovereignty, of which digital sovereignty is an 

essential component, has disproportionately focused on ‘act’: Strategic sovereignty 

‘signifies the ability to act autonomously, to rely on one’s own resources in key strategic 

areas and to cooperate with partners whenever needed. To fully develop such strategic 

sovereignty, the EU needs to show political will and strengthen its capacity to act.’40 

In market, industrial and technological terms, this was perceived in Brussels as playing to 

the EU’s strengths in regulatory power. The AI Act, the DMA/DSA regulation proposals, 

the semiconductor act, the Action Plan on Synergies between civil, defence and space 

 
37 Communication from the Commission to the European Parliament, the Council, the European Economic and Social Committee 

and the Committee of the Regions, ‘2030 Digital Compass: the European way for the Digital Decade’, COM(2021) 118 final, 9 

March 2021, pp. 18–20, available at: https://ec.europa.eu/info/sites/default/files/communication-digital-compass-2030_en.pdf 
38 Christophe Carugati and Catarina Martins, ‘Insights for successful enforcement of Europe’s Digital Markets Act’, Bruegel, 11 May 

2022, available at: https://www.bruegel.org/2022/05/insights-for-successful-enforcement-of-europes-digital-markets-act/  
39 For example, the UK defines its own technological autonomy, best encapsulated in its recent framework for science and 

technology, along the lines of own, cooperate and access: what the government needs to own, with whom and how it can 

cooperate on advanced technologies, and how it can access foreign advanced technologies and science. UK Council for Science 

and Technology, ‘Strengthening the UK’s position as a science and technology superpower’, 14 June 2021, available at: 

https://www.gov.uk/government/publications/the-uk-as-a-science-and-technology-superpower/the-uk-as-a-science-and-

technology-superpower-accessible-html-version-of-letter 
40 Suzana Anghel, Strategic sovereignty for Europe, European Parliamentary Research Service, September 2020, p. 1, available 

at: https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/652069/EPRS_BRI(2020)652069_EN.pdf. 

https://ec.europa.eu/info/sites/default/files/communication-digital-compass-2030_en.pdf
https://www.bruegel.org/2022/05/insights-for-successful-enforcement-of-europes-digital-markets-act/
https://www.gov.uk/government/publications/the-uk-as-a-science-and-technology-superpower/the-uk-as-a-science-and-technology-superpower-accessible-html-version-of-letter
https://www.gov.uk/government/publications/the-uk-as-a-science-and-technology-superpower/the-uk-as-a-science-and-technology-superpower-accessible-html-version-of-letter
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industries, and the EU Roadmap on Critical Security Technologies are all pertinent 

examples of how the EU understands the convergent or merged implementation of these 

four principles of digital sovereignty.  

Importantly, these EU regulatory efforts to achieve digital sovereignty remain 

disproportionately focused on the internal domain – another area of legacy strength for 

the Union, notably through deepening integration. Meanwhile, external engagement, 

most notably through technological cooperation and partnerships, remains one of the 

EU’s least developed policies. Brussels promises a new approach to partnerships as part 

of the Strategic Compass, but the vague references in the draft text of this policy don’t 

support this claim. By the private admission of EU and national actors, the hybrid threats 

toolbox serves as a guide for the Union to its technological cooperation.41 In fact, the EU 

does not have a clear idea of what a new approach to tech partnerships should look like, 

it lacks a balanced approach to partnerships, and security implications remain an 

afterthought in its science and technology engagements.  

 

4. Bridging gaps 

As the EU seeks to translate its digital sovereignty agenda into policy, it is increasingly 

important to avoid the pitfall of the perpetual gap between EU policymaking and national 

implementation and compliance. The European track record in this regard remains 

imperfect and inconsistent across time and space, and it will remain a concern as some 

Member States seek to reassert national prevalence in many key technological domains. 

However, more than in the past, the fault lines created by implementation gaps in EU 

policies will pose challenges for the bloc in terms of its overall technological and 

geostrategic competitiveness. The solution is not readily available because it continues 

to rest on a very sensible balance of power between Brussels and the national capitals 

over who drives EU policy. 

 

 

 

 

 

 

 
41 Author interviews with Finnish, French and EU officials, September 2021.  
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Investment policy for digital sovereignty:  

From policy to action 
 

Paul Timmers, European University Cyprus/University of Oxford 

1. Introduction 

For a while, EU digital sovereignty seemed to be little more than talk. Recently, however, 

we see that this is changing. Concrete digital sovereignty policy is being put in place, 

such as the Foreign Direct Investment Regulation, the EU Chips Act, the European Digital 

Identity Regulation, and to some extent the Digital Markets Act42 and the EU Cloud 

Alliance.43 These span the spectrum from trade policy to EU internal market policy to 

industrial and research policies.44,45 Within these policies we find actions to stimulate, 

provide or place conditions on investment and financing for digital sovereignty. They aim 

at building or acquiring the necessary capabilities, capacities and control (C3) in the 

digital domain to safeguard sovereignty,46 i.e. digital sovereignty or digital strategic 

autonomy.47  

This chapter provides an overview of digital sovereignty investment instruments with 

more specific information on current EU funding programmes. This is followed by an 

analysis of the interplay with other policy actions for digital sovereignty, and a reflection 

on assumptions and risks of such investment policy. Finally, recommendations focus on 

ensuring maximum effectiveness of EU investment policy for digital sovereignty. 

 

2. Type of investment policy instruments for digital strategic 

autonomy 

 

 
42 The reference for EU law quoted here is the Official Journal of the European Union. 
43 In full, the European Alliance for Industrial Data, Edge and Cloud. 
44 The terminology used here corresponds to categories in the EU Treaties. The EU Treaties determine the mandate for policy 

action at EU level. Policy action other than that mentioned here is also possible by the EU Treaties, such as competition policy or 

sector-specific policy, where for instance defence, energy and financial markets sectors are of high importance from the digital 

strategic autonomy perspective.  
45 Such policies can aim to be market-creating, market-facilitating, market-modifying, market-proscribing and market-

substituting; see  Vinod K. Aggarwal and Andrew W. Reddie (2018), ‘Comparative industrial policy and cybersecurity: A framework 

for analysis’, Journal of Cyber Policy 3 (3), 291–305. 
46 Paul Timmers, ‘Strategic Autonomy Tech Alliances’, FEPS Strategic Autonomy Series (2022), available at: https://feps-

europe.eu/wp-content/uploads/2022/06/Strategic-Autonomy-Tech-Alliances.pdf  
47 The two terms are used interchangeably in this chapter. In most academic and policy work, when ‘digital sovereignty’ is used, 

this is about the digital means necessary for (state) sovereignty, i.e. (digital) strategic autonomy rather than sovereignty. 
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Investment and financing actions provide capital in the form of subsidies, grants, loans 

or equity for research and development, market introduction and roll-out, daily 

operations, or scaling up into global markets (Figure 2).  

 

Figure 2. Industrial stages and investment policy instruments48  

 

 

 

 

 

 

Funding can come from public and from private sources. EU funding for digital matters 

addresses R&D in the Horizon Europe programme and deployment of digital 

infrastructures and services in the Connecting Europe Facility and Invest EU programmes 

and the post-Covid Resilience and Recovery Facility (RRF). EU public funds can also 

leverage private financing for risk or venture capital funds. Recently, NATO has set up the 

€1bn DIANA risk capital fund. Table 1 gives a number of EU funding programmes with 

their total budget. The table also gives the estimated amount for digital matters.  

 

 

 

 

 

 

 

 

 

 

 

 
48 Source: author. 
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Table 1. EU funding programmes49  

EU programme50 EU public 

investment 

(€bn) 

Digital areas Estimated share 

of digital 

Multiplier 

(indicative) 

Digital Europe 7.6 AI, blockchain, 

cybersecurity 

100% 1–2 

Horizon Europe 95.5 AI, 5G/6G, IoT, chips, 

cyber, materials 

15% 1–2 

Recovery and 

Resilience Facility 

672.5 Telecoms, 

cybersecurity, 

electronic components, 

capabilities 

20% 1–? 

Global Gateway51 300.0 Telecoms infrastructure ? 1–? 

InvestEU 26.2 Chips, AI, blockchain 10% 11.4 

Connecting Europe 

Facility CEF (grants) 

33.7 Telecommunications 6% 1 

European Peace 

Facility (grants) 

6.0 Cybersecurity ? 1 

Standardisation 

(grants) 

0.022 Data, IoT, 5G/6G 

standardisation 

50% 1 

 

EU funding programmes are an obvious strategic autonomy policy instrument to build 

up capabilities (i.e. our knowledge and skills) and capacities (i.e. how much we can do) – 

provided that such instruments come with sufficient control. Recently stronger control 

mechanisms are being put in place, such as restricted participation in funded 

partnerships on national security grounds52. Financing or participation in industrial 

alliances is no longer as ‘open to the world’ as it used to be in Europe. 

In most EU funding programmes only part of the budget is clearly earmarked for strategic 

autonomy, but the amount is on the rise. For instance, the recent new initiative of the 

€43bn EU Chips Act is a clear example of a strategic autonomy investment instrument.53 

Many of the recent calls of the €7.6bn Digital Europe Programme, established in 2021, 

have a digital sovereignty intent. Several areas of the €95.5bn Horizon Europe 

 
49 Source: author. 
50 Figures in the tables are from the websites of the EU programmes that are readily found with search engines. Budgets are 

typically for seven years (the duration of the EU’s overall budget plan, the Multi-Annual Financial Framework), so annual budgets 

are one-seventh of the indicated amounts. 
51 The EU Global Gateway is an international infrastructure cooperation and investment initiative, which implicitly is positioning 

itself as an alternative to, in particular, the Chinese Belt and Road. In this geopolitical context it is about positioning the EU in the 

world, in the interest of international partners, protecting the planet and the EU itself. 
52 An example of this can be found in the membership eligibility criteria of the aforementioned EU Cloud Alliance, while similar 

conditions are attached to the EU Alliance on Processors and Semiconductors Technologies; see e.g. European Commission 

(2021), ‘Terms of Reference Alliance on Processors and Semiconductor Technologies’, available at: https://digital-

strategy.ec.europa.eu/en/policies/alliance-processors-and-semiconductor-technologies 
53 The EU Chips Act states that ‘Reinforcing Europe’s leadership capacities in semiconductors is a precondition for its future  

competitiveness, and a matter of technological sovereignty and security.’  
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Programme (AI, data, quantum) have now been labelled with technological sovereignty,54 

as has financial support for European and international standardisation.55 Table 2 gives 

funding for critical digital technologies, i.e. digital sovereignty funding. Note, however, 

that the figures are indicative only (see also below). 

 

Table 2. EU public funding and leveraged total investment in EU for digital sovereignty (using multiplier 

in Table 1), compared to global competition56 

Area EU public financing 

– estimated (€bn) 

Leveraged total 

in EU – 

estimated €bn) 

Global competitors – 

estimated (€bn) 

5G/6G 3 CEF, 1 Horizon 5 USA: 9 

AI 5 10 30–65 

Cloud 2 10 50 (Amazon alone) 

e-ID and trust services <0.1 <0.2 ? 

Confidential computing <0.1 ? ? 

Data spaces ? ? ? 

Internet of Things ? ? ? 

Quantum 1 2 China: >10 

Semiconductors 3.3–11 4357 US: 52; Taiwan 100 (TSMC); 

China: 140 (until 2025); 

Korea: 410; Japan: 7 (public 

funds) 

Supercomputing 3 5 China: 3  

 

Importantly, there is more to investment policy then injecting money, as can also be seen 

from Figure 2. For instance, investment policy can also address so-called factor 

conditions58 such as conditions for recruitment of foreign skilled workers. Moreover, 

investment control and participation by the state is of great importance, as starts to 

happen through national or EU foreign direct investment (FDI) regulations as well as state 

aid regulation for Important Projects of Common European Interest (IPCEIs).59 The state 

can also take a golden share in critical companies. This potentially very important 

instrument for strategic autonomy is still rather unexplored.  

 
54 Nevertheless, an overall strategic autonomy approach to several areas such as AI and Internet of Things is still lacking; see also 

Timmers, note 5 above. 
55 European Commission, ‘New Approach to Enable Global Leadership of EU Standards Promoting Values and a Resilient, Green 

and Digital Single Market’ (22 February 2022), available at: https://ec.europa.eu/growth/news/new-approach-enable-global-

leadership-eu-standards-promoting-values-and-resilient-green-and-digital-2022-02-02_en 
56 Source: author. 
57 There are actual and anticipated large investments in Europe, notably by Intel (see Dow Jones News, ‘IAA/Intel Investiert Bis Zu 

80 Mrd Euro in Chipfertigung in Europa’ (7 September 2021), available at: https://www.finanznachrichten.de/nachrichten-2021-

09/53878484-iaa-intel-investiert-bis-zu-80-mrd-euro-in-chipfertigung-in-europa-015.htm).  
58 Michael E. Porter (1990), ‘The competitive advantage of nations’, Harvard Business Review, 1 March. 
59 Established on the basis of TFEU Art. 107.3(b). Examples are IPCEI-ME2 for semiconductors and IPCEI-CIS for cloud. 
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Investment policies for strategic autonomy ideally are part of a policy package. This 

means establishing synergies between funding, FDI, golden shares and state aid on the 

one hand and partnerships (such as strategic autonomy tech alliances), public 

procurement, trade and market conditions and international standardisation on the 

other.  

 

3. Priority setting and gap analysis 

Strategic autonomy means having control of and delivering capabilities and capacities in 

the selected areas that are critical for sovereignty. Such areas can be technologies such 

as semiconductors as well as sectors such as the banking or energy and obviously the 

defence sector. Government in general is a strategic autonomy sector, requiring 

investment in critical capabilities and capacities in policy-making, policy implementation 

and public service provision.  

Ideally, a strategic autonomy analysis framework guides the selection. Such a framework 

would bring common understanding, early identification of threats to strategic 

autonomy, long-term planning and coherence of types of policy interventions, and 

identification of strategic partnerships. As of today there is no such strategic autonomy 

analysis framework for the EU.60 That does not stop the EU from making choices now, 

given the realities of geopolitics and global business. Drivers include a tense relationship 

with China, dominance of digital platform companies, persistent supply chain shortages 

and the war on Ukraine. 

To identify critical digital technologies, a technology stack diagram is useful (Figure 3). It 

shows a complete set of critical technologies as well as how more complex technologies 

build on basic technologies, e.g. cloud services build on semiconductors. The critical 

technologies in Figure 3 derive from national critical technology documents of the USA, 

China, the UK, Germany and the EU.61  

We may still wonder whether we missed a critical technology: for instance, what could 

be the impact of the metaverse on sovereignty (learning from surveillance capitalism 

 
60 For an example of a strategic autonomy framework for cybersecurity, developed for the Netherlands, see Paul Timmers and 

Freddy Dezeure, Strategic Autonomy and Cybersecurity in the Netherlands, available at: 

https://www.cybersecuritycouncil.nl/documents/reports/2021/02/17/report-strategic-autonomy-and-cybersecurity-in-the-

netherlands 
61 White House, ‘National Strategy for Critical and Emerging Technologies’ (2020); China State Council, ‘Made in China 2025’ 

available at: http://english.www.gov.cn/2016special/madeinchina2025/; UK Government, ‘UK Innovation Strategy: Leading the 

Future by Creating It’ (22 July 2021), available at: https://www.gov.uk/government/publications/uk-innovation-strategy-leading-

the-future-by-creating-it/uk-innovation-strategy-leading-the-future-by-creating-it-accessible-webpage; SPD, BÜNDNIS 90/DIE 

GRÜNEN, and FDP, ‘Koalitionsvertrag 2021–2025’ (24 November 2022), available at: 

https://www.spd.de/fileadmin/Dokumente/Koalitionsvertrag/Koalitionsvertrag_2021-2025.pdf; European Commission, 

‘‘Roadmap on Critical Technologies for Security and Defence’ (15 February 2022), available at: https://ec.europa.eu/defence-

industry-space/defence-commission-unveils-significant-actions-contribute-european-defence-boost-innovation-and-2022-02-

15_en 
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concerns)?62 At the same time, we need to understand which technology is truly critical 

for sovereignty: for example, critical AI would include military and cybersecurity AI but 

not all medical AI. Finally, even if we manage to identify all critical technologies, we may 

not have strategic autonomy policy in place for them. Comprehensive and systematic 

strategic analysis would also allow policy gaps to be identified.  

 

Figure 3. Technology stack63  

 

 

4. Assumptions and risks 

4.1. Assumptions on investment needs 

When considering funding, a first question is how much the current investment is in each 

critical area (technology or sector). Generally, it is hard to get reliable data. There is a lack 

of transparency as regards EU or national investment and more research will be needed. 

A second question then is what the required level of investment is. This depends, firstly, 

on the necessary investment to achieve a stated goal for strategic autonomy. An EU 

example is a goal of 20% market share of semiconductors by 2030.64  

Secondly, however, necessary investment depends on the desired positioning relative to 

geopolitical competitors. Often goals are formulated in relative terms such as 

 
62 Shoshana Zuboff (2020), ‘The age of surveillance capitalism: The fight for a human future at the new frontier of power’, Yale 

Law Journal 129 (5), 1460–1515. 
63 Source: author; image sources: Creative Commons; www.trafi.com; www.incapsula.com; Natura 2000 European Commission; 

SWPS HumanTech, Unkown Author under CC-BY, CC-BY-NC). 
64 Even for a rather concrete area like semiconductors, estimates can be contested. ASML argues that from 2020 to 2030 the EU 

would have to spend 240 billion in CAPEX in semiconductors, which would mean that with current plans the EU has a shortfall of 

120 billion (ASML, ‘EU Chips Act Position Paper’, available at: https://www.asml.com/en/news/press-releases/2022/asml-position-

paper-on-eu-chips-act). Moreover, for emerging technologies such as quantum computing it is not yet possible to estimate the 

cost of, for instance, ‘a quantum computer’. 
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‘leadership’, in which case the cost of strategic autonomy becomes a relative rather than 

an absolute notion.65 However, obtaining reliable investment figures for international 

comparison is at least as hard as getting EU or national figures. Table 2 indicates the 

relative EU position.  

In short, current strategic autonomy investment policies are hampered by lack of reliable 

data and having to make rough assumptions about investment levels, in both absolute 

and relative terms. 

 

4.2. Assumptions on geopolitics 

To establish investment priorities, we also need to assess geopolitical risks. Geopolitical 

tensions, heightened by the Ukraine war and China’s threats to Taiwan, force us to 

question past dependencies on foreign suppliers, from 5G infrastructure to chemicals for 

semiconductors.66 More generally, the open liberal and global markets that were 

envisaged in the past did not deliver the strategic autonomy that is necessary today. 

Closer involvement of government has become more acceptable, as has a closer tie-up 

with the defence sector. Significant changes in thinking about civil–defence synergies at 

EU level have been happening over the years, and even more so recently.67 Combined 

civil and defence R&D used to be a no-go in the EU Horizon R&D programme, but may 

be the next taboo to fall. 

 

4.3. Risk of siloed investment policies 

A coherent package approach to investment policy, whether or not for strategic 

autonomy, has rarely been a reality. Past funding instruments, until roughly 2012, were 

virtually stand-alone. Since 2012 steps have been taken in the EU’s R&D programme to 

link R&D to technology transfer and public procurement. But this was nowhere near a 

commitment to control delivery ‘from lab to fab’. Stronger coherence existed (and exists) 

between the Connecting Europe Facility for deployment or roll-out of digital 

infrastructures and EU policy and EU legislation in e-ID,68 eHealth or digital content.  

However, geo-competitors, notably China, do combine investment with market access 

restrictions, heavy support to standardisation & certification and massive public 

procurement and foreign investment (Belt and Road Initiative). In the EU, coherently 

 
65 This is not the case for all strategic autonomy areas. For instance, control over encryption to protect core government 

information ideally is an absolute notion.  
66 Respectively the concerns about Huawei’s 5G security and the disruption of supply of neon due to the war on Ukraine. 
67 Daniel Fiott and Michalis Ketselidis, ‘EU Civil-Defence Synergies: Understanding the Challenges and Drivers of Change’, available 

at: https://www.iris-france.org/wp-content/uploads/2022/04/74-Policy-Paper-Synergies-March-2022.pdf 
68 e-ID = electronic identity (when this term is used, also related services such as electronic signatures are included). 
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combining policies can be challenging due to lack of EU mandate as provided for by the 

EU Treaties. 

 

4.4. Risk of strategic confusion and capture 

Lack of strategic clarity is a potential pitfall of investment initiatives where these are 

driven by conflicting strategic autonomy interests and economic interests. Generally this 

may play a role in government–business collaboration, such as in strategic autonomy 

tech alliances.69 To some extent, this plays a role in the EU cloud initiative GAIA-X as 

regards its membership (restrictive or open). Strategic confusion can also come from 

uncertainty about the winning technology paradigm, which risks leading to a lack of 

focus (e.g. betting on both basic cloud and value-added trust services). 

Another risk is differences of strategic intent in investment-supported partnerships. This 

holds for limited partnerships such as that of the EU and the US in semiconductors, and 

in potentially wide partnerships with support of the EU Global Gateway programme, such 

as those of Africa and the EU. Common interests must be explained, given that 

sovereignty by definition is a divisive notion. 

Further risks can be in overestimating the leveraging of private investment with public 

investment (expressed as the multiplier factor in). Authors point to the risks of double 

counting70 and gold-plating, or doubt the efficiency of public intervention and point to 

the risk of crowding out private investment and a subsidy race between geopolitical 

powers.71 Another political risk is contestation of funding priorities. The discourse on 

strategic autonomy, if not pursued carefully, can raise opposition favouring investment 

on other priorities such as climate or poverty.  

 

4.5. Risk of reduced effectiveness 

It is often said that Europe is strong in R&D but weak in commercial go-to-market. 

However, this is not quite correct. Over the past 10 years the EU’s startup scene has much 

improved, as has the connection between startups and EU R&D funding. Recent studies 

 
69 Timmers, ‘Strategic Autonomy Tech Alliances’. 
70 Daniel Gros, ‘The European Chips Initiative – CEPS’, available at: . https://www.ceps.eu/the-european-chips-initiative-industrial-

policy-at-its-absolute-worst/. It is not always clear whether the money in new EU initiatives is old or new money (double counting). 

However, significant new money has been made available through the new RRF facility. Moreover, even if money is re-allocated, 

a significant higher multiplier factor is assumed and may be realised indeed (cf. Intel’s recent announcement to invest 33 B€ in 

Europe, ‘Intel Plans Investments in Europe’, available at: https://www.intel.ie/content/www/ie/en/newsroom/resources/eu-news-

2022-press-kit.html#gs.hgh2jh). 
71 EU–US, ‘EU–US Trade and Technology Council Inaugural Joint Statement’ (29 September 2021), available at: 

https://ec.europa.eu/commission/presscorner/detail/en/statement_21_4951 
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on risk capital show that every €1 of public money in AI and blockchain startups has led 

to €13 co-investment by private risk capital in the EU.72 

The EU does have a problem, however, in scaling up companies. One reason is that far 

less risk capital is available for scale-ups than in the USA or China. Later-stage venture 

investment in 2020 in the US was about 17 times larger than in the EU, according to the 

OECD.73 There are very few large European VC funds (EQT is the largest). As a 

consequence, when EU startups grow, they become targets for foreign capital. There is 

still limited systematic control on such foreign takeovers even where critical technology 

may be at stake.  

US or Chinese companies have access to fairly uniform and very large home markets. 

Often, they have close relations to government procurement, including military. 

European fragmentation hampers scaling-up. Privately, it has been suggested that the 

US and China consider the EU to be a relative minnow that tries to play above its league 

through legislation. In any event, the EU’s effectiveness in terms of control over new 

technologies will demand much larger risk capital under EU control and much closer 

linkage to governments as lead or launch customer. 

 

5. Policy recommendations 

It is early days to assess the effectiveness of EU digital strategic autonomy investment 

policy. However, some conclusions are clear as regards the need to improve 

completeness and coherence of current policy and to counter some of the risks in order 

to maximize effectiveness.  

 An EU strategic analysis framework for systematic and anticipatory 

investment policy should be put in place.74 Without a good insight into the 

technologies and sectors that require strategic autonomy investment policy, 

there is a significant risk of missing out on crucial topics or acting too late, namely 

when critical startups have already been taken over by foreign investors or when 

catching up in technology or markets has become virtually impossible. In 

particular in the digital area, where network effects and first-comer advantage 

play a very important role, the risk would be continued and very likely even 

aggravated vulnerability and dependency.  

 Current and forthcoming investment policies should be reviewed, be subjected 

to a digital strategic autonomy impact assessment and be reoriented where 

appropriate. Related to this is to now develop a (digital) strategic autonomy 

 
72 DT2 Invest, ‘The DT2 Invest Launchpad Initiative’, p, 2, available at: https://www.dt2invest.com/about 
73 OECD, ‘Venture capital investments’ (Europe here taken as EU plus UK, Norway, Switzerland), available at: 

https://stats.oecd.org/Index.aspx?DataSetCode=VC_INVEST 
74 The toolboxes of the EU Chips Act and the 5G Security Recommendation provide elements for such a framework. 



34 

 

impact assessment methodology.75 A lot of EU funding is available but relatively 

little of it has been clearly earmarked for strategic autonomy, whereas much more 

could be relevant. Notably the deployment funds (including the RRF) can hugely 

stimulate European-owned companies.76 Public or publicly leveraged 

procurement makes it possible to meet an important condition to successfully 

scale-up, namely access to a large market.  

 Strategic autonomy investment policies and other policies should be an 

integrated policy package in order to be effective and competitive in current 

geopolitics. This may seem obvious but still happens far too little. This situation 

is highly risky where geopolitical competitors, notably China, actively and 

forcefully mobilise and integrate several policy instruments. In particular, 

investment policy should be combined with broader industrial policy including 

standardisation and public procurement, international and bilateral cooperation 

policy including funding and regulatory cooperation, and trade policy and FDI 

scrutiny. 

 The time is ripe to decisively move forward the debate in the EU on combining 

dual-use/defence and civil investment policy for strategic autonomy. This is 

a corollary of the previous recommendation. The importance of defence industrial 

and investment policy for civil policy has often been stressed. This is now more 

pertinent than ever. Addressing the synergies and the risks of combining civil and 

defence should be integral to strategic autonomy policy. In the digital domain 

this is particularly relevant, as much civil digital technology flows into defence 

use, thereby enlarging markets and contributing to EU autonomy.  

 Digital sovereignty investment policies will need international diplomacy for 

strategic and global partnerships and effective international norms and 

standardisation. In digital strategic autonomy investment policy the EU makes its 

self-interest – sovereignty – more explicit. Realising digital strategic autonomy 

must be in most cases be done together with international partners. EU diplomacy 

can make clear that ‘self-interest properly understood’ is a win-win in terms of 

defence of sovereignty and values, and above all in terms of advancing globally 

shared common interests. 

 

 
75 The EU Chips Act is all about digital strategic autonomy but has – exceptionally – not been accompanied by an ex-ante impact 

assessment. Still, the preparatory work for this initiative should deliver lessons about the way to perform strategic autonomy 

impact assessment. This would also be a logical consequence of following up on the first recommendation. 
76 The RRF mentions ‘open strategic autonomy’; its guidance for Member States’ plans refers mainly to cybersecurity and 

telecommunications networks, though digital components and capabilities are also mentioned. It does not provide an assessment 

method. Several countries are calling on the RRF for semiconductor or cloud facilities, e.g. Germany requests €1.5bn and €0.75bn 

respectively. 
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The EU’s Chips Act: A new piece in the digital 

sovereignty puzzle 
 

Raluca Csernatoni, Carnegie Europe 

1. Introduction 

Emerging and disruptive technologies (EDTs) such as artificial intelligence (AI), 

autonomous systems and quantum computing are set to revolutionise contemporary 

thinking about the character and conduct of geopolitics and warfare. Decisionmakers 

and regulators in Europe are increasingly scrutinising the strategic and geopolitical 

implications of research, technology, development and innovation (RTD&I). They are 

prioritising a geopolitical stance in various areas related to EDTs, from regulatory 

interventions, industrial initiatives, the security of supply chains, foreign investment 

screening mechanisms, export controls regimes, trade defence instruments and 

international technological standard-setting to intellectual property rights protections.  

EU policymakers are also starting to privilege geopolitical and security concerns where 

EDTs are concerned. Recent experiences showcase how external strategic dependencies 

in critical technological sectors and supply chains turn into very real vulnerabilities for 

Europe. For instance, on 17 October 2022 the Council of the EU agreed to strengthen the 

security of information and communication technologies (ICT) supply chains, noting that 

besides risks associated with the unavailability of such products, other key threats expose 

the EU’s vulnerabilities, such as shortages of critical raw materials and semiconductors. 

Recognising the importance of both semiconductors and critical raw materials as the key 

building blocks of ICT products, the  Council further encouraged ‘the need to advance in 

negotiations of the Proposal for a Regulation establishing a framework of measures for 

strengthening Europe’s semiconductor ecosystem (Chips Act) and the Proposal for a 

Council Regulation amending Regulation (EU) 2021/2085 establishing the Joint 

Undertakings under Horizon Europe, as regards the Chips Joint Undertaking’.77 Indeed, 

the objective of the EU Chips Act is to support large-scale capacity building, chiefly 

implemented through the Chips Joint Undertaking (JU), a JU representing a type of 

structure necessary for the efficient execution of EU research, technological development 

and demonstration programmes at the European scale. 

 

This securitising stance regarding the EU’s digital infrastructure is expected to frame the 

future trajectory of the EU’s geopolitical identity and transformation into a rising 

 
77 Council of the European Union, ‘Council Conclusions on ICT Supply Chain Security’, 13664/22 (17 October 2022), p. 8, available 

at: https://data.consilium.europa.eu/doc/document/ST-13664-2022-INIT/en/pdf 

https://data.consilium.europa.eu/doc/document/ST-13664-2022-INIT/en/pdf
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technological powerhouse on the global stage. From a geostrategic point of view, the 

stakes are indeed high, with technology increasingly becoming a question of strategic 

autonomy and technological sovereignty.78 Also known as chips or microchips, 

semiconductors are thus no exception. Given that chips are key foundational 

technologies, they are considered the brains of modern electronics and the backbone of 

today’s digital interconnected world. 

They are also at the heart of powerful geopolitical interests, providing states with ‘the 

conditions to be able to act (militarily, economically and industrially) and to foster digital 

and ecological transitions. They are essential for strategic and industrial autonomy.’79 

Semiconductors are indeed strategic assets for vital technological and global value 

chains. Cutting-edge chips service dynamic and emerging markets, from high-

performance computing capacities, connectivity and future generation networks, 

Internet of Things and smart devices, automated vehicles and cloud services to 

technologies powered by AI. This sector is also constantly evolving, as exemplified by the 

leading-edge research and development of quantum-based chip technologies. They 

have crucial functions in many fields, including quantum computing, cybersecurity, 

encryption and sensor technology. 

Chips are therefore essential for almost every aspect of the digital era and are becoming 

increasingly central to national security strategies. This is made apparent by the current 

semiconductor shortage. The chips crisis has been fuelled by a combination of factors, 

including structural features of global semiconductor supply chains, the impact of the 

Covid-19 pandemic, an ever-growing demand for digital products, geopolitical tensions 

between major powers, and the current war in Ukraine. Recent events have also exposed 

the vulnerabilities of Europe’s semiconductor sector. 

 

2. The geopolitics of chips 

The ongoing global chip shortage has exposed the geopolitical risks of weaponised tech 

interdependencies and the concentration of chip fabrication in a handful of countries. 

Asymmetries and monopolies in global supply chains create the potential for weaponised 

interdependence,80 in which some states or companies can leverage interdependent 

 
78 Raluca Csernatoni, ‘Disruption ahead? European strategic autonomy and future technology’, in Benjamin Martill and Jeroen 

Dobber, Beyond Autonomy: Rethinking Europe as a Strategic Actor (London School of Economics and Political Science, 2022), 

available at: https://www.lse.ac.uk/ideas/publications/reports/beyond-autonomy 
79 Council of the European Union, ‘Proposal for a Council Regulation amending Regulation (EU) 2021/2085 establishing the Joint 

Undertakings under Horizon Europe, as regards the Chips Joint Undertaking – Opinion of the European Economic and Social 

Committee (EESC)’, 10447/22 (20 June 2022), p. 1, available at: https://data.consilium.europa.eu/doc/document/ST-10447-2022-

INIT/en/pdf 
80 Henry Farrell and Abraham L. Newman (2019), ‘Weaponized interdependence: How global economic networks shape state 

coercion’, International Security 44 (1), 42–79. 

https://www.lse.ac.uk/ideas/publications/reports/beyond-autonomy
https://data.consilium.europa.eu/doc/document/ST-10447-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-10447-2022-INIT/en/pdf
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relations to coerce others, by choking economic, trade and information flows. In this 

respect, two related dimensions are worth highlighting. 

First, geopolitical rivalries, exacerbated by global crises such as the pandemic, can disrupt 

value chains, fundamentally affecting European interests. For some time, the US and 

China have been engaged in geopolitical rivalries and trade wars, also impacting global 

semiconductor supply chains. Central to the US–China rivalry, semiconductors are critical 

technologies essential to the race for digital transformation and to the arms industry. 

They are thus a strategic commodity. Conversely, because semiconductors are viewed as 

strategic assets, the US and European allies, as well as other like-minded countries, can 

restrict access and impose costs during phases of geopolitical confrontation, as 

exemplified by the current technological sanctions imposed against Russia to counter its 

invasion of Ukraine, but also previously against certain Chinese companies.  

Amid heightened geopolitical rivalries and setting a new benchmark in the US–China 

relations, the Biden Administration announced on 7 October a new export controls policy 

on AI and semiconductor technologies to China, blocking ‘leading U.S. AI computer chip 

designers, such as Nvidia and AMD, from selling their high-end chips for AI and 

supercomputing to China’.81 By taking aim at high-end semiconductors, the most 

prominent strategic technology, the restrictions aim to stop Chinese chip development 

in its tracks, hugely impacting China’s science and technology ambitions. 

Complex as it may seem, the global semiconductor supply chain involves a limited 

number of key players. Semiconductor manufacturing concentrates capabilities among a 

few companies located in global hotspots in the Indo-Pacific. Geography thus matters, 

and this has clear geopolitical consequences. Only a handful of countries boast front-line 

semiconductor production capacities, such as Taiwan, South Korea, Japan, the US and 

increasingly, China. Of these, Taiwan holds an almost monopolistic position,82 with over 

63% of the manufacturing share in 2020, which is predicted to increase to 68% by 2025.83 

Today, the US and companies such as Intel Corporation compete in many parts of the 

advanced production processes, such as chip design and fabrication, but the highest 

concentration of cutting-edge chip fabrication and assembly is in Asia, mostly in Taiwan 

with the Taiwan Semiconductor Manufacturing Corporation (TSMC), followed by South 

Korea with Samsung Electronics.  

Second, Europe is more restrictive than its competitors when providing public support 

and state aid for industrial production, which has important consequences for large-scale 

semiconductor industrial facilities and manufacturing. Advanced semiconductor 

 
81 Gregory C. Allen, ‘Choking off China’s access to the future of AI: New U.S. export controls on AI and semiconductors mark a 

transformation of U.S. technology competition with China’, Center for Strategic & International Studies (CSIS) Report, 11 October 

2022, available at: https://www.csis.org/analysis/choking-chinas-access-future-ai 
82 Yen Nee Lee, ‘How much the world depends on Taiwan for semiconductors’, CNBC, 14 March 2021, available at: 

https://www.cnbc.com/2021/03/16/2-charts-show-how-much-the-world-depends-on-taiwan-for-semiconductors.html 
83 Liam Gibson, ‘Taiwan to maintain market share as chip shortage lasts through 2022’, Taiwan News, 21 January 2022, available 

at: https://www.taiwannews.com.tw/en/news/4424590 

https://www.csis.org/analysis/choking-chinas-access-future-ai
https://www.cnbc.com/2021/03/16/2-charts-show-how-much-the-world-depends-on-taiwan-for-semiconductors.html
https://www.taiwannews.com.tw/en/news/4424590
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fabrication plants, also commonly called fabs or foundries, and the ability to manufacture 

chips are expected to define superpower status on the world stage. Yet the EU has a 

traditional preference for supporting fundamental research and innovation rather than 

homegrown industrial production, thus imposing strict competition rules to ensure the 

integrity of the European Single Market. At the same time, China, the US, Japan, Taiwan 

and South Korea are currently all engaged in considerable, if not massive, multi-level 

state interventionist actions and state-sponsored subsidies to ensure the 

competitiveness of their national semiconductor ecosystems.  

Another important point is that the asymmetries and the market distortions created by 

China’s model of state capitalism are not the only geopolitical challenge that Europe’s 

semiconductor ecosystem faces. China, and more specifically the trade war between the 

US and China, have indeed been the sources of Europe’s wake-up call and the drivers of 

the current EU quest for more technological sovereignty. Yet this is only one side of the 

coin, as the challenges are more complex and stem from other market leaders such as 

the US, Taiwan and South Korea, while Japan also dominates niches in the semiconductor 

supply chains. 

Europe is dangerously reliant on foreign producers of semiconductors from such 

countries. Therefore, it comes as no surprise that the EU’s semiconductor policy field has 

also become instrumentalised for geopolitical reasons. In the words of Thierry Breton, EU 

Commissioner for the Internal Market, ‘Without chips, no digital transition, no green 

transition, no technological leadership. Securing the supply of the most advanced chips 

has become an economic and geopolitical priority.’84 Defending sovereignty and 

strengthening strategic autonomy is a top priority in Europe now. With the war in 

Ukraine, it has indeed become painfully clear how precious and vulnerable sovereignty 

is.  

In a bid to strengthen the EU’s leadership in semiconductor innovation, technologies and 

applications, the European Commission proposed in February 2022 a comprehensive set 

of measures85 to ensure the bloc’s security of supply, resilience and digital sovereignty in 

this sector. EU leaders have laid out ambitious plans to significantly ramp up the research, 

innovation, design and production of homegrown chips, as well as to ensure that Europe 

will be a stronger actor in the global value chain. The goal is also to create a common 

Union toolbox86 to address semiconductor shortages and an EU mechanism for 

monitoring the semiconductor ecosystem to mitigate potential disruptions. While the US 

 
84 European Commission, ‘Digital sovereignty: Commission proposes Chips Act to confront semiconductor shortages and 

strengthen Europe’s technological leadership’, press release, 8 February 2022, available at: 

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_729 
85 European Commission, ‘European Chips Act: Communication, Regulation, Joint Undertaking and Recommendation’, Policy and 

Legislation, 8 February 2022, available at: https://digital-strategy.ec.europa.eu/en/library/european-chips-act-communication-

regulation-joint-undertaking-and-recommendation  
86 European Commission, ‘Commission Recommendation (EU) 2022/210 of 8 February 2022 on a common Union toolbox to 

address semiconductor shortages and an EU mechanism for monitoring the semiconductor ecosystem’, available at: https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022H0210 

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_729
https://digital-strategy.ec.europa.eu/en/library/european-chips-act-communication-regulation-joint-undertaking-and-recommendation
https://digital-strategy.ec.europa.eu/en/library/european-chips-act-communication-regulation-joint-undertaking-and-recommendation
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022H0210
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022H0210
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is escalating its restrictions to undermine China’s semiconductor industry, the EU is 

‘seeking ways to strengthen the continent’s strategic autonomy – particularly with 

respect to technology’.87 

 

3. The European Chips Act 

Expected be adopted in the first half of 2023, the European Chips Act88 of 8 February 

2022 is the European Commission’s proposal for a ‘Regulation of the European 

Parliament and Council establishing a framework of measures for strengthening the 

semiconductors ecosystem in the Union’. It aims to boost the EU’s competitiveness in 

this sector by building on existing research and innovation strengths. Europe is home to 

world-leading research and technology organisations (RTOs) and boasts top chipmakers 

specialised in the design of specific semiconductor components. In semiconductor 

manufacturing, Europe’s global market share had declined to around 9%–10% in 2021. 

Europe needs to reverse this downward trajectory as it is heavily dependent on third-

country suppliers.  

Europe is leading in several areas, namely with large integrated device manufacturers 

(IDMs) (STMicroelectronics), the world’s photolithography leader (ASML), a dynamic 

start-up scene, and top research centres for nanoelectronics (Interuniversity 

Microelectronics Center, IMEC). Two Europe-based success stories are worth flagging. 

The Dutch multinational company ASML is Europe’s most valuable tech company, an 

innovation leader in the semiconductor industry and a critical supplier of lithography 

systems – manufacturing complex machines essential to the production of integrated 

circuits or microchips. Worth mentioning also is Belgium’s IMEC, an international 

research and development organisation active in the fields of nanoelectronics and digital 

technologies and a leader in semiconductor research involving 2 nanometre (nm) chips.  

Yet, despite obvious strengths, Europe lacks world-leading fabless firms, and there is no 

foundry at the most advanced technological nodes in Europe, even if such a 

manufacturing process relies on a European technology – extreme ultraviolet (EUV) 

lithography. Also, the EU’s global market share is low compared to more than 20% in the 

1990s.89 As stated by Commissioner Breton, the highest objective of the proposed 

Regulation is to double the EU’s global market share to 20% by 2030,90 by also producing 

the most powerful and energy-efficient semiconductors in Europe.  

 
87 Paul Timmers, ‘How Europe aims to achieve strategic autonomy for semiconductors’, Brookings TechStream, (9 August 2022), 

available at: https://www.brookings.edu/techstream/how-europe-aims-to-achieve-strategic-autonomy-for-semiconductors/ 
88 European Commission, ‘European Chips Act’ (see note 9). 
89 O. Coulon, J. Olliver, G. Dubois, L. Saint-Martin and M. Vodovar, Study on the Electronics Ecosystem: Overview, Developments 

and Europe’s Position in the World : Final Report, European Commission, Directorate-General for Communications Networks, 

Content and Technology (2020), available at: https://data.europa.eu/doi/10.2759/941678 
90 European Commission, ‘Inside the future: Europe’s plan to thrive in the global microchip race’, Thierry Breton Announcement, 

 

https://www.brookings.edu/techstream/how-europe-aims-to-achieve-strategic-autonomy-for-semiconductors/
https://data.europa.eu/doi/10.2759/941678
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EU Member States are also encouraged to start coordinating efforts and to take 

corrective measures to overcome current shortages until the Regulation is adopted. To 

this end, the EU will mobilise more than €43 billion91 of public and private investments 

and a set of wide-ranging measures to prevent, prepare for, anticipate and speedily 

respond to future supply chain disruptions. This will supposedly be enough to enable the 

EU to achieve its ambition of becoming more sovereign in this technological domain. 

However, the word ‘mobilise’ in relation to public and private investments is quite vague 

in the context of the Regulation, given the fact that the cost of a single semiconductor 

fabrication plant can reach several billions. 

Undeniably, the European Chips Act is a new essential piece in the EU’s digital sovereignty 

puzzle. The Regulation proposes a three-tier strategy for the Digital Decade92 across 

three pillars: the ‘Chips for Europe Initiative’ (Pillar 1), ‘Security of Supply’ (Pillar 2) and 

‘Monitoring and Crisis Response’ (Pillar 3). With the ‘Chips for Europe Initiative’, the 

Commission aims to support large-scale technological capacity building and innovation 

by pooling resources from the EU, Member States, third countries associated with EU 

programmes and the private sector. This will enable the development and deployment 

of leading-edge and next-generation semiconductor and quantum technologies that will 

further reinforce advanced design, systems integration, and chips production capabilities 

and skills. Pillar 1 also puts forward the enhanced ‘Chips Joint Undertaking (JU)’ resulting 

from the strategic reorientation of the existing Key Digital Technologies JU93 and makes 

available €11 billion of public investment,94 as well as providing equity support to start-

ups, scale-ups and other companies via the ‘Chips Fund’, with a projected overall 

investment value of at least €2 billion.95 The JU is ‘composed of 25 EU member states, 

Israel, Turkey, Norway, the European Commission, and hundreds of companies and 

research centres’.96  

Under Pillar 2, the Commission proposes the creation of a framework to ensure ‘security 

of supply’ by establishing criteria to facilitate the implementation of specific ‘first-of-a-

kind’ projects that contribute to the semiconductor security of supply in the EU. Two 

types of projects are distinguished, so-called ‘integrated production facilities’ and ‘open 

EU foundries’, which can follow priority-rated orders through fast procedures when 

bottlenecks or shortages are identified. The actions in Pillar 3 are aimed at ‘monitoring 

 
21 May 2021, available at: https://ec.europa.eu/commission/commissioners/2019-2024/breton/announcements/inside-future-

europes-plan-thrive-global-microchip-race_en 
91 European Commission (see note 8). 
92 European Commission, ‘Europe’s Digital Decade: Digital targets for 2030’, 9 March 2021, available at: 

https://ec.europa.eu/commission/presscorner/detail/en/IP_21_983 
93 Key Digital Technologies Joint Undertaking – the Public–Private Partnership for research, development and innovation, 19 

November 2021, available at: https://www.kdt-ju.europa.eu/news/key-digital-technologies-joint-undertaking-starts-end-

november  
94 European Commission, ‘Proposal for a Regulation of the European Parliament and of the Council establishing a framework of 

measures for strengthening Europe's semiconductor ecosystem (Chips Act)’, COM/2022/46 final, 8 February 2022, available at: 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022PC0046  
95 European Commission, ‘Proposal for a Regulation of the European Parliament and of the Council’ (see note 18). 
96 Timmers (see note 82). 
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https://ec.europa.eu/commission/commissioners/2019-2024/breton/announcements/inside-future-europes-plan-thrive-global-microchip-race_en
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_983
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and crisis response’ to facilitate information exchanges between the EU and Member 

States, as well as to identify, anticipate and mitigate potential disruptions in the supply 

chains. Finally, when it comes to the EU-level governance of these developments, the Act 

proposes the establishment of a European Semiconductor Board, comprising 

representatives from EU Member States and chaired by the European Commission. Yet 

the composition of the board might open the door for national influences over the 

distribution of funds. This is in clear contrast to the Horizon Europe programme, where 

Member States have little say as to which project proposals win funding – in short, the 

programme prioritises research and innovation excellence over national interests.  

More importantly, the Act signals that the Commission, as a policy entrepreneur, is not 

shy in leveraging public funds and regulatory initiatives to improve Europe’s 

semiconductor ecosystem. This interventionist strategy is however contrary to laissez-

faire approaches according to which market forces should be given free rein in the 

semiconductor industry. Nevertheless, there are significant examples of when state 

intervention in so-called target or strategic-industry sectors has yielded successes. In this 

respect, by instrumentalising the window of opportunity and sense of urgency of the 

current global shortage, the European Commission has a assumed a policy 

entrepreneurship and agenda-setting role, via its power of initiative as well as through 

its foothold in the semiconductor ecosystem in the framework of different programmes 

and actions in research, development and innovation. 

For instance, the growth dynamics of the South Korean semiconductor industry has been 

shaped by state interventions and interactions with firms. Behind the success of the South 

Korean semiconductor industry is the strong state-centred approach to support large 

business groups or the chaebol, such as Samsung. The US, and particularly the military 

and space branches in the government,97 has a long history of supporting the 

semiconductor industry as a strategic industrial area, via research funding and public 

procurement, and by opening opportunities for collaborations between research 

institutions and firms. The US has been discussing massive investments and incentives 

under the American Chips Act98 to support home-grown manufacturing, research and 

development, and supply chain security. 

 

4. Civil–military synergies 

Semiconductors are dual-use technologies with both commercial and military purposes. 

Maintaining an edge in semiconductor innovation and supporting the resilience of 

 
97 Niclas Frederic Poitiers and Pauline Weil, ‘A new direction for the European Union’s half-hearted semiconductor strategy’, Policy 

Contribution 17/2021, Bruegel, July 2021, available at: https://www.bruegel.org/2021/07/a-new-direction-for-the-european-

unions-half-hearted-semiconductor-strategy/ 
98 United States Congress, ‘Chips for America Act’, 6 November 2020, available at: https://www.congress.gov/bill/116th-

congress/house-bill/7178 
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https://www.congress.gov/bill/116th-congress/house-bill/7178
https://www.congress.gov/bill/116th-congress/house-bill/7178
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supply chains have become top strategic priorities for both Washington and Brussels. 

The National Security Commission on Artificial Intelligence, in a recent report,99 stressed 

the high risks of failure in this sector: ‘If a potential adversary bests the United States in 

semiconductors over the long term or suddenly cuts off U.S. access to cutting-edge chips 

entirely, it could gain the upper hand in every domain of warfare’. This view highlights 

the fact that semiconductors are key for economic performance as well as digital and 

military power.  

They can be deployed in a variety of security and defence applications,100 from improving 

advanced electronics and systems in aircrafts mobility, unmanned aerial vehicles or drone 

devices to facilitating the storage and processing of large amounts of data for 

surveillance activities. In the European Commission Action Plan on Synergies between 

civil, defence and space industries101 from 2021, and in Communications102 from February 

2021, such as the ‘Commission contributions to European defence’ and the ‘Roadmap on 

critical technologies for security and defence’, semiconductors have been identified as 

critical manufacturing technologies relevant across civil–military domains, from defence 

and space to related civil (including security) industries.  

The Roadmap103 highlights analytical work in a case study on semiconductors for 

defence, underlining the ‘ubiquitous presence of semiconductors in defence equipment’. 

Given the centrality of semiconductors in digital technologies, advances in the civilian 

sector can serve innovation in military equipment and the digitalisation of armed forces. 

Commercial leadership in a high-technology field such as semiconductors is increasingly 

linked to geopolitical clout, semiconductors being also an important piece in the Union’s 

strategic autonomy puzzle.  

This is also indicative of an emerging trend at the EU level and in the case of various 

RTD&I instruments and initiatives to mainstream a ‘dual-use by design’ approach. It aims 

to accelerate research and innovation across civil and military domains and foster 

technological sovereignty in the security and defence sectors, especially in the case of 

critical EDTs, by fostering better exchanges between civilian and defence research, 

innovation and development communities. 

 
99 US National Security Commission on Artificial Intelligence, Final Report, 19 March 2021, available at: https://www.nscai.gov/wp-

content/uploads/2021/03/Full-Report-Digital-1.pdf 
100 Finabel – European Army Interoperability Centre, ‘The Dual-Use Technology Conundrum: The Role of Dual-Use Goods in the 

Modernisation for the EU Armed Forces and Export Control Initiatives,’ 31 August 2021, available at: https://finabel.org/the-dual-

use-technology-conundrum-the-role-of-dual-use-goods-in-the-modernisation-of-the-eu-armed-forces-and-export-control-

initiatives/ 
101 European Commission, Action Plan on Synergies between Civil, Defence and Space Industries, 22 February 2021, available at: 

https://ec.europa.eu/commission/presscorner/detail/en/IP_21_651 
102 European Commission, ‘Commission unveils significant actions to contribute to European Defence, boost innovation and 

address strategic dependencies’, press release, 15 February, 2022, available at: 

https://ec.europa.eu/commission/presscorner/detail/en/IP_22_924 
103 European Commission, ‘Communication: Roadmap on critical technologies for security and defence’, 15 February 2022, 

available at: https://ec.europa.eu/info/files/communication-roadmap-critical-technologies-security-and-defence_en 
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Furthermore, the European Chips Act is consistent with the EU’s 2020 Industrial Strategy 

and the Commission’s Communication updating the strategy104 from May 2021 that 

identified semiconductors as an area of strategic dependencies leading to vulnerabilities 

such as supply shortages. The Communication also announced the launch of an industrial 

alliance on processors and semiconductor technologies. This major initiative goes hand 

in hand with the European Chips Act and will also contribute to the European Defence 

Technological and Industrial Base (EDTIB). 

The Commission also kick-started the European Alliance for Processors and 

Semiconductors105 in July 2021 to advance the next generation of chips. It will be a key 

instrument to advance industrial progress in this sector, by identifying and addressing 

bottlenecks and defining technological roadmaps that will ensure that Europe has the 

capacity to design and produce the most advanced chips. The end goal of the Alliance is 

to establish the design and manufacturing capacity required to produce the next 

generation of trusted processors and electronic components. This will mean moving 

Europe towards a production capacity of 16nm to 10nm nodes to support current market 

needs, as well as below 5nm to 2nm and beyond to anticipate future technology needs.  

Further support to industrial research and innovation also comes from Member States 

via the Important Project of Common European Interest (IPCEI).106 In December 2021, 

Germany on behalf of the participating Member States formally pre-notified the 

Commission about a new IPCEI to support transnational cooperation projects on 

microelectronics. This IPCEI will allow investment in major innovative industrial capacities 

on all the choke points of the supply chain – from critical raw materials, equipment, 

wafers and research to pre-production and design. This IPCEI107 is expected to include 

over 100 prospective participants across 20 Member States and to emphasise innovation 

in areas such as projects in communications, edge computing, AI processors, electric 

mobility, security and energy efficiency. 

 

5. Conclusion 

This year is a decisive one for the European semiconductor industry, shaping Europe’s 

semiconductor ecosystem for the decade to come. For the European Commission, in the 

words of President Ursula von der Leyen, the challenge of ensuring Europe’s access to 

state-of-the-art technology is ‘a matter of competitiveness, but also a matter of tech 

 
104 European Commission, ‘Updating the 2020 Industrial Strategy: towards a stronger Single Market for Europe’s recovery,’ 5 May 

2021, available at: https://ec.europa.eu/commission/presscorner/detail/en/IP_21_1884 
105 European Commission, ‘Digital sovereignty: Commission kick-starts alliances for semiconductors and industrial cloud 

technologies’, 19 July 2021, available at: https://ec.europa.eu/commission/presscorner/detail/en/IP_21_3733 
106 European Commission, ‘Important Project of Common European Interest’, 1 January 2022, available at: https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.C_.2021.528.01.0010.01.ENG&toc=OJ%3AC%3A2021%3A528%3ATOC 
107 European Commission, ‘IPCEI on microelectronics – A major step for a more resilient EU chips supply chain’, blog post by 

Thierry Breton, 20 December 2021, available at: https://ec.europa.eu/commission/commissioners/2019-2024/breton/blog/ipcei-

microelectronics-major-step-more-resilient-eu-chips-supply-chain_en 
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sovereignty’. Hence the theoretical question is whether market forces should be allowed 

free rein in the chips industry or targeted interventionism by the EU is needed. This 

statement linking the proposed Act to technological sovereignty could be construed as 

an instance of instrumentalising technological sovereignty for the purposes of 

legitimising certain regulatory as well as research, development and innovation 

interventions on the part of the Commission. 

Overall, the digital sovereignty framing of the Chips Act proposal might be useful to rally 

public and private forces in Europe, as well as to convince Member States about the 

merits of ‘more EU’ in coordinating tech innovation and cross-border industrial 

production efforts in this critical sector, and that being open to strategic partnerships will 

be key for European success. This should be matched by substantial funding from various 

public and private financial pools that are dedicated to dual-use research and 

development in critical technological and digital domains. Concerning the European 

semiconductor ecosystem-in-the-making, the goal should be to manage expectations 

and realistically respond to actual European industrial and technological needs. Many 

details about the Regulation, including what types of projects will be eligible to receive 

the funds and in terms of funding streams, remain unclear. More fine-tuning will be 

needed to iron out details about the ‘first-of-a-kind’ facilities as well as the Chips Fund. 

Yet again, going it alone in pursuit of strategic autonomy or technological sovereignty is 

not the most feasible approach. Partnerships with key and trusted states and private 

players are equally, if not more, important. To gain control over production and an 

upward foothold in semiconductor supply chains is very difficult. For the EU to achieve 

any kind of technological sovereignty in semiconductors, it also needs to focus on 

partnerships and tech alliances, either with like-minded countries or globally with 

business partners.  

The semiconductors sector is highly concentrated, specialised, innovation-driven, 

extremely capital-intensive and, importantly, controlled by consolidated players in Asia 

and the US. No economy can hope to fully achieve independence in the sector. Ensuring 

sustainable supply through diplomatic means should therefore also be a top European 

priority, especially since concerns about an emerging and counterproductive zero-sum 

‘subsidy race’ have been voiced on both sides of the Atlantic and need to be further 

addressed. EU-level political leadership will also be needed to potentially mitigate 

competition among EU Member States seeking to attract investments and host foundries 

on their territories. 

The unintended consequences of pursuing only geopolitical considerations in tech 

policies for semiconductor dominance need to be anticipated. Self-sufficiency in this field 

is a myth. Both US and EU policymakers should understand that a strictly US or EU focus 

on reclaiming technological sovereignty is unrealistic, which is why discussion formats 
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such as the EU–US Trade and Technology Council are important to mitigate tensions and 

achieve pragmatic results. But more work will be needed to develop formal frameworks 

of collaboration, facilitate the regular sharing of supply-chain intelligence, establish joint 

protocols to detect crises and create coherent investment strategies. Therefore, 

transatlantic cooperation and action are necessary for securing the EU’s technological 

sovereignty and geopolitical aspirations. And the same applies to the US. In 

semiconductor supply chain resilience, the path ahead can only be multilateral, and 

especially transatlantic. 
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 EU competition law and digital sovereignty 
 

Giorgio Monti, Tilburg University 

1. Introduction 

The European Commission’s competences in the field of EU competition law are very 

different from those it enjoys in other policy fields. In most policy fields the Commission 

proposes legislation. In competition law the Commission enforces the rules in the TFEU, 

both against firms and against states. If we think about competition law within the 

context of the digital sovereignty theme, the analysis can be differentiated by reference 

to different legal instruments: each creates different options. In this chapter we chart how 

far each competition policy tool can be utilised to take digital sovereignty considerations 

into account. The two legal tools that appear most related to digital sovereignty are state 

aid and merger control. 

It should be noted, at a general level, that the Commission’s management of competition 

policy could be characterised as political up until the early 1990s. Since then the 

Commission (or at least DG Competition) has positioned itself as a technocratic enforcer 

of the competition rules, applying globally agreed-upon best practices.108 The main 

reason for the change in the 1990s was the effect of epistemic communities in antitrust 

law pushing for a change to a more technocratic enforcement style based on challenging 

conduct only if it harms consumer welfare.109 There are indications that the present 

Commission wishes to see a more political approach to competition law, in particular 

when it comes to the digital economy. Ursula von der Leyen’s mission letter to 

Margarethe Vestager, the Commissioner in charge for competition policy and Executive 

Vice-President for A Europe Fit for the Digital Age, is evidence for this: in it, the 

Commission President explains that Europe should fully grasp ‘the potential of the digital 

age and strengthen its industry and innovation capacity. This will be a key part of 

strengthening our technological leadership and strategic autonomy.’110 The question we 

discuss here is how far this mandate to think strategically can affect the application of 

competition law by the Commission. The key point that will emerge in this discussion is 

that there is little scope for the Commission to use competition policy as a tool to deliver 

on other EU policies, such as digital sovereignty. 

 
108 H. Buch Hansen and A. Wigger, The Politics of European Competition Regulation: A Critical Political Economy Perspective 

(Routledge, 2011) links this trend to neoliberalism. 
109 F. van Waarden and M. Drahos (2002), ‘Courts and (epistemic) communities in the convergence of competition policies’,  

Journal of European Public Policy 9 (6), 913. 
110 U. von der Leyen, Mission letter addressed to Margrethe Vestager, Executive Vice-President for A Europe Fit for the Digital 

Age (1 December 2019). 
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2. State aid 

The rules on state aid control how Member States may spend their money: states may 

not fund industry if this funding harms competition unless the aid is in the interest of the 

EU as a whole.111 Note that the Commission cannot force states to spend money on 

projects of strategic interest: it can only prohibit payments if these would restrict 

competition and have no redeeming virtues. However, it can encourage Member States 

to direct resources to such projects by making it easier to fund certain projects. In an 

important paper, Blauberger has shown how, even lacking powers to direct state funding, 

the Commission’s approach serves to steer state funding.112 This steering is achieved by 

making it easier for a state to grant subsidies for certain purposes and requiring more 

evidence to justify funding of other purposes (e.g. easier to fund a scheme to build 

telecom infrastructure, more difficult to get authorisation for a scheme to rescue a firm 

that is failing). From the perspective of digital sovereignty this means that the 

Commission can, largely via soft law instruments, guide Member States to spend money 

on projects that serve this policy goal. An example of this may be found in the 

Commission’s Guidelines on Important Projects of Common European Interest, which are 

designed to facilitate the coordination of state aid provision by Member States when the 

projects funded contribute to EU industrial policies.113 At the time of writing, three 

projects have been approved which involve multiple Member States and many firms. 

These are in the energy field (batteries and hydrogen) and designed to manage  the 

energy transition. The state aid complements other EU policies in the energy field.114 The 

blueprint underpinning these projects could be transposed to the digital domain. 

Increasingly the EU is trying to use its own resources to address gaps in funding, the 

proposal for the Chips Act being an example.115 The emphasis on strategic autonomy 

motivates this initiative. This approach can complement state funding. Such funding is 

authorised only if it does not distort competition and if it does not crowd out private 

funds.116 This proviso requires that the positive economic effects of public funding be 

balanced against the negative effects. This analytical framework shows that while public 

funds may be used to contribute to the wider economic policies of the EU, this is always 

subject to a balancing test whereby the economic gains must be larger than the risks to 

competition for aid to be authorised. 

 
111 Article 107 TFEU. 
112 M. Blauberger (2009), ‘Of good and bad subsidies: European state aid control through soft and hard law’, West European 

Politics 32 (4), 719. 
113 Communication from the Commission: ‘Criteria for the analysis of the compatibility with the internal market of State aid to 

promote the execution of important projects of common European interest’ [2021] OJ C528/10 (hereinafter ICPEI).  
114 https://competition-policy.ec.europa.eu/state-aid/legislation/modernisation/ipcei_en. 
115 Commission, A Chips Act for Europe, COM(2022) 45 final. 
116 ICPEI (n. 6 above), paragraphs 42–47, Proposal for a Regulation establishing a framework of measures for strengthening 

Europe’s semiconductor ecosystem (Chips Act), COM(2022) 46 final, recital 14. 
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3. Merger control and other forms of collaboration 

In assessing merger control, it can be helpful to distinguish between two scenarios. The 

first is when mergers may support the development of an EU champion, able to compete 

against firms in other parts of the world. The EU Merger Regulation does not allow the 

Commission to authorise a merger that creates an EU champion if the merger harms 

competition.117 You cannot trade off a harm to competition with the prospect of a more 

powerful EU firm. The point has been discussed recently in the Siemens/Alstom merger. 

This merger would have created a dominant player in the market for high-speed rail in 

the EU.118 The Commission blocked it because of the monopoly that would result. The 

parties had claimed that in the long term there would be global competition for high-

speed trains and a big EU firm would be better placed to compete against rivals in other 

states (e.g. China). However, at the time of assessment there was no global market for 

high-speed trains. If there had been such a market, the merger might have been cleared 

because then the merged entity would not have a monopoly. 

Some Member States (France, Germany, Italy and Poland) have proposed a reform of 

merger law to allow for a political override for mergers that are in the public interest even 

if they harm competition.119 However, not all Member States agree with this stance.120 

There are regular reviews of secondary EU law and the EU merger regulation is due for 

review shortly; this debate might surface. Introducing a political override could be used 

to facilitate mergers having regard to digital sovereignty considerations. However, given 

the primacy of competition policy in the Treaties, it is difficult to envisage a situation 

where the Council could decide to authorise a merger that has been found to significantly 

impede effective competition. The most one might secure is a form of balancing, like in 

state aid law, whereby a merger might be cleared if the positive economic gains to the 

EU outweighed the negative effects. However, before one jumps on this solution it should 

be borne in mind that current merger policy is quite permissive as it is: most mergers are 

authorised, and indeed economists are concerned that the present merger policy may 

yield anti-competitive effects.121 

A second issue is whether a merger overseas might be challenged or whether a foreign 

firm acquiring an EU firm might be subjected to challenge based on non-competition 

considerations. From the perspective of digital sovereignty, a merger where a foreign 

firm buys an EU firm may be problematic. This is of concern, and in the summer of 2022 

 
117 Regulation 139/2004 on the control of concentrations between undertakings [2004] OJ L24/1, Article 2. 
118 Case M.8677 Siemens/Alstom (2 August 2019). 
119 Manifesto for a European industrial policy fit for the 21st century, available at: 

https://www.gouvernement.fr/sites/default/files/locale/piece-jointe/2019/02/1043_-_a_franco-

german_manifesto_for_a_european_industrial_policy_fit_for_the_21st_century.pdf 
120 Letter from Government Offices of Sweden to Margarethe Vestager, available at: 

https://www.regeringen.se/493e14/globalassets/regeringen/dokument/naringsdepartementet/letter-to-executive-vice-

president-margrethe-vestager---10-march-2020.pdf 
121 E. Argentesi et al. (2021), ‘Merger policy in digital markets: an ex post assessment’,  Journal of Competition Law and Economics 

17 (1), 95; J. Kwoka, Controlling Mergers and Market Power: A Program for Reviving Antitrust in America (CPI, 2020) 

https://www.gouvernement.fr/sites/default/files/locale/piece-jointe/2019/02/1043_-_a_franco-german_manifesto_for_a_european_industrial_policy_fit_for_the_21st_century.pdf
https://www.gouvernement.fr/sites/default/files/locale/piece-jointe/2019/02/1043_-_a_franco-german_manifesto_for_a_european_industrial_policy_fit_for_the_21st_century.pdf
https://www.regeringen.se/493e14/globalassets/regeringen/dokument/naringsdepartementet/letter-to-executive-vice-president-margrethe-vestager---10-march-2020.pdf
https://www.regeringen.se/493e14/globalassets/regeringen/dokument/naringsdepartementet/letter-to-executive-vice-president-margrethe-vestager---10-march-2020.pdf
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political agreement was reached on a Foreign Subsidies Regulation.122 The Regulation 

will empower the Commission to intervene in two situations. First, mergers where the 

acquired firm or one of the parties has an EU turnover of at least €500 million and the 

transaction involves a foreign financial contribution of at least €50 million have to be 

notified by the parties to the Commission. Second, the Commission has the discretion to 

intervene in any other merger and request a notification if it suspects that there is a 

foreign subsidy that may distort competition. This means that some mergers will require 

a double notification (under the Merger Regulation and the Foreign Subsidies 

Regulation). The definition of foreign subsidy is very broad and this allows the 

Commission to develop a new criterion for blocking mergers that protects domestic 

firms. This could be utilized strategically to address takeovers in sectors of strategic 

importance. 

In a parallel development, the Commission is also encouraging Member States to align 

their FDI screening tools to empower them to block mergers or other investment that 

risks national security. In addition, the Commission cooperates with Member States in 

reviewing FDI initiatives and may issue opinions on whether the proposed transaction 

has an impact on security or pubic order.123 These mechanisms would supplement the 

EU merger rules, which only allow for the prohibition of a merger if it harms competition. 

The way the interaction between EU merger rules and national FDI rules would work is 

as follows. If a merger has an EU dimension (meaning it is between two firms that are 

very large in terms of turnover) then the Commission has exclusive competence to review 

it on competition grounds; however, a Member State may object to the merger citing 

legitimate reasons – there is a clear procedure for these in the Merger Regulation.124 If a 

merger has no EU dimension then this is reviewed by all national competition authorities 

where the merger will have effects and here the FDI rules may intervene to prevent a 

merger that the competition rules might allow. In both of these settings, then, a merger 

that poses no competition concerns may be prohibited if it causes security concerns. 

However, the available evidence suggests that a very small proportion of FDI initiatives 

are prohibited.125 

We can also discuss a third scenario, which occurs when remedies are imposed in a 

merger assessment. For example, in Thales/Gemalto the Commission found that the 

merger would substantially impede effective competition in the market of general-

purpose hardware monitoring modules, which manage encryption keys. In order to 

 
122 Foreign Subsidies: Commission welcomes political agreement on Regulation on distortive foreign subsidies Press Release IP 

IP/22/4190 (30 June 2022). Commission, White Paper on levelling the playing field as regards foreign subsidies, COM (2020) 253 

(final). 
123 Regulation 2019/452 of the European Parliament and of the Council of 19 March 2019 establishing a framework for the 

screening of foreign direct investments into the Union, [2019] OJ L791/1. 
124 EU Merger Regulation (above, n. 9), Article 21(4) allowing a Member State to take appropriate measures to protect legitimate 

interests, which may include blocking a merger and Regulation 2019/452 (ibid.). Recital 36 provides for an alignment of the criteria 

of legitimate interest in the FDI and Merger Regulations. 
125 For 2020, 2% were prohibited and 12% approved with conditions. Commission, First Annual Report on the screening of foreign 

direct investments into the Union (2021), p. 14. 
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secure clearance of the merger, Thales agreed to divest its entire business in the relevant 

market. This would create a second competitor and thus resolve the competition risks. In 

allowing this merger, the Commission insisted that the criteria for selecting the 

purchasers would be robust: in particular, to ensure that the ‘purchaser has the relevant 

expertise in the field and that it enjoys a high level of trust and reputation among the 

EEA customers so as to be able to reliably provide the relevant products.’126 This remedy 

suggests that the Commission might have been concerned that the entity acquiring the 

business would not harm the sensitive security interests of its clients. 

In sum, then, anticompetitive mergers cannot be authorised on public policy grounds, 

but mergers that pose no risk to competition may be prohibited if there is a security risk 

and, as we saw with the Gemalto transactions, remedies may be designed having regard 

to policy considerations.127 

 

4. Cartels and monopoly control 

Cartels are the supreme evil of anti-trust.128 Here there is global agreement that these 

practices should be prohibited. Global cartels are pursued by multiple agencies. Some 

jurisdictions allow some cartels (for example, the EU allows export cartels provided there 

is no impact on the EU market and China is a jurisdiction that encourages collusion). 

There is limited scope to develop this policy field in a digital sovereignty context, 

however. The EU has no specific policy to facilitate coordination in export markets. 

Turning to monopoly control, recently the focus of attention when it comes to rules 

applicable to dominant firms is on the major digital actors (Google, Facebook, Amazon 

and Apple), all of which are US-based firms. The Commission, as well as the larger 

national competition authorities, has issued a number of decisions challenging tech 

giants and high fines have been imposed. Recently a specific regulation (the Digital 

Markets Act) has been agreed to regulate digital markets with a view to making them 

more fair and contestable. 

It is not clear that the EU actions against US tech giants are designed to protect EU firms 

or promote the entry of EU firms in the market. Indeed, in some earlier abuse of 

dominance cases the complainant was a US firm (the Intel and Microsoft decisions were 

the result of complaints from rivals based in the US).129 The bulk of the ongoing cases 

are designed to challenge the business model of digital platforms to facilitate the entry 

of rivals. For example, in cases against Google the Commission seeks to change the way 

 
126 Case M.8797, Thales/Gemalto (11 December 2018), para. 563. 
127 See also for example 21 December 2020 in Case M.9730 – FCA/PSA (21 December 2020): merger creates a large automotive 

group and remedies ensure diversity of supply for small vans so that European businesses have alternative suppliers. 
128 Verizon v Trinko, 540 U.S. 398 (2004) per Scalia J. 
129 In Case 37.990 Intel (13 May 2009), the complainant was Advanced Micro Devices. This case began in the 2000s and is still 

subject to an appeal. In Case COMP/C-3/37.792 Microsoft (24 March 2004) the complainant was Sun Microsystems. 
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search results are displayed and to ensure that buyers of Android smartphones are able 

to choose a web browser.130 This regulatory approach creates the opportunities for EU 

digital market players to emerge, but it is not the focus of the initiative to sponsor 

domestic firms. The vision is that the market would work better for consumers and 

citizens if no one firm dominated any one digital market, but this is core anti-trust law.  

 

5. Exporting EU competition law 

One the one hand, the Commission is active in promoting its competition rules. In many 

of the bilateral trade agreements it signs there are provisions requiring the other side to 

have competition law, and at times even a regime of state aid control. Some of these 

bilateral agreements are with states that hope to join the EU, but others are with 

jurisdictions that do not hold this hope (e.g. North African states). The policy is to level 

the playing field so that EU firms have a fair chance to compete in these jurisdictions. It 

is unclear how this could be used to deliver on a digital sovereignty agenda. 

On the other hand, it has been argued that the Commission’s enforcement of 

competition law has global effects. Anu Bradford has shown that if a firm has a global 

business model, then if EU competition law prohibits certain forms of conduct the firm 

will adjust its business model for the rest of the world.131 Given that EU competition law 

is stricter than its major counterpart (US anti-trust), this gives the EU approach a global 

effect de facto. It is not clear that this has been used strategically by the Commission to 

date. In merger control, for example, the Commission cooperates regularly with other 

competition agencies, which indicates that all share the same analytical framework which 

tests how far the merger may harm competition.132 

 

6. Takeaways 

It is hard to foresee a wholesale instrumentalisation of EU competition policy to deliver 

a non-competition objective like digital sovereignty. As we have seen in reviewing the 

policy tools, the Commission is reactive to what states and firms do, and competition 

policy only prohibits forms of conduct that cause significant harm to competition, leaving 

the market unregulated otherwise. Even if conduct does not infringe competition law, 

digital sovereignty concerns may be invoked to challenge certain transactions that may 

risk national security. This may be achieved by Member States using FDI review powers, 

which are increasingly coordinated at EU level. 

 
130 Case AT.39740, Google Search (Shopping) (27 June 2017), Case AT.40099, Google Android (18 July 2018). 
131 A. Bradford, A. Chilton, C. Megaw and N. Sokol (2019), ‘Competition law gone global: introducing datasets on competition law 

and enforcement around the world’, Journal of Empirical Legal Studies 16 (2), 411. 
132 G. Monti, ‘The global reach of EU competition law’, in M. Cremona and J. Scott (eds), EU Law Beyond EU Borders: The 

Extraterritorial Reach of EU Law (Oxford University Press, 2019). 
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There are two ways in which the Commission is proactive, however. First, the state aid 

regime can encourage the direction of state expenditure by placing fewer restrictions on 

forms of state spending that contribute to the EU’s industrial policy. Second, in imposing 

remedies to prevent anti-competitive conduct in cases such as Google Android, the 

Commission can regulate the shape of markets, but here too the primary objective is to 

ensure that these markets are competitive. It should also be noted that remedies 

imposed in abuse of dominance cases have been largely unsuccessful in restoring 

competition.133 Moreover, the design of remedies can include considerations beyond 

competition: as suggested above in the Gemalto merger, the criteria for selecting a 

purchaser appear to be based on ensuring that the buyer is a safe provider of digital 

services. 

Finally, the non-enforcement of competition law can serve policy objectives if it is seen 

that the conduct at stake is beneficial even if there is a risk to competition. As we saw in 

the field of merger control, advocates of an industrial policy approach wish to create a 

pathway by which anti-competitive mergers are authorised. However selective under-

enforcement is a difficult option to pursue: under the Merger Regulation, all mergers that 

qualify for assessment must be notified and reviewed. The Commission has discretion as 

to whether or not to pursue a complaint concerning an infringement of Articles 101 and 

102 TFEU but it must offer reasons, which limits the capacity to under-enforce in the 

name of industrial policy considerations. 

In sum, because EU competition law is not a tool for direct market regulation and design, 

there is little scope to utilise it as a central pillar to pursue digital sovereignty. To the 

extent that competitive markets are conducive to digital sovereignty, competition law 

enforcement can help this policy goal without any instrumentalisation. Indeed, the most 

recent general policy statement about competition policy issued by the Commission 

indicates that strong and effective enforcement of the rules is the best way to deploy 

competition law to support the EU’s industrial policy and for addressing new 

challenges.134 

 

 

 
133 See e.g. G. Monti (2022), ‘Taming digital monopolies: a comparative account of the evolution of antitrust and regulation in the 

European Union and the United States’, Antitrust Bulletin 67 (1).  
134 ‘By keeping markets open and competitive and ensuring a level playing field, competition policy helps achieving the Union’s 

wider priorities as set in its regulatory policies.’ European Commission, ‘A competition policy fit for new challenges’, COM (2021) 

713 final, p. 6. 
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The General Data Protection Regulation though 

the lens of digital sovereignty 
 

Kristina Irion, University of Amsterdam 

This short contribution will present and discuss the EU’s General Data Protection 

Regulation (GDPR) through the lens of ‘digital sovereignty’.135 When high-ranking 

representatives of EU institutions endorsed digital sovereignty, this was interpreted as a 

signpost towards a new-found assertiveness in EU digital policy.136 The rise of digital 

sovereignty in contemporary discourse can be perceived as a reaction to persistent issues 

with the performance of domestic regulation in the global digital ecosystem.137 Above 

all, digital sovereignty is conceptually fuzzy and is used to animate a wide spectrum of 

geopolitical, normative and industrial ambitions.138  

In the context of the GDPR, it makes sense to operationalise digital sovereignty as the 

ability of EU rules to assert authority in a global and interdependent digital ecosystem. I 

will reflect on how the GDPR, conceived in this way, wields transnational capacity by 

design: firstly, the rules on transfers of personal data to third countries will be introduced; 

secondly, the GDPR’s revamped territorial scope of application will be considered. The 

concluding remarks will reflect on the GDPR’s ability to construct transnational authority 

and its contribution to the EU’s digital sovereignty goals.   

 

 
135 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons 

with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General 

Da 2016). 
136 See e.g. The German Presidency of the EU Council (2020), Together for Europe’s Recovery: Programme for Germany’s Presidency 

of the Council of the European Union (1 July to 31 December 2020); Council of the European Union; European Commission (16 

September 2020), State of the Union Address by President von der Leyen, available at: 

https://ec.europa.eu/commission/presscorner/detail/en/SPEECH_20_1655; Julia Pohle and Thorsten Thiel (2020), ‘Digital 

sovereignty’, Internet Policy Review 9 (4), available at: https://policyreview.info/concepts/digital-sovereignty 
137 The literature offers different explanations that reinforce each other, such as issues with regulatory arbitrage online, e.g. Michael 

A. Fromkin, ‘The internet as a source of regulatory arbitrage’, in Brian Kahin and Charles Nesson (eds), Borders in Cyberspace: 

Information Policy and the Global Information Infrastructure (MIT Press, 1997); the decline of Westphalian jurisdiction, e.g. Hannah 

L. Buxbaum (2009), ‘Territory, territoriality, and the resolution of jurisdictional conflict’, American Journal of Comparative Law 

57631; Saskia Sassen (2000), ‘Digital networks and the state: some governance questions’, Theory, Culture & Society 17 (4), 19; 

outdated regulatory formations, e.g. Julie E. Cohen, Between Truth and Power (Oxford University Press, 2019); and the power of 

digital online platforms, e.g. José van Dijck, Thomas Poell and Martijn de Waal (eds), The Platform Society (Oxford University 

Press, 2018). 
138See e.g. Tambiama Madiega, ‘Digital Sovereignty for Europe’ (2020), PE 651.992, 

https://www.europarl.europa.eu/RegData/etudes/BRIE/2020/651992/EPRS_BRI(2020)651992_EN.pdf; Kristina Irion, Mira Burri, 

Ans Kolk and Stefania Milan (2021), ‘Governing “European values” inside data flows’, Internet Policy Review 10 (3); Julia Pohle and 

Thorsten Thiel (2020), ‘Digital sovereignty’, Internet Policy Review 9 (4).  
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1. Rules on transfer of personal data to third countries 

EU data protection law sought to ensure that transfers of personal data to a third country 

cannot be used to undermine statutory protection of natural persons well before digital 

sovereignty became an established concept in the EU. The GDPR’s predecessor, the 1995 

Data Protection Directive, already contained special rules regulating the conditions under 

which an EU controller can lawfully transfer personal data to a recipient in a third 

country.139 The GDPR continues this approach and requires that transfers of personal 

data to third countries adhere to the requirements set out in its Chapter V. It follows that 

such transfers can take place only: 

 on the basis of an adequacy decision of the European Commission;140 

 subject to appropriate safeguards, notably standard data protection clauses;141 or 

 pursuant to specific derogations that are subsidiary and circumstantial.142 

Through its jurisprudence the Court of Justice of the European Union (CJEU) has 

substantially contributed to the interpretation of the GDPR transfer rules. In its judgments 

Schrems I and II, the CJEU invalidated twice an adequacy decision adopted by the 

European Commission that had been the basis for commercial data transfers to the 

United States.143 The Court affirms that the transfer rules are crucially preventing the 

circumvention of the protection afforded to individuals’ personal data under EU law, 

which must be read in the light of the Charter of Fundamental Rights of the European 

Union.144 The Court clarifies that where contractual safeguards do not suffice to ensure a 

level of protection that is essentially equivalent to the EU, the controller is under an 

obligation to adopt supplementary measures in order to ensure compliance with that 

level of protection.145 As a consequence, the GDPR has mechanisms against 

circumvention that would render it obsolete. 

 

 
139 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with 

regard to the processing of personal data and on the free movement of such data (no longer in force). 
140 Article 46(1) GDPR: A transfer of personal data to a third country or an international organisation may take place where the 

Commission has decided that the third country, a territory or one or more specified sectors within that third country, or the 

international organisation in question ensures an adequate level of protection. 
141 Article 47(1) GDPR: a controller or processor may transfer personal data to a third country or an international organisation only 

if the controller or processor has provided appropriate safeguards, and on condition that enforceable data subject rights and 

effective legal remedies for data subjects are available. 
142 Article 49 GDPR. 
143 CJEU, Case C-362/14 (Maximillian Schrems v Data Protection Commissioner), ECLI:EU:C:2015:650; Case C-311/18 (Data 

Protection Commissioner v Facebook Ireland Ltd and Maximillian Schrems), ECLI:EU:C:2020:559. 
144 Case C-362/14, para. 73. 
145 Case C-311/18, para. 132f. 
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2. Adjusting the territorial scope of application 

The GDPR has charted new terrain where it expands the territorial scope of application 

beyond the traditional principle of establishment, according to which a controller or a 

processor must be in the Union. The regulation also applies to organisations not 

established in the EU if their processing activities are related to the offering of goods or 

services to individuals who are in the Union or the monitoring of their behaviour.146 The 

extraterritorial reach aims to ensure that natural persons are not deprived of the 

protection to which they are entitled under this Regulation.147 Entities to which the GDPR 

applies by virtue of the extraterritorial reach are required to designate a representative 

in the Union.148 The revised territorial scope closed another loophole of the GDPR’s 

application, following yet another landmark ruling by the CJEU.149 

 

3. Disciplining digital platforms and big tech 

Turning to the regulatory and judicial enforcement of the GDPR, significant case law is 

about the practices of digital platforms and big tech when using personal data. This is a 

clear reflection of the dominance of these globally operating actors, which leave a large 

footprint in the commercial internet that EU users experience. Because of their quasi-

standard-setting power over the ways in which individuals’ personal data is collected and 

processed, GDPR enforcement often shows a relation to their online activities. What is 

fascinating, perhaps, is how digital platforms’ and big tech’s practices are directly and 

indirectly subject to GDPR enforcement. 

The jurisprudence of the CJEU is a case in point to demonstrate how landmark cases 

involve digital platforms and big tech. As mentioned earlier, the CJEU reaffirms that 

Member States’ courts have jurisdiction to rule over Google’s processing of personal data 

by virtue of the GDPR when the processing activity is inextricably linked to a commercial 

presence in the territory of the EU.150 Several practices of Facebook, which is now part of 

Meta Inc., have been incidentally dealt with by the Court, such as the previously 

mentioned transfers of personal data to the United States151 and the non-conformity of 

Facebook fan pages152 and the Facebook ‘Like’ button with the GDPR.153 As a result of 

 
146 Article 3(2) GDPR. 
147 Recital 23 GDPR. 
148 Article 27 GDPR. 
149 CJEU, Case 131/12 (Google Spain SL, Google Inc. v Agencia Española de Protección de Datos (AEPD), Mario Costeja González), 

ECLI:EU:C:2014:317. 
150 Ibid. 
151 CJEU, Case C-311/18 (Data Protection Commissioner v Facebook Ireland Ltd and Maximillian Schrems) (n 9); case C-362/14 

(Maximillian Schrems v Data Protection Commissioner) (n 9). 
152 CJEU, Case C‑210/16 (Unabhängiges Landeszentrum für Datenschutz Schleswig-Holstein v Wirtschaftsakademie Schleswig-

Holstein GmbH), ECLI:EU:C:2018:388. 
153 Case C‑40/17 (Fashion ID GmbH & Co. KG v Verbraucherzentrale NRW eV), ECLI:EU:C:2019:629. 
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the CJEU’s rulings Facebook would have to redesign its services to bring them in line with 

the GDPR or risk losing business with EU customers. 

4. Concluding remarks

In cross-border settings, denial of authority, which was frequently attempted on grounds 

of lacking jurisdiction or falling outside the scope of application in relation to the GDPR, 

rarely succeeds.154 This can be attributed to a novel regulatory design of the GDPR that 

is capable of transcending the confines of Westphalian jurisdiction, thereby rendering 

the regulation a better fit to the digital environment. The requirements for transfers of 

personal data and the extraterritorial reach are often criticised for their zeal and 

enforceability, being overly formalistic and even onerous.155 For the time being, and 

absent viable alternatives, however, the GDPR has neither become obsolete nor easy to 

ignore.  

On the contrary, the EU approach to personal data protection makes for an idiosyncratic 

example of the ‘Brussels effect’.156 Anu Bradford’s account of EU data protection law and 

practice finds both a de facto and a de jure Brussels effect.157 On the one hand, digital 

multinationals have adopted the EU data protection rules as a quasi-standard for their 

transnational operations. On the other hand, many countries emulate the EU approach 

to personal data protection in their domestic legal systems. Graham Greeleaf, who 

catalogues the global trend in data privacy laws, identifies 145 laws worldwide that are 

inspired by the EU’s GDPR.158 Paul Schwartz and Karl-Nikolaus Peifer hold that ‘EU data 

protection has been stunningly influential: most of the rest of the world follows it’.159 

Arguably, this results not in universal harmony but in legal pluralism and contestation of 

what qualifies as data privacy-preserving flows.  

As I argue elsewhere, legal institutions are reactive to digital interdependence, making 

legislators as well as courts recognise that domestic laws need to be better equipped for 

the transnational digital environment.160 Recent EU legislative initiatives appear crucially 

aware of their exposure to a global digital ecosystem and come with in-built safeguards 

against inbound and/or outbound circumvention. Not unlike the GDPR, future AI 

regulation would also apply to ‘providers placing on the market or putting into service 

AI systems in the Union, irrespective of whether those providers are established within 

154 See for background Buxbaum (n. 3). 
155 Svetlana Yakovleva and Kristina Irion (2020), ‘Pitching trade against privacy: reconciling EU governance of personal data flows 

with external trade’, International Data Privacy Law 10 (3), 201. 
156 For Anu Bradford the ‘Brussels effect’ refers to ‘the EU’s unilateral ability to regulate the global marketplace’. Anu Bradford, 

The Brussels Effect: How the European Union Rules the World (Oxford University Press, 2020), 1. 
157 Ibid., 142ff. 
158 Graham Greenleaf (2021), ‘Global data privacy laws 2021: Despite COVID delays, 145 laws show GDPR dominance’, Privacy 

Laws & Business International Report 169 (1), 3–5. 
159 Paul M. Schwartz and Karl-Nikolaus Peifer (2017), ‘Transatlantic data privacy law’, Georgetown Law Journal 106, 115, 122. 
160 Kristina Irion, ‘Panta Rhei’, in Mira Burri (ed.), Big Data and Global Trade Law (Cambridge University Press, 2021). 
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the Union or in a third country’.161 Likewise, the proposal for a European Data Governance 

Act foresees restrictions on cross-border transfers of non-personal data to third countries 

that take inspiration from the GDPR.162 The examples underscore that the GDPR is a 

blueprint for regulatory design of EU legislation that would safeguard the normative 

substance of EU regulation in a cross-border setting. It is a matter of shoring up the 

digital sovereignty of the EU. 

Producing more GDPR-like laws is not without risk, because regulation is not self-

executing, and enforcement as it is currently practised does not scale and is time-

consuming. Firstly, regulation needs adequate enforcement in order to live up to 

expectations. Concerns over enforcement abound with the GDPR because the ubiquity 

of personal data processing stretches the capacity of EU member states’ data protection 

authorities. Contrary to digital business models, the current approach to GDPR 

enforcement is not scalable and thus is unlikely to keep pace with data-processing 

practices. Secondly, the EU is currently producing many new pieces of legislation on 

digital issues, which may overstretch the capacity of proper implementation by 

stakeholders and enforcement. Besides, the new digital rules the EU is adopting, similarly 

to the GDPR, display much complexity. Finally, regulatory implementation and 

enforcement cannot easily keep pace with the speed at which digital services and 

products evolve. Actors can strategically ‘game’ regulatory enforcement and legal redress 

to ‘buy time’ while capitalising on their commercial offers and entrenching their market 

power. Digital sovereignty will not be accomplished with more rules alone, but requires 

appropriate regulatory formations on the ground and scalable enforcement mechanisms. 

161 European Commission, Proposal for a Regulation of the European Parliament and of the Council laying down Harmonised 

Rules on Artificial Intelligence (Artificial Intelligence Act) and amending certain Union legislative acts (COM/2021/206 final). 
162 European Commission, Proposal for a Regulation of the European Parliament and of the Council on harmonised rules on 

European data governance (Data Governance Act), COM/2020/767 final.  
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European 5G policy: Legal and geopolitical 

approach 
 

Margarita Robles-Carrillo, University of Granada  

1. Introduction 

In the past few years, 5G has evolved from being a critical technology to reveal itself also 

as an issue of great geopolitical and strategic relevance.163 Mainly since 2018, the trade 

and technological conflict between the US and China has become the trigger for an 

international geopolitical dispute that has inevitably affected European countries.164 Both 

countries have used pressures and sanctions threats against each other, and against third 

countries if they didn't receive their support.165 Arguments have included accusations of 

espionage, trade protectionist practices, disinformation, sanctions or national interest 

and security concerns.166 A complicated puzzle of relationships and interactions has 

emerged between different actors at the global level. Decisions and actions have been 

driven not only by traditional political preferences but also, not least, by technological 

needs and geostrategic concerns in a difficult, complex and precarious balance of 

interests.167 

At the European level, the situation has been further complicated for three primary 

reasons. Firstly, European countries started from different situations in terms of 5G 

technology management and also from different positions in their relations with the US 

 
163 According to Parcu et al., ‘the global rush for 5G technology is not only considered crucial in economic or technological terms, 

but also for its implications in terms of geopolitics, international policy and national security’ (P.L. Parcu, N. Innocenti and Ch. 

Carrozza (2022), ‘Ubiquitous technologies and 5G development: Who is leading the race?’, Telecommunications Policy 46 

(102277), 1).  
164 Y. Wen, The Rise of Chinese Transnational ICT Corporations: The Case of Huawei (Simon Fraser University, 2017), 232, available 

at: https://summit.sfu.ca/item/17505; B. Mascitelli and M. Chung, ‘Huawei, China, and ideological tensions in the 5G 

telecommunications platforms’, Global Challenges and Strategic Disruptors in Asian Businesses and Economies (IGI Global, 2021), 

141; M.S. Erie and T. Streinz (2021), ‘The Beijing effect: China’s “digital silk road” as transnational data governance’, New York 

University Journal of International Law and Politics 54, 1–6; Y. Li and T. Li (2021), ‘Construction of Enterprise 5G Business Ecosystem: 

Case study of Huawei’, American Journal of Industrial and Business Management 11, 92–94. 
165 F.S. Alfayad, (2019), ‘Huawei and the Gulf Region: Market opportunities despite the ongoing US–China trade war’, International 

Review of Management and Marketing 9 (4), 49; Mascitelli and Chung (see note 2), 143; T. Rühlig and M. Björk, What to Make of 

the Huawei Debate? 5G Network Security and Technology Dependency in Europe (Swedish Institute of International Affairs, 2020), 

3. 
166 K.A. Houser (2020), ‘The innovation winter is coming: How the U.S.–China trade war endangers the world’, San Diego Law 

Review 57, 549; F.S. Alfayad (2019), ‘Huawei and the Gulf Region: Market opportunities despite the ongoing US–China trade war’, 

International Review of Management and Marketing 9 (4), 47; Mascitelli and Chung (see note 2), 141; K. Kaska, H. Beckvard and T. 

Minárick, Huawei, 5G and China as a Security Threat (NATO Cooperative Cyber Defence Centre of Excellence, Tallin, 2019), 1–3; 

Rühlig and Björk (see note 3), 4; J. Meese, J. Frith and R. Wilken (2020), ‘COVID-19, 5G conspiracies and infrastructural futures’, 

Media International Australia 177, 30–46; Ch. Balding (2019), Huawei Technologies’ Links to Chinese State Security Services, 7–9, 

available at: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3415726 
167 S. Dominioni and F. Rugge (2020), The Geopolitics of 5G, ISPI Dossier, 1–3; I. Alon, W. Zhang and Ch. Lattemann (2021), ‘The 

case for regulating Huawei’, FIIB Business Review 10 (3), 1–3; Kaska et al. (see note 4), 2–6; K.J. Schaefer (2020), ‘Catching up by 

hiring: the case of Huawei’, Journal of International Business Studies 51, 1500–1503; Houser (see note 4), 549. 

https://summit.sfu.ca/item/17505
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3415726
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and China.168 The former was the traditional partner, while the latter has become a 

necessary partner, partly in order to reduce dependence on the former. Secondly, from 

a legal point of view, 5G is an area where national and EU competences intersect in a 

complicated way.169 Thirdly, for both Member States and the Union itself, 5G is a priority 

in terms of national interest and geostrategic value.170 A European 5G policy has 

developed on the basis of these constraints in a short period of time, linked to the idea 

of European digital sovereignty. 

The aim of this chapter is to analyse European 5G policy in the context of European digital 

sovereignty and to determine its scope and geopolitical consequences. The European 

response to the challenge posed by 5G technology in the current international political 

and strategic context can be understood from a practical standpoint and from an 

axiological standpoint, i.e. in terms of value. In practical and operational terms, a 

European 5G policy has been developed through the coordination of national policies of 

Member States via the so-called 5G Toolbox (examined under ‘Nature and instruments 

of European 5G policy’ below). In axiological terms, this European policy is primary 

characterised by its association with the idea of European digital sovereignty (examined 

under ‘The relationship with European digital sovereignty’ below). As this chapter 

attempts to explain, the interplay of the two concepts has an important geopolitical 

scope and significance (examined under ‘Geopolitical scope and meaning’ below). The 

effectiveness of this strategy may be arguable, although its very existence is not. 

 

2. Nature and instruments of European 5G policy 

At the European level, legal and geopolitical motivations have driven the need for a joint 

approach. 5G has been progressively recognised as a matter of strategic value for states 

and for the EU171. From a juridical point of view, 5G has been identified as an area of 

intersection of national and European competences. Member State policies in the field 

of 5G may interfere with EU competences in policies such as electronic 

telecommunications, network and system security or the digital single market. 

 
168 J. Drahokoupil, A. McCaleb, P. Pawlicki and A. Szunomár, ‘Huawei in Europe: Strategic integration of local capabilities in a 

global production network’, in Chinese Investment in Europe (European Trade Union Institute (ETUI), Brussels, 2017), 211–229; O. 

Lysne, A. Elmokashfi, N. Nagelhus Schia, L. Gjesvik and K. Friis (2019), ‘Critical communication infrastructures and Huawei’, TPRC47: 

The 47th Research Conference on Communication, Information and Internet Policy, 3, available at: 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3426222 
169 A. Arena (2016), ‘Exercise of EU competences and pre-emption of Member States’ powers in the internal and the external 

sphere: towards “grand unification”?’, Yearbook of European Law 35 (1), 28–105; S. Garben and I. Govaere, The Division of 

Competences between the EU and the Member States (Hart Publishing, 2017). 
170 Rühlig and Björk (see note 3), 8–10; Kaska et al. (see note 4), 2–6. 
171 European Commission, EU-China – A Strategic Outlook, available at: https://ec.europa.eu/info/sites/info/files/communication-

eu-china-a-strategic-outlook.pdf; European Commission, Report on the Impacts of the Commission Recommendation of 26 March 

2019 on the Cybersecurity of 5G networks, available at: https://media.hotnews.ro/media_server1/document-2020-12-16-

24488188-0-raport-impact-5g.pdf; Statement of the Members of the European Council, available at: 

https://www.consilium.europa.eu/media/48976/250321-vtc-euco-statement-en.pdf 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3426222
https://ec.europa.eu/info/sites/info/files/communication-eu-china-a-strategic-outlook.pdf
https://ec.europa.eu/info/sites/info/files/communication-eu-china-a-strategic-outlook.pdf
https://media.hotnews.ro/media_server1/document-2020-12-16-24488188-0-raport-impact-5g.pdf
https://media.hotnews.ro/media_server1/document-2020-12-16-24488188-0-raport-impact-5g.pdf
https://www.consilium.europa.eu/media/48976/250321-vtc-euco-statement-en.pdf
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Autonomous national 5G policies do not seem to be feasible or sustainable while the EU 

has no explicit competence in this matter.  

Although the Commission presented a first 5G Action Plan for Europe in 2016,172 it was 

on 22 March 2019 that the European Council asked the Commission for a proposal on a 

European concerted approach to 5G network security.173 On 26 March, the Commission 

presented Recommendation (EU) 2019/534 on the Cybersecurity of 5G networks.174 The 

first measure proposed was a risk assessment of 5G infrastructure developed by Member 

States at national level. The next step, at the EU level, involved two main actions: a 

coordinated risk assessment and the adoption of a common set of tools to address this 

issue. On 9 October 2019, Member States, with the support of the European Union 

Agency for Cybersecurity (ENISA) and the Commission, adopted the EU Coordinated Risk 

Assessment on Cybersecurity in 5G Networks (EURAC5G).175 On 29 January 2020, the NIS 

Cooperation Group adopted the EU Toolbox on 5G Cybersecurity (EUT5G).176 

The 5G Toolbox is the main mechanism for the coordination of Member States’ national 

policies in order to define a European 5G approach.177 The development of this toolbox 

is the strongest and clearest evidence of the geopolitical and strategic interest and value 

of 5G for both the Union and its Member States for two main reasons: first, Member 

States do not relinquish their own competences in this field; and second, they decided 

to coordinate themselves in order to act jointly within the Union. A common action is 

required not only because the EU has also realised the geopolitical value of 5G; as has 

been explicitly recognised, the primary reason for a joint action is that 5G European policy 

serves to protect the European legal, social and economic model. 

Since its implementation, the Toolbox has deserved different evaluations. Assessing 

effectiveness of the 5G toolbox coordination mechanism is not an easy task. Not all the 

processes and components of this model of action are directly measurable. On the one 

hand, as regards the implementation of the coordination procedure, the feedback is 

highly positive. In July 2019, national reports were sent to the Commission and ENISA in 

order to be the basis for a coordinated EU risk assessment, which was approved on 9 

October 2019. The EU Toolbox on 5G Cybersecurity was adopted on 29 January 2020. 

Less than a year after the European Council’s request for a concerted approach to 5G and 

the Commission’s adoption of its Recommendation, the 5G Toolbox was in place. On the 

other hand, with respect to substantive achievements, in July 2020, the European 

172 European Commission, Communication from the Commission to the European Parliament, the Council, the European Economic 

and Social Committee and the Committee of the Regions, 5G for Europe: An Action Plan, available at: 

https://ec.europa.eu/transparency/regdoc/rep/1/2016/EN/1-2016-588-EN-F1-1.PDF 
173 European Council conclusions, 22 March 2019, available at: https://www.consilium.europa.eu/en/press/press-

releases/2019/03/22/european-council-conclusions-22-march-2019/ 
174 European Commission, Commission Recommendation (EU) 2019/534 of 26 March 2019, Cybersecurity of 5G Networks, available 

at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019H0534 
175 NIS Cooperation Group, EU Coordinated Risk Assessment of the Cybersecurity of 5G Networks, available at: 

https://www.politico.eu/wp-content/uploads/2019/10/Report-EU-risk-assessment-final-October-9.pdf  
176 European Commission, Cybersecurity of 5G Networks – EU Toolbox of Risk Mitigating Measures, available at: https://digital-

strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures 
177 Dominioni and Rugge (see note 5), 7–9. 
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https://www.consilium.europa.eu/en/press/press-releases/2019/03/22/european-council-conclusions-22-march-2019/
https://www.consilium.europa.eu/en/press/press-releases/2019/03/22/european-council-conclusions-22-march-2019/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019H0534
https://www.politico.eu/wp-content/uploads/2019/10/Report-EU-risk-assessment-final-October-9.pdf
https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures
https://digital-strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures


61 

 

Commission and the Presidency of the Council of the EU released a report concerning 

the 5G Toolbox according to which good progress had been made in the most relevant 

aspects of 5G policy.178 Finally, in December 2020, the Commission adopted the report 

on the impacts of the Commission Recommendation of 26 March 2019 on the 

cybersecurity of 5G networks.179 According to it, Member States were highly appreciative 

of the overall process for two main reasons: first, it was a method of cooperation leading 

to the definition of a coordinated EU framework while preserving flexibility regarding 

national security aspects; and second, the EU’s coordinated action on 5G was timely, 

effective and proportionate. At EU level, the process was considered well-structured180.  

In addition to the institutional reports, there are other three relevant aspects in terms of 

evaluating the 5G Toolbox. Firstly, from a regulatory point of view, in February 2022 the 

Commission adopted a package of Implementing Decisions in order to develop 5G 

policy.181 Secondly, from an operational perspective, in addition to the work of the NIS 

Cooperation Group, ENISA and the Commission, two other relevant structures have been 

created: the 5G Observatory182 and the 5G Infrastructure Public Private Partnership (5G 

PPP).183 Finally, from a financial point of view, the main data sources have been provided 

by the Commission and the 5G Observatory. However, there are no comprehensive and 

reliable data on 5G investment for four main reasons: (1) investment data are usually 

segmented by areas, programmes or strategies; (2) much of the 5G investment is made 

through other policies such as research and technological development; (3) in many areas 

 
178 The most relevant areas in this respect are the following: powers of national regulatory authorities to regulate 5G security; 

measures aimed at restricting the involvement of suppliers based on their risk profile; and network security and resilience 

requirements for mobile operators. Improvements were needed, however, in some areas, with the aim being to: (1) mitigate the 

risk of dependency on high-risk suppliers; (2) design and impose appropriate multi-vendor strategies for individual mobile 

network operators; and (3) impose national control of foreign direct investment foreign direct investments (ENISA, ‘Report on the 

EU 5G Toolbox implementation by Member States published’, available at:  https://www.enisa.europa.eu/news/enisa-

news/member-states-report-on-eu-5g-toolbox-released-today). 
179 European Commission, Report on the Impacts of the Commission Recommendation of 26 March 2019 on the Cybersecurity of 

5G Networks, available at: https://media.hotnews.ro/media_server1/document-2020-12-16-24488188-0-raport-impact-5g.pdf 
180 EU actions in the context of the Toolbox focus on the following areas: standardisation and certification; investments in EU 

capacities in the area of network technologies; EU funding for secure 5G deployment; and international activities. For specific 

developments in general and by states, the 5G Observatory Quarterly Report up to January 2022 is a useful tool (available at: 

https://5gobservatory.eu/wp-content/uploads/2022/02/5G-Obs-PhaseIII_Quarterly-report-14_FINAL-Clean-for-

publication_16022022.pdf). 
181 EUR-Lex, Commission Implementing Decision (EU) 2022/172 of 7 February 2022 amending Implementing Decision (EU) 2018/1538 

on the harmonisation of radio spectrum for use by short-range devices within the 874-876 and 915-921 MHz frequency bands 

(notified under document C(2022) 608) (Text with EEA relevance), available at: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX%3A32022D0172; A. Kús and M. Massaro (2022), ‘Analysing the C-Band spectrum auctions for 5G in 

Europe: Achieving efficiency and fair decisions in radio spectrum management’, Telecommunications Policy 46, 102286. 
182 To monitor the progress of the 5G Action Plan and the Digital Decade strategy, the Commission is supporting the European 

5G Observatory. The Observatory is a monitoring tool covering major market developments in Europe in a global context. It also 

reports on preparatory actions taken by Member States such as spectrum auctions and national 5G strategies. As 5G gets closer 

to market deployment, the European 5G Observatory provides updates on all market developments, including actions undertaken 

by the private and public sectors, in the field of 5G. All developments will be analysed in view of their strategic implications on 

the objectives of the 5G Action Plan and other public policy objectives. The Observatory focuses primarily on developments in 

Europe, along with major international developments that could impact the European market (https://5gobservatory.eu/). 
183 5G PPP: the 5g Infrastructure Public Private Partnership, available at: https://5g-ppp.eu/ 
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there are mixed public–private or indirect public investments; and (4) investments made 

by Member States through their national budgets are not easily quantified.184 

According to the 5G Observatory Quarterly Report, up to January 2022, the Commission 

has called on Member States to complete the implementation of the main Toolbox 

measures by the second quarter of 2021 and to ensure that identified risks have been 

mitigated adequately and in a coordinated way. In an informal meeting on 9 March 2022, 

telecom ministers adopted the Nevers Call to Reinforce the EU's Cybersecurity 

Capabilities, which offers a new and significant boost to the implementation of the 5G 

Toolbox. In addition to its practical application, an analysis of this European policy 

requires addressing the axiological dimension of its relationship with the idea of 

European digital sovereignty. 

3. The relationship with European digital sovereignty

European 5G policy has been attached to the idea of European digital sovereignty since 

the adoption of the Commission Recommendation (EU) 2019/534 of 26 March 2019.185 

The political impetus for this proposal was provided first by the European Council in its 

conclusions of 1 and 2 October186 and in December by the Council.187 On 29 January 

2020, the NIS Cooperation Group adopted the EUT5G, which recognised that the 

cybersecurity of 5G networks is ‘crucial for ensuring the technological sovereignty of the 

Union’.188 

In scientific doctrine, the relationship between 5G and European digital sovereignty has 

been explained through different arguments and variables.189 At the institutional level, 

an analysis of the acts and documents of the Commission reveals the whole range of 

possible options concerning the scope and meaning of the relationship between 5G and 

European digital sovereignty, namely: (1) a political and normative relation;190 (2) a 

184 According to the European Court of Auditors, the total cost of 5G deployment across the EU could reach €400 billion. In the 

2014–2020 period, the EU provided funding of more than €4 billion to 5G projects 

(https://www.eca.europa.eu/Lists/ECADocuments/SR22_03/SR_Security-5G-networks_ES.pdf). The European Investment Bank 

has published a report on this matter. According to it, ‘the gap for 5G-related business models could amount to €4.6 billion and 

up to €6.6 billion annually’ (https://www.eib.org/en/publications/accelerating-the-5g-transition-in-europeb).  
185 EUR-Lex, Commission Recommendation (EU) 2019/534 of 26 March 2019 Cybersecurity of 5G networks, available at: https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019H0534 
186 European Council, Note on Special meeting of the European Council (1 and 2 October 2020) – Conclusions, available at: 

https://www.consilium.europa.eu/media/45910/021020-euco-final-conclusions.pdf  
187 European Council, Outcome of Proceedings: Council Conclusions on the Significance of 5G to the European Economy and the 

Need to Mitigate Security Risks Linked to 5G – Council Conclusions (3 December 2019), available at: 

https://www.consilium.europa.eu/media/41595/st14517-en19.pdf 
188 European Commission, Cybersecurity of 5G networks – EU Toolbox of Risk Mitigating Measures, available at: https://digital-

strategy.ec.europa.eu/en/library/cybersecurity-5g-networks-eu-toolbox-risk-mitigating-measures 
189 S. Mendonça, B. Damásio, L. Charlita de Freitas, L. Oliveira, M. Cichy and A. Nicita (2022), ‘The rise of 5G technologies and 

systems: A quantitative analysis of knowledge production’, Telecommunications Policy 46, 102327. 
190 EUR-Lex, Commission Recommendation (EU) 2019/534 of 26 March 2019, Cybersecurity of 5G Networks, available at: https://eur-

lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32019H0534
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political and procedural relationship;191 (3) a technical relation;192 (4) a normative and 

technical relation;193 and (5) a blended political and technical relation.194 Actually, there 

is neither a uniform criterion nor doctrinal or institutional agreement on the relationship 

between 5G and digital sovereignty. Such a relationship is not easy to explain because, 

moreover, there is no clear concept of digital sovereignty either.195  

The concept of digital sovereignty has not been defined in a precise way by states or 

European institutions, either in general or in the context of 5G.196 Using Marvin Minsky’s 

formula in this point, digital sovereignty is like a ‘suitcase word’, i.e. a conceptually 

powerful expression although with diverse meanings. Despite this, or perhaps precisely 

because of it, digital sovereignty is a primary concept from a geopolitical point of view. 

Therefore, although the absence of a clear concept of sovereignty renders it difficult to 

interpret its connection with 5G, the geopolitical meaning of that basic political category 

has to be properly taken into account in order to explain both its link with 5G and the 

geopolitical meaning of European action in this area.  

4. Geopolitical scope and meaning

Historically, sovereignty has been a most powerful concept in both legal and geopolitical 

terms. The legal and geopolitical scope and meaning of this category is key in order to 

analyse both the evocation of digital sovereignty and its connection with 5G at the 

European level.  

Conceived and considered as absolute, exclusive and excluding power over the centuries, 

the possibility of sovereignty as an attribute or objective of the European Union had 

never before been seriously considered, politically or institutionally. Despite some 

specific proposals, the idea of European sovereignty had been eradicated from European 

191 EUR-Lex, Communication from the Commission to the European Parliament, the Council, the European Economic and Social 

Committee and the Committee of the Regions, Secure 5G Deployment in the EU – Implementing the EU Toolbox, available at: 

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2020:50:FIN 
192 EUR-Lex, Commission Recommendation (EU) 2020/1307 of 18 September 2020 on a common Union toolbox for reducing the 

cost of deploying very high capacity networks and ensuring timely and investment-friendly access to 5G radio spectrum, to foster 

connectivity in support of economic recovery from the COVID-19 crisis in the Union, available at: https://eur-lex.europa.eu/legal-

content/EN/TXT/?uri=CELEX:32020H1307 
193 See note 174.  
194 EUR-Lex, Communication from the Commission to the European Parliament, the Council, the European Economic and Social 

Committee and the Committee of the Regions 2030, Digital Compass: the European Way for the Digital Decade, available at: 

https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A52021DC0118 
195 S. Couture and S. Toupin (2019), ‘What does the notion of “sovereignty” mean when referring to the digital?’, New Media & 

Society 21 (10), 2305–2322; N. Brack, R. Coman and A. Crespy (2019), ‘Unpacking old and new conflicts of sovereignty in the 

European polity’, Journal of European Integration 41 (7), 817–818; R. Bifulco and A. Nato, The Concept of Sovereignty in the EU – 

Past, Present and the Future (European Union Horizon 2020 Research & Innovation Programme, 2020), 7–17; J. Pohle and T. Thiel 

(2020), ‘Digital sovereignty’, Internet Policy Review 9 (4), 13; A. Chander and H. Sun, Sovereignty 2.0 (Georgetown University Law 

Center, 2021), 8. 
196 A. Prokscha, Digital Sovereignty for the European Union – Analysing Frames and Claims for Digital Sovereignty in the European 

Union’s Digital Strategy (Maastricht, 2021), 24; D. Innerarity, European Digital Sovereignty (Brussels, 2021), 5; T.E. Aalberts (2024), 

‘The future of sovereignty in multilevel governance Europe – A constructivist reading’, Journal of Common Market Studies 42 (1), 

40–41; T. Christakis, European Digital Sovereignty: Successfully Navigating Between the Brussels Effect and Europe’s Quest for 

Strategic Autonomy (Grenoble, 2020), 8. 
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language to the same extent that the existence and continuity of the sovereignty of the 

Member States was affirmed and defended. However, in recent years the recourse to 

European digital sovereignty has taken place in a geopolitical context dominated by 

three main factors and developments: the processes of digital transition and 

technification; the commercial and technological conflict between the US and China; and 

the assumption by the EU and its Member States of the need to solve the problem of 

external dependence on critical technologies and resources. 

The discourse deals with the concept of digital sovereignty, and not sovereignty in the 

traditional sense. The term ‘digital’ serves to neutralise resistance to the idea of European 

sovereignty, as well as to emphasise that the digital context and European dependence 

on critical resources and technologies require a paradigm change that has a geostrategic 

rather than a legal scope and meaning. There are no significant changes in a legal sense 

because there is no attribution of sovereignty to the EU, nor even new transfers of 

competences since the 5G management model is based on the coordination of national 

policies. Therefore, the scope and meaning of European digital sovereignty can only be 

explained in geopolitical and axiological terms to the extent to which it is identified as 

an EU aspiration or objective. The concept of European digital sovereignty has become 

part of the geopolitical discourse, and it is also in geopolitical terms that 5G generally 

appears to be interpreted.  

5G has been recognised ‘as a strategic rather than merely a technological choice’.197 Most 

of the states are currently addressing 5G not primarily in terms of economy or technology 

but in terms of national security or national interest.198 According to the Prague 

Proposals, adopted by 32 countries from Europe and North America after the Prague 5G 

Security Conference, ‘security of 5G networks is crucial for national security, economic 

security and other national interests and global stability’.199 5G seems to be currently the 

most obvious and pervasive evidence of the challenges posed by the technological 

dependence of states. Naturally, 5G is not the only technology for which there are 

concerns about external dependency. Two factors, however, make the difference with 

respect to others: first, the global reach and implications of 5G technology for the 

economy and society as a whole;200 and second, the conflict between the US and China, 

also with global implications, which highlighted the importance of 5G and emphasised 

the fact that, for the first time during the internet era, Chinese companies have enjoyed 

technological and commercial leadership.201 From a geopolitical point of view, this is a 

 
197 Kaska et al. (see note 161), 5. 
198 Dominioni and Rugge (see note 5), 1–23; Kaska et al. (see note 4), 20; M. Cartwright (2020), ‘Internationalizing State power 

through the Internet: Google, Huawei and geopolitical struggle’, Internet Policy Review 9 (3), 1–2; X. Fu, Z. Sun and P.N. Ghauri 

(2018), ‘Reverse knowledge acquisition in emerging market MNEs: The experiences of Huawei and ZTE’, Journal of Business 

Research 93, 202; N. Inkster, (2019), ‘The Huawei affair and China’s technology ambitions’, Survival 61 (1), 105. 
199 Government of the Czech Republic, ‘Prague 5G Security Conference announced series of recommendations: The Prague 

Proposals’, available at: https://www.vlada.cz/en/media-centrum/aktualne/prague-5g-security-conference-announced-series-

of-recommendations-the-prague-proposals-173422/ 
200 Li and Li (see note 159), 92. 
201 Erie and Streinz (see note 159), 30; Alon et al. (see note 162), 2. 
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major paradigm shift. Consequently, both 5G technology and European digital 

sovereignty have great significance in geopolitical terms individually, and even more 

when they interact.  

Although this geopolitical package has been assessed positively from various 

perspectives, it has also been interpreted in negative terms for two main reasons: either 

because it is considered an excessively protectionist policy or because it is assessed as 

an insufficient European policy in the current geostrategic context.  

Despite some criticism of alleged protectionism or regression in Europe's free trade and 

open market policies,202 the protection of the European economic and commercial model 

is in fact the recurrent argument used to justify a European 5G policy, mainly in the 

complicated geopolitical context determined by the conflict between the EU and China. 

Although politically understandable, these complaints are clearly unfounded for two 

main reasons: (1) the idea of any possible European protectionism has been expressly 

rejected in public statements and documents by Member States and institutions; and (2) 

there is no possibility of implementing protectionist policies outside the areas provided 

for in the Treaties (such as transport or trade policies). It would be contrary to the 

principles of the digital single market. European policy on 5G is not actually a 

protectionist policy, but rather a policy that is consistent with the European conception 

of the digital and technological transition. The aim of 5G policy is to protect European 

digital model, principles and values, and to apply them to those who want to operate in 

the EU, whether European or non-European. It is not a policy that excludes non-

Europeans but one that compels them to operate according to European standards.  

On the other side, according to critics, the European policy on 5G may be insufficient in 

the current strategic context. However, even if this policy is based on the coordination of 

national policies, 5G policy is improving the EU’s position as a geopolitical actor, mainly 

because: (1) any new line of action or new European policy, by its very existence, 

reinforces the EU’s international role; (2) the definition of a European policy in the context 

of the technological and commercial conflict between China and the US has served to 

reduce their unilateral pressures on European states; and (3) no single European state, 

acting alone, is in a good position to address the 5G challenge in technological and 

economic terms or that of the fast-approaching 6G horizon. Moreover, 5G is a key 

component of the idea of European digital sovereignty that underlies most EU actions in 

the digital realm.  

 

 
202 M. Shoebridge, Chinese Cyber Espionage and the National Security Risks Huawei Poses to 5G Networks (Ottawa, 2018), 7–9; 

Rühlig and Björk (see note 3), 1–38; Lysne et al. (see note 6), 13–14; M.A. Rossi (2022), ‘The advent of 5G and the non-discrimination 

principle’, Telecommunications Policy 46, 102279.  
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5. Conclusions 

Prior to the advent of 5G, the possibility, or even the necessity, of geopolitically 

instrumentalising mobile telephony networks and technologies had not been considered. 

The transition from 4G to 5G has represented a qualitative advance not only from a 

technological point of view, but also in terms of its impact on economic and social life. 

In a context dominated by the prominence of Chinese technology and the conflict 

between China and the US, 5G technology has become a major asset in geopolitical 

terms.  

Like other technologies, 5G has been introduced to the geopolitical discourse for three 

main reasons: its own value as a critical technology and a matter of national interest; the 

conflict generated over it at the international level; and the situation of dependence of 

many countries, and not only the EU, regarding this technology. Far from being 

attenuated, the problem may even be aggravated by the prospect of the arrival of 6G. In 

this situation, the adoption of a geopolitical stance is not an option but rather a necessary 

step in order to be minimally competitive in the international arena. The adoption of a 

geopolitical position on 5G at the European level should not be approached in terms of 

profit or loss, since it actually implies understanding and assuming the scope and 

meaning of the digital revolution. If technology is the engine of the world, then it is power 

in geopolitical terms.  

In that context, the possibilities or constraints of the European policy on 5G from a 

geopolitical perspective will clearly depend on the functioning and effectiveness of the 

5G Toolbox. If, as has been the case so far, this instrument results in effective coordination 

at the European level, both the EU and its Member States will be able to capitalise on this 

European policy in geopolitical terms. If, on the contrary, the 5G Toolbox fails, there will 

be a serious risk of renationalisation of this policy and fragmentation of European action 

losing all the options for geopolitical use. In this regard, European joint action on 5G has 

to be more effective than the individual action of its Member States. In terms of 

technology, research, industry and investment, individual Member States are not able to 

be competitive in the field of 5G. The possibilities for the geopolitical use of this 

technology on a state-by-state basis are limited. Whatever chances there may be are to 

be found at the European level through joint action. The idea of European digital 

sovereignty is a powerful input in this direction. 

The geopolitical position of the EU is not equal to that of the states, for multiple reasons. 

It obviously does not have the same powers, nor does it function in the same way. 

However, the regulatory and normative power of the EU has no equivalent in this regard. 

For some time now, the so-called Brussels effect has been included among its capacities 

and strengths in geopolitical terms. As Christakis explains, the EU’s ‘ability to shape, 

through unilateral regulation, the digital world constitutes an enormous power, which is 

greatly envied by other countries’. In his opinion, the EU has a big advantage ‘not only 
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because of its past legacy and continuous lead but also because its values and its vision 

often appear socially desirable at the international level’.203 EU regulatory and normative 

power appears to be becoming a distinct asset in geopolitical terms. Although important, 

this power is not a guarantee of strategic autonomy. However, it contributes to 

strengthening and positioning the EU in the international arena. From this perspective, 

the European 5G policy has introduced a model of action based on its values and 

principles, different from the American and Chinese ones, which may provide an 

alternative referent for third countries. 

203 Christakis (see note 34), 38. 
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