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Abstract 

South Korea has successfully established its trademark as the world's most connected nation with the 

fastest Internet and a diverse digital economy. Yet it has also been confronted with an exponential 

growth of malicious cyber operations and a lack of adequate incident response mechanisms in 

persistent interstate conflicts in East Asia, increasing the risks of misperception, miscommunication, and 

miscalculation. During the COVID-19 pandemic, these operations have further accelerated in the region, 

catalysing the political will to build national and global resilience. This paper traces the legislative, 

institutional, and strategic adjustments the South Korean state has made to secure its digital 

transformation against cyber threats. Subsequently, it illustrates the preferences and limits of its 

bilateral, plurilateral, regional, and multilateral cyber diplomacy and the promises and perils of its 

cooperation with the European Union on information and communications technologies and research, 

Internet governance, cybercrime, and cybernorms. Drawing on analyses of primary sources and evidence 

gathered through interviews with bureaucrats, diplomats, and non-governmental experts, the study 

purports that Seoul has built an advanced cyber resilience architecture whose effectiveness could be 

further increased by greater information sharing and coordination between institutions among and 

within the three pillars governing the protection of South Korea's public, private, and military sector 

networks. Its cyber diplomacy is primarily found to be a component of its efforts to enhance its domestic 

cyber resilience, which requires walking a diplomatic tightrope between cultivating its security alliance 

with the US and its economic partnership with China while seeking greater strategic autonomy. Amidst 

uncertainty over US security guarantees and an escalating US-China conflict, South Korea's strategic 

partnership with the European Union and their cyber dialogues have become a vital part of successfully 

managing this balancing act.   

Key points 

>  In the past decade, South Korea advanced multi-layered measures enhancing cyber resilience 

in its national security strategies and Defence White Papers and in sector-specific documents 

such as the Comprehensive Countermeasures of 2009, 2013, and 2015 and the 2011 National 

Cyber Security Master Plan. These were developed only in reaction to severe cyberattacks 

against its computer networks and it took Seoul until 2019 to develop a full-fledged national 

cybersecurity strategy. Its ubiquitous use of new surveillance technologies to counter crime 

and espionage, and recently to combat the COVID-19 pandemic, has enjoyed broad public 

acceptance but was challenged by digital rights groups.  

>  As one of the world's leading digital economies, South Korea has become a top target of 

transnational cybercrime and cyber-enabled espionage. Most importantly, its enduring 

antagonist, North Korea, has developed sophisticated capabilities to conduct cyberattacks as 

part of its asymmetric warfare and for espionage and financial purposes. Seoul's cyber policy 

will therefore continue to focus on protecting its networks against attacks from the North.  

>  Seoul recognised that protecting its domestic computer networks requires creating a global 

normative framework for responsible behaviour in cyberspace. South Korean diplomats have 

therefore promoted the rule of law, confidence building measures and capacity building in 

cyberspace and evolved as brokers in multilateral negotiations on cybersecurity norms. 

> South Korea and the European Union, strategic partners engaged in a Cyber Dialogue and an 

ICT Dialogue, share a strong interest in a rules-based order in cyberspace, yet hold 

independent views on the best institutional shape of this order, as evidenced by Seoul's 

reluctance to join the Budapest Convention on Cybercrime. The two tracks should be used to 

identify priority common concerns and ways to promote those in their respective regions and 

jointly at global institutions like the United Nations.   



Cyber Resilience and Diplomacy in the Republic of Korea: Prospects for EU Cooperation 

4 

 

1. General country profile 

The Republic of Korea (ROK) has emerged as a global leader in the field of information and 

telecommunication technologies (ICT) in the past three decades. Internet access increased from less 

than 1 percent of the population in 1995 to 96 percent in 2018.1 By 2017, the ROK also had the world's 

fastest average Internet speed and one of the highest mobile broadband penetrations.2 The government 

early on promoted conditions conducive for digitalisation, including by providing low interest loans to 

companies providing broadband access.3 Competition among operators and technologies in the ROK - 

introduced in the '90s - has also brought about one of the lowest broadband access prices in the world.4 

1.1.  Digital Economy and Society 

As the ROK's economy experienced a remarkable growth over the past decades - from a GDP per capita 

of around $160 in 1960 to over $30,000 in 2018 - the focus of its production shifted from textiles to 

chemicals, then to machinery and electronics, and finally to knowledge and information products and 

services today.5 The ROK's ICT sector is highly developed with a strong specialisation in IT equipment 

(computer, electronic, and optical products).6 The share of IT service exports, however, is relatively low.7 

The ICT sector has traditionally focused on hardware rather than software, although the ROK's 

production of the latter has grown over the last years.8  

The South Korean economy and state have been comparatively fast to embrace new ICT technologies 

to (1) create new domestic markets that would drive demand for locally produced equipment and (2) 

to provide the country with a strategic edge in high-technology exports internationally.9 The 

infrastructure and a favourable macroeconomic environment have been named as the main drivers for 

its economic performance in the field.10 Its manufacturing sector has traditionally been dominated by 

                                                      
1 World Bank, "World Development Indicators", 2020, available at https://databank.worldbank.org/reports.aspx?source=World-

Development-Indicators. On the high growth rate of the ROK's Internet access in the late 1990s, see International 

Telecommunication Union, "Broadband Korea: Internet Case Study", March 2003, p. 1, available at http://www.itu.int/ITU-

D/ict/cs/korea/material/CS_KOR.pdf. 
2 OECD, "Broadband Portal", 28 June 2018, available at http://www.oecd.org/sti/broadband/broadband-statistics/. 
3 International Telecommunication Union, "Broadband Korea: Internet Case Study", March 2003, p. 1, available at 

http://www.itu.int/ITU-D/ict/cs/korea/material/CS_KOR.pdf. 
4 ITU, "Korea (Rep.) Case Study", 28 August, 2007, available at http://www.itu.int/ITU-D/ict/cs/korea/index.html.  
5 The World Bank, "GDP per Capita", 2020, available at https://databank.worldbank.org/reports.aspx?source=World-

Development-Indicators; International Telecommunication Union, "Broadband Korea: Internet Case Study", March 2003, p. 2-3, 

available at http://www.itu.int/ITU-D/ict/cs/korea/material/CS_KOR.pdf. 
6 In 2015, ICT manufacturing reached 85% of total ICT value added in Taiwan, 66% in South Korea, and 46% in China. EU Science 

Hub, "Latest statistics on ICT sector and its R&D investment available", European Commission, 18 May 2018, available at 

https://ec.europa.eu/jrc/en/news/latest-statistics-ict-sector-and-its-rd-investment-available; "2016 ICT Industry Outlook of 

Korea", Korea Information Society Development Institute, 2015, p. 47, available at 

https://www.kisdi.re.kr/kisdi/upload/attach/Outlook_2016.pdf.   
7 The World Bank, "ICT Goods Export", 2018, available at https://data.worldbank.org/indicator/ TX.VAL.ICTG.ZS.UN; The World 

Bank, "ICT Service Export", 2018, available at https://data.worldbank.org/indicator/BX.GSR.CCIS.ZS; "2016 ICT Industry Outlook 

of Korea", Korea Information Society Development Institute, 2015, p. 50, available at 

https://www.kisdi.re.kr/kisdi/upload/attach/Outlook_2016.pdf.   
8 "2016 ICT Industry Outlook of Korea", Korea Information Society Development Institute, 2015, p. 15, available at 

https://www.kisdi.re.kr/kisdi/upload/attach/Outlook_2016.pdf.   
9 International Telecommunication Union, "Broadband Korea: Internet Case Study", March 2003, p. 4, available at 

http://www.itu.int/ITU-D/ict/cs/korea/material/CS_KOR.pdf.   
10 See, e.g., Klaus Schwab, "The Global Competitiveness Report 2017-2018", World Economic Forum, p. 168, available at 

http://www3.weforum.org/docs/GCR2017-2018/05FullReport/TheGlobalCompetitivenessReport2017%E2%80%932018.pdf. 

https://databank.worldbank.org/reports.aspx?source=World-Development-Indicators
https://databank.worldbank.org/reports.aspx?source=World-Development-Indicators
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"chaebols" (conglomerates), such as Samsung and LG. The government has also actively promoted the 

use of ICT through its policies and laws on the use of ICT.11  

The use of new ICT also had a significant impact on South Korea's social and political culture, providing 

new forms of communication and changing communicative norms especially among the younger 

generation. As a study on the cultural aspects of the ROK's ICT boom illustrated, the Internet facilitated 

a free exchange of opinions in an otherwise "face-saving" culture.12 The use of new ICT also increased 

political participation as citizens commented more on government policies online than during public 

hearings and used social media and blogs to mobilise for public protests, for instance during the 2008 

street demonstrations against a free-trade agreement with the United States.13  

However, the ICT boom also weakened other aspects of South Korea's liberal democratic society. It 

enabled mass surveillance on an unprecedented scale, especially under the administration of President 

Park Geun-hye, who preceded current President Moon Jae-In. While the aim of widening state 

surveillance measures was initially to combat crime and pro-North Korean interference, it became 

increasingly used to sideline political opponents and blacklist artists. Moreover, incidents of online 

violence and harassment, particularly against foreigners, minors, and women, proliferated and exposed 

new vulnerabilities and the need for novel regulation by companies and the government.14  

1.2. South Korea's cyber threat landscape 

The more South Korea's economic, political and social systems digitised, the more these have become 

vulnerable to cyberattacks by rival and rogue states or criminal actors. South Korea is embedded in the 

contentious politics of the Asia-Pacific region, which given the combination of technically highly 

competent countries such as China, the DPRK, and Russia, and the persistence of geopolitical conflicts, 

inherits a relatively high risk of cyberconflict escalation. In this context, the country has been affected 

by a growing number of cyberattacks since 2009, some of which have been publicly attributed. Most 

importantly, South Korea's existing economic or political conflicts with the DPRK and China have 

increasingly involved the use of ICT.  

The DPRK has more recently developed a sophisticated cyber weapons arsenal.15 Its cyber army 

reportedly consists of approximately 7,000 hackers engaging in theft, Distributed Denial-of-Service 

(DDoS) attacks, espionage, and sabotage.16 Under the umbrella of its evolving nuclear arsenal, cyber 

capacities have gradually become a key component of North Korea's asymmetric efforts to entangle the 

ROK in the enduring rivalry. Cyber weapons and nuclear missiles have become the two main pillars of 

the DPRK's defence strategy.17 Reportedly, Chairman Kim Jong-un noted that "cyber warfare, along with 

nuclear weapons and missiles, is an 'all-purpose sword' that guarantees our military's capability to strike 

relentlessly".18 Over the past decade, the focus of DPRK's cyberattacks against South Korean networks 

                                                      
11 "2016 ICT Industry Outlook of Korea", Korea Information Society Development Institute, 2015, p. 69, available at 

https://www.kisdi.re.kr/kisdi/upload/attach/Outlook_2016.pdf.   

12 Ho-Chul Lee & Mary Patricia McNulty, "Korea's Information and Communication Technology Boom, and Cultural Transition 

After the Crisis", 2002, p. 27, available at http://www.esri.go.jp/jp/prj/seminar/seminar058b.pdf.  
13 Youngmi Kim, "Digital Populism in South Korea? Internet Culture and the Trouble with Direct Participation", Korea Economic 

Institute, Vol. 3, No. 8, November 2008, available at http://www.keia.org/sites/default/files/publications/APS-YoungmiKim.pdf.  
14 Justin Fendos, "South Korea: Cyberbullying Amid Coronavirus", The Diplomat, April 1, 2020, available at 

https://thediplomat.com/2020/04/south-korea-cyberbullying-amid-coronavirus/. 

15 A general caveat of the analysis of DPRK's cyber capabilities and activities is that information is scarce and mostly collected by 

the ROK and US intelligence and DPRK defectors, some of which have an interest to depict the DPRK as an imminent threat or 

are unreliable.  
16 Kim and Polito, 2019: p. 1.  
17 Interview, former senior official, Blue House, Seoul, March 20, 2019.  

18 David Sanger, David Kirkpatrick and Nicole Perlroth, "The World Once Laughed at North Korean Cyberpower. No More", NYT, 

10 October 2017.  
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has evolved from DDoS attacks to espionage cyberattacks aimed at data-gathering to resource-

motivated cyberattacks on South Korean financial institutions and cryptocurrencies.19  

Between 2009 and 2013, the DPRK primarily sought to cause disruption and social disorder with DDoS 

attacks on media corporations and broadcasting.20 In July 2009, high-profile websites, including those 

of the presidential office and the official residence (Blue House), were hit by a DDoS attack.21 In 2011, 

the so-called "Ten Days of Rain" DDoS attack was discovered, which had targeted financial and media 

institutions as well as US military facilities in the ROK for 10 days, and is believed to be the work of the 

Lazarus Group, a hacking group allegedly controlled by the government of the DPRK ("Guardians of 

Peace", also known as the Lazarus group, HIDDEN COBRA, or ZINC), to test South Korea's cyber 

preparedness.22 In 2013, another DDOS attack called "Dark Seoul" targeted South Korean broadcasting 

companies and banks.23 

Around 2013, the DPRK's cyberattacks became more technically sophisticated and began to focus on 

gathering information on the ROK's military and strategic capabilities. In September 2013, the North 

Korean hacker group Kimsuky allegedly targeted the Ministry of Reunification, the Hyundai Merchant 

Marine shipping company and think tanks, such as the Korea Institute for Defence Analyses and the 

Sejong Institute, using a complex and multifaceted malware.24 In 2014, Korea Hydro & Nuclear Power, 

an operator of 23 nuclear reactors in the ROK, was hacked, releasing the information of 10,000 of its 

employees. While the hack reportedly did not pose a real danger to cause massive physical damage, it 

again exposed the South Korean power sector's vulnerability to cyberattacks.25 Subsequently, various 

espionage attacks targeted the ROK's National Assembly and the Daewoo Shipbuilding and Marine 

Engineering Co. Ltd in 2015 and 2016, respectively. As inter-Korean tensions increased in the context of 

DPRK's nuclear tests in 2016, DPRK's cyberattacks became more aggressive.  

In 2017, however, the focus of the DPRK's cyberattacks against targets in the ROK shifted again, this 

time from espionage to financial theft. Groups affiliated with the DPRK now sought to make profits by 

                                                      
19 Chong Woo Kim and Carolina Polito, "The Evolution of North Korean Cyber Threats", The ASAN Institute for Policy Studies, 

March, 2019; also compare Kong Ji Young, Lim Jong In, and Kim Kyoung Gon, "The All-Purpose Sword: North Korea's Cyber 

Operations and Strategies", in Tomáš Minárik et al. (eds.) 2019 11th International Conference on Cyber Conflict: Silent Battle, 

2019, pp. 153-163, available at https://ccdcoe.org/uploads/2019/06/CyCon_2019_BOOK.pdf; and  Jeong Yoon Yang, So Jeong 

Kim and Il Seok Oh, "Analysis on South Korean Cybersecurity Readiness Regarding North Korean Cyber Capabilities", in: Dooho 

Choi and Sylvain Guilley (eds.), Information Security Applications. WISA 2016. Lecture Notes in Computer Science, Spring: Cham, 

pp. 102-111. This trend was confirmed in a bilateral consultation with a senior official of the National Intelligence Service, Seoul, 

March 20, 2019. Kim and Polito also provide a useful analysis of the main stakeholders of the ROK's cybersecurity governance 

structure. For a chronology of North Korea's cyber activities up until mid-2018 as well as an overview of DPRK's cyber actors, see 

Marie Baezne,, 2018: Hotspot Analysis: Cyber Disruption and Cybercrime: Democratic People's Republic of Korea, Zurich: ETC CSS. 

20 Between 2004 and 2009, the focus had been on information theft, according to a senior intelligence officer, interview, Seoul, 

March 20, 2019.  

21 ROK, "Annual Report on Developments in the field of information and telecommunications in the context of international 

security", 2015, p.2, available at https://unoda-web.s3-accelerate.amazonaws.com/wp-content/uploads/2015/08/ROKISinfull.pdf; 

Associated Press, "North Korea launched cyber attacks, says south", The Guardian, 11 July 2009, available at 

https://www.theguardian.com/world/2009/jul/11/south-korea-blames-north-korea-cyber-attacks.  

22 The group primarily targets entities in South Korea and Korean interests for espionage, disruption and destruction, and is 

suspected to be behind the Ten Days of Rain and Dark Seoul operations and an attack against Sony Pictures Entertainment in 

2014, but also the Bangladesh Bank Heist in 2016 and the infamous WannaCry 2.0 attack in 2017.  

23 "Cyber Operations Tracker", Council on Foreign Relations, 2020, available at https://www.cfr.org/interactive/cyber-operations.  

24 Josh Halliday and Samuel Gibbs, "North Korean hackers suspected of cyber-espionage attack on South", The Guardian, 

September 11, 2013, available at https://www.theguardian.com/technology/2013/sep/11/north-korean-hackers-cyber-

espionage.  

25 Scott Snyder, "Cybersecurity, Nuclear Safety, and the Need for a Security Regime in Northeast Asia", Council on Foreign 

Relations, 8 January 2015, available at https://www.cfr.org/blog/cybersecurity-nuclear-safety-and-need-security-regime-

northeast-asia.  
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hacking cryptocurrency exchanges and banks and extorting ransom from various other institutions.26 

Two developments in 2017 drove this shift. First, the UN Security Council imposed another set of 

sanctions on North Korea that further strangled its economy. Second, in May 2017, Moon Jae-in was 

elected as the ROK's president and introduced a DPRK policy that combined strong deterrence and 

economic sanctions with a relaunch of inter-Korean dialogue and trade, paving the way for successive 

high-level meetings. Thus, the North Korean state felt compelled to mitigate the impact of sanctions by 

exploring new financial sources and avoid strong deterrent countermeasures against aggressive, highly 

visible cyberattacks by largely resorting to cyber-enabled covert extortion campaigns, cryptojacking, 

and financial theft and money laundering.  

In April and December 2017, a South Korean cryptocurrency exchange was hacked and suffered a loss 

of Bitcoin at that time worth approximately $5 million and $15.6 million, respectively. Similar attacks 

against South Korea's cryptocurrency exchanges institutions occurred in June 2018, causing $37 million 

in damage to the company Coinrail and $40 million to Bithumb, significantly undermining trust in the 

unregulated Bitcoin market.27 The DPRK not only targeted financial institutions in the ROK but 

worldwide. Overall, these attacks proved highly profitable and amounted to an estimated $2 billion by 

August 2019, according to a report by the UN Security Council 1718 Committee Panel of Experts.28 In 

the context of increasing malicious cyber activities during the COVID-19 pandemic in 2020, the DRPK 

allegedly also engaged in financial theft and espionage activities. In April 2020, the US government 

publicly claimed that the DPRK had accelerated its use of cyberattacks to steal and launder money to 

fund its nuclear weapons and ballistic missile programmes but also to engage in cyber espionage, the 

first time the Pentagon's Cyber Command explicitly named North Korean hacking efforts.29  

The People's Republic of China (PRC) also poses a considerable threat potential for the ROK in the case 

of conflict escalation. It has amassed competitive defensive and offensive cyber capabilities, involving 

emerging technologies, such as artificial intelligence (AI), machine learning, and automation, established 

an offensive cyber command, developed an extensive workforce of cybersecurity experts, and cultivated 

the world's largest cyber militia that has allegedly been deployed as a proxy for cyberattacks against 

the ROK.30 China's growing cyber edge will likely expand Beijing's clout in the region in the context of 

its so-called "Digital Silk Road", the component of the PRC's broader "Belt and Road" initiative that 

focuses on connecting major Eurasian and African countries through Internet infrastructure building 

and standards setting.  

                                                      
26 Interview with South Korean intelligence officers, March 20, 2019, Seoul. While the focus of DPRK's cyber-attacks shifted, 

public figures in the field of national security continued to be targeted by phishing emails.  

27 Kim and Polito, 2019, p. 5.  

28 UNSC, Note by the President of the Security Council, S/2019/691, August 30, 2019, available at 

https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/S_2019_691.pdf. Yet, cyber 

espionage and disruptive intrusions continued since 2017, although at a smaller scale: for instance in October 2017, a South 

Korean lawmaker revealed that hackers affiliated to North Korea had obtained US and South Korean classified military 

documents including an operational plan to "decapitate" the leadership in Pyongyang (see Anna Fifield, "North Korean hackers 

stole US and South Korean wartime plans, Seoul lawmaker says", Washington Post, 10 October 2017, available at 

https://www.washingtonpost.com/world/asia_pacific/north-korean-hackers-stole-us-and-south-korean-wartime-plans-seoul-

lawmaker-says/2017/10/10/036fb82c-adc6-11e7-99c6-46bdf7f6f8ba_story.html?noredirect=on&utm_term=.2cedd799aadf). 

29 CISA, Guidance on the North Korean Cyber Threat, April 15, 2020, available at https://www.us-cert.gov/ncas/alerts/aa20-106a.  

30 Nigel Inkster, "China's Strategy to Become the World's Strongest Cyber Power", NewStateman, February 23, 2017, available at 

https://www.newstatesman.com/microsites/cyber/2017/02/china-s-strategy-become-world-s-strongest-cyber-power; Interview 

with cybercrime researchers, March 22, 2019, Seoul. Accordingly, 30 percent of cyberattacks on South Korea stem from China. In 

the run up to the meeting between US President Donald Trump and North Korean leader Kim Jong-un in Singapore in June 

2018, South Korean entities also experienced significant cyber-attacks. Organisations linked to China and Russia are believed to 

have instigated these attacks, likely committed for espionage purposes (see Bryan Harris, "South Korea warned of more cyber 

attacks ahead of summit", Financial Times, June 6, 2018, available at https://www.ft.com/content/783f20f0-692f-11e8-8cf3-

0c230fa67aec).  
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Finally, a set of threat groups not affiliated with the DPRK or the PRC also targeted South Korean 

networks. For instance, the computer networks associated with the Winter Olympic Games that took 

place in South Korea in February 2018 were targeted via a tool dubbed "Olympics Destroyer" in 2018, 

later attributed to the Russian Federation and widely perceived as the "most deceptive hack" at the 

time.31 However, the ROK's response to the hack demonstrated that it had considerably stepped up its 

cybersecurity efforts in the context of the Olympic Games.32  

The South Korean state has adjusted to the outlined transformations in South Korea's digital economy 

and society as well as the concomitant threat landscape. The following sections will illustrate the 

evolution of the regulatory, institutional, and strategic environment of the ROK's cyber policy sector, its 

bilateral and multilateral cyber diplomacy, and cyber cooperation between the ROK and the EU.   

2.     The evolution of the ROK's cyber policy sector 

2.1.  Legal and regulatory landscape 

2.1.1. Cyber strategies and other strategic frameworks 

There are two principal types of strategic documents that guide the ROK's cyber policy. The first is 

comprised of the National Cyber Security Master Plan published in 2011 as well as Comprehensive 

Countermeasures developed in 2009, 2013, and 2015, which have been primarily developed as a 

response to the abovementioned DDoS attacks (see figure 1). The 2011 National Cyber Security Master 

Plan, developed by the Korean Communications Commission as a reaction to a DDoS attack and the 

attack against the NH bank, clarified the roles of the National Intelligence Service (NIS) and other 

government agencies in the ROK's cybersecurity governance architecture.33 Focusing on defence-related 

issues, it granted additional powers to the NIS and the Ministries of Defence and Home Affairs, and 

developed five action plans: (1) Establishing a joint cyber threat early detection and response system by 

public, private, and military sectors, (2) improving the level of security for critical information and 

infrastructures, (3) developing a platform that would enable stronger cybersecurity, (4) establishing 

deterrence against cyber provocation, and (5) strengthening international cooperation. International 

cooperation is mainly seen as the establishment of deterrence through (1) information sharing systems 

with leading countries and organisations, (2) a private verification scheme "to deal with the public 

suspicion over a perpetrator and their motivation, and build public confidence", and (3) "a joint training 

program between related organisations to help them increase their ability to effectively respond to a cyber 

crisis".34  

The Comprehensive Countermeasures outline concrete countermeasures to specific cyberattacks.35 In 

2009 after a 7.7 DDoS attack traced back by the Cyber Terror Response Center (CTRC) of the Korea 

National Police Agency (KNPA) to North Korea, the government released the National Cyber Crisis 

Comprehensive Countermeasures, establishing a DDoS Cyber Shelter in the Korea Internet & Security 

                                                      
31 Andy Greenberg, "The Untold Story of the 2018 Olympics Cyberattack, the Most Deceptive Hack in History", Wired, October 

17, 2019, available at https://www.wired.com/story/untold-story-2018-olympics-destroyer-cyberattack/.  

32 Jane Chung, Hyunjoo Jin, "Exclusive: From cyber unit to troops, South Korea adds extra layer of Olympics security amid 

tensions", Reuters, 28 September 2017, available at https://www.reuters.com/article/us-olympics-2018-northkorea-

exclusive/exclusive-from-cyber-unit-to-troops-south-korea-adds-extra-layer-of-olympics-security-amid-tensions-

idUSKCN1C309G. However, South Korean bureaucrats involved in the response to the cyber-attack highlighted the case to 

illustrate the country's sophisticated ability to respond to cyber-attacks.  

33 "National Cybersecurity Masterplan", 2011, available at https://ccdcoe.org/sites/default/files/strategy/KOR_NCSS_2011.pdf. 

34 "National Cybersecurity Masterplan", 2011, p. 3-4. 

35 These are not publicly available; information on the countermeasures contained in this text are based on interviews conducted 

in Seoul in March 2019.  
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Agency (KISA) as well as the National Cyber Threat Response System.36 In 2013, the government 

announced the National Comprehensive Cyber Security Countermeasures following the 3.20 cyberattack 

and the 6.2 cyberattack earlier that year, outlining ways to develop the ROK's cybersecurity workforce, 

governance and market as well as improve critical infrastructure protection (CIP) information sharing. 

The countermeasures established a framework for CIP and information sharing through the Cyber 

Threat Analysis & Sharing System (C-TAS) in response to the Dark Seoul attacks.37 The C-TAS profiles 

and shares information regarding collected malware, hacked hosts, exploited vulnerabilities, and 

attributed attackers. Between 2014 and 2017, the C-TAS reportedly shared information on over 170 

million cyber threats with about 170 South Korean companies and organisations that are C-TAS 

members.38 In 2015, the ROK's National Cyber Security Posture and Capability Strengthening Plan was 

introduced to strengthen the country's response to cyber threats following the 2014 attacks on the 

Korea Hydro and Nuclear Power Operator.39 These measures included (1) the establishment of 

specialised cybersecurity organisations under each ministry and local government, (2) the promotion of 

expertise into cybersecurity, (3) the increase in investment for R&D regarding countermeasures to cyber 

threats, and (4) the strengthening of the competences of the National Security Office (NSO). That same 

year, the government established the position of Presidential Secretary for National Cyber Security to 

increase interagency coordination, appointing Brigadier General Insub Shin to assume this post.40  

Overall, the Master Plan and Comprehensive Countermeasures focused on national security issues, in 

particular cyberattacks emanating from the DPRK. Under President Moon, the government shifted its 

focus from national security to economic development and industrial revitalisation. 

Figure 1: Chronological overview of cybersecurity policies  

 

Source: Lim, Jong In, 2018: The Past, Present and Future of Cybersecurity in Korean Peninsula, p. 5. 

                                                      
36 Jong-In Lim, 2018. The Past, Present and Future of Cybersecurity in Korean Peninsula: Prospects for Cybersecurity in the Asia-

Pacific Region.  

37 Jong-In Lim, 2018. The Past, Present and Future of Cybersecurity in Korean Peninsula. 

38 Sang Wook Seo, "C-TAS Ecosystem for Cyber Threat Analysis & Sharing in Korea", 7 December 2017, available at 

https://eu17.dryfta.com/en/program-schedule/program/22/c-tas-ecosystem-for-cyber-threat-analysis-amp-sharing-in-korea.  

39 ROK, "Annual Report on Developments in the field of information and telecommunications in the context of international 

security", 2015, p.3, available at https://unoda-web.s3-accelerate.amazonaws.com/wp-content/uploads/2015/08/ROKISinfull.pdf.  

40 Jong-In Lim, 2018. The Past, Present and Future of Cybersecurity in Korean Peninsula. 
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The second category contains the country's national security strategies and Defence White Papers, 

both of which cover broader foreign and security policy priorities but also include specific passages on 

cybersecurity, as well as the first sector-specific national cybersecurity strategy. The first National 

Security Strategy under the Moon administration was developed by the Blue House and presented as a 

declassified version to the public in December 2018. Usually published every five years, this version was 

published one year earlier than planned as the government sought to shape the quickly changing 

security environment on the Korean Peninsula at that time. Compared to previous strategies, the 

strategy contains more reconciliatory language towards North Korea.41 With regard to cybersecurity, it 

outlines mechanisms for civil-military cybersecurity cooperation, and empowers the NSO's functions as 

a control tower. In addition, it highlights for international cooperation including on cybersecurity norms 

between the ROK and the United Nations (UN), the European Union (EU), and the Association of 

Southeast Asian States (ASEAN), among others.42 

Defence White Papers are developed by the Ministry for National Defence (MND) and usually published 

every two years. Notably, the 2014 Defence White Paper highlighted that "joint measures among the 

international community are in higher demand as the perpetrators of cyberattacks have become 

organised and started targeting nations beyond their previous targets such as individuals and 

enterprises", and that in 2014 the DPRK conducted "cyber warfare, including the interruption of military 

operations and attacks against major national infrastructure, to cause psychological and physical 

paralysis in the South" and operated "about 6,000 cyber warfare troops", a group size significantly larger 

than previous estimates.43 The 2016 Defence White Paper highlighted that transnational cyberattacks 

should be addressed "proactively and pre-emptively" and through expanded cybersecurity cooperation, 

in particular by "strengthening bilateral and multilateral relations through the development of the ROK-

US alliance and strategic cooperation with neighbouring countries".44 The latest 2018 Defence White 

Paper was published on 15 January 2019.45 As part of a broader attempt of reconciliation, the 2018 

defence plan refrained from directly framing North Korea as an "enemy", and highlighted the 

importance of military confidence building measures, arms control and incremental arms reduction. In 

the White Paper's foreword, the ROK's defence minister listed cyberattacks and terrorism as the two 

main proliferating transnational threats to the country's national security.46 In its section on 

"strengthening national defense cybersecurity capabilities and establishing a firm counterterrorism 

posture", it outlined cybersecurity measures that the ROK's armed forces should advances, namely 

capability building as part of the MND's national defence cybersecurity capability enhancement plan, 

clarification of military institutions' cybersecurity missions and work structure, full-scale reform of the 

cyber command's structure and functions, recruitment and training of cyberdefence specialists, 

advancement of cyber threat response system, and international cooperation.47  

                                                      
41 The 2014 strategy developed by the administration under President Park Geun-hye still outlined how to establish firm military 

readiness against DPRK and military responses to threats from the DPRK's nuclear weapons. See Seong, Yeon-cheol, 2018. "Blue 

House publishes national defense strategy of Moon administration". Hankyoreh, available at 

http://english.hani.co.kr/arti/english_edition/e_national/875385.html. 

42 Interview, academic, University of Korea Law School, Seoul, March 20, 2019. The English version of the strategy was not yet 

available at the time of writing.  

43 MND, 2014 Defence White Paper, 2014, pp. 11, 27, available at 

http://mnd.go.kr/user/mndEN/upload/pblictn/PBLICTNEBOOK_201704260250138940.pdf; on the estimates, see CSIS, "South 

Korea 2014 Defense White Paper Highlights DPRK Nuclear Threats", January 6, 2015, available at 

https://www.csis.org/analysis/south-korea-2014-defense-white-paper-highlights-dprk-nuclear-threats.  

44 MND, 2016 Defence White Paper, 2016, p. 39, available at 

http://www.mnd.go.kr/user/mndEN/upload/pblictn/PBLICTNEBOOK_201705180357180050.pdf. 
45 MND, 2018 Defense White Paper, 2018, available at 

http://www.mnd.go.kr/user/mndEN/upload/pblictn/PBLICTNEBOOK_201908070153390840.pdf.  
46 Ibid.: p. 2.  

47 Ibid.: pp. 77-82. Interestingly, the MND notes that the ROK's armed forces plan to "actively participate in efforts to establish 

international rules and standards that strongly prohibit illegal acts of violations in cyberspace" and help build confidence in 
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Finally, in April 2019, the Blue House's NSO published the first National Cybersecurity Strategy. While 

negotiations with all involved national institutions had already started around 2013, progress was slow 

and the publication of the strategy was postponed multiple times due to divergent institutional interests 

and the inability to agree on a definition of cybersecurity.48 The development of the 2019 strategy 

involved 11 institutions, including the National Cyber Security Center (NCSC), KISA, the Ministry of 

Foreign Affairs (MOFA), the Korea National Diplomatic Academy, the Institute for National Security 

Strategy, and police and justice representatives. An initial draft compiled by government officials was 

commented by non-governmental experts, and a revised version was subsequently submitted to the 

Blue House. The parliament was not involved in drafting the strategy, a fact that was viewed critically by 

some observers.49  

The National Cyber Strategy covers four areas: threat assessment, vision and goals, strategic tasks, and 

plans for implementation. In the first part, it critically notes that more proactive attention and action are 

required, that "the ratio of the government's cybersecurity budget in proportion to the national budget 

still falls short that of developed countries, and there remains a shortage of talented cybersecurity experts, 

while there is the increasing demand for security skills and experience", and that a more strategic and 

systematic approach towards national cybersecurity strategy is needed.50 In the second part, the strategy 

defines the ROK's vision for cybersecurity, namely to "create a free and safe cyberspace to support 

national security, promote economic prosperity, and contribute to international security", and outlines 

three principle goals, namely to (1) "ensure stable operations of the state", (2) "respond to cyber-attacks", 

and (3) "build a strong cybersecurity foundation".51 The third part illustrates the measures to implement 

these goals, namely by increasing the safety of the national core infrastructure, enhancing cyberattacks 

response capabilities, establishing governance based on trust and cooperation, building foundations 

for cybersecurity industry growth, fostering a cybersecurity culture, and leading international 

cooperation in cybersecurity (by stepping up its engagement in bilateral and multilateral discussions on 

rules on cybersecurity, trust building, and capacity building). Finally, the strategy concludes with a brief 

list of plans for implementation, noting that the government will develop the National Cybersecurity 

Basic Plan and the National Cybersecurity Implementation Plan to outline the specific steps necessary 

to operationalise the strategy, and that the NSO will regularly monitor the strategy's implementation.  

  

                                                      
cyberspace by continuing engagement in the Seoul Defense Dialogue Cyber Working Group, a multilateral working-level 

consultative body meeting annually since 2014.  

48 Interview, senior intelligence researcher, Seoul, March 20, 2019. Following interagency consultations around 2013, the Blue 

House concluded that the various agencies pursued diverging approaches and there was no base to design a unitary strategy. 

In addition, the Ministry of Defence and the NCSC, among others, were eager to maintain their competence on securing their 

own networks, and the traditional turf battle between the intelligence community and the defence ministry contributed to the 

failure. As a result, the different agencies developed their own plans.  

49 Interview, academic, Korea University Law School, Seoul, March 20, 2019.  

50 National Security Office, 2019. National Cybersecurity Strategy. April 2019, p. 8.  

51 Ibid., p. 12.  
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2.1.2. Domestic cybercrime legislation and the Budapest Convention 

The ROK developed legislation and a system of law enforcement to tackle cybercrime. An overview of 

the milestones of South Korean legislation in this field can be found in Table 1. 

Table 1. Overview of cybercrime legislation, Republic of Korea 

Legislative Act Relevance 

1953 Criminal Act Manipulation or impairment of records, computer 

fraud, computer interference 

1986 Computer Program Protection Act Online copyright infringement 

1993 Protection of Communications Secrets Act Wiretapping or censoring private communications 

1999 Framework Act on Electronic Commerce E-commerce 

2001 Act on the Promotion of Information and 

Communications Network Utilisation and 

Information Protection, etc. 

Unauthorised access, transmitting malware, DDoS, 

online pornography, cyber stalking, online 

defamation, spam 

2001 Act on the Protection of Information and 

Communications Infrastructure 

Critical infrastructure 

2006 Game Industry Promotion Act Online games 

2008 Telecommunications Business Act Communication confidentiality 

2008 Law on the Protection and Use of Location 

Information 

Location privacy 

2008 Internet Multimedia Broadcasting Business 

Act 

User data privacy 

2009 Digital Signature Act E-commerce 

2009 Act on the Protection of Children and 

Juveniles from Sexual Abuse 

Child pornography 

2009 Copyright Act Online copyright infringement 

2011 Act on the Punishment of Sexual Crimes and 

Protection of the Victims Thereof 

Cyber sexual harassment 

2011 Personal Information Privacy Act Personal privacy and data protection 

Source: Cybercrime Research Unit, Korean Institute of Criminology, "Cybercrime in the Republic of Korea II: Criminal Justice and 

International Cooperation for Cybercrime Prevention", 2014. 

 

The ROK was not included in the drafting of the Council of Europe’s Convention of Cybercrime (the 

Budapest Convention) and has not ratified it. While the definitions for cybercrimes may differ between 

the Budapest Convention and the South Korean cybercrime legislation, these definitions are not 

contradictory. According to legal experts, provisions in the ROK's legislation on illegal access, illegal 

interception, data interference, computer fraud, child pornography, and the aiding, abetting or attempt 
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at a cybercrime are compatible with the Budapest Convention.52 There are marginal differences in 

legislation on systems interference, combatting the black market of malicious programmes, inauthentic 

data and computer-related forgery, copyright and corporate liability, but the interpretation of these are 

considered to be in line with the Budapest Convention. 

Several federal ministries and legal experts have assessed the compatibility of the Budapest Convention 

and South Korean law as well as the implications of accession, resulting in diverging perspectives on the 

prospects of whether South Korea will join the Budapest Convention. Some argue that the current 

government is willing and able to join and that a final decision has only been delayed because of a lack 

of coordination between different law enforcement agencies (LEAs), with the two main institutions - the 

Supreme Prosecutors' Office (SPO) and the KNPA - maintaining a critical stance regarding accession. 

Others highlight that lengthy domestic legislative changes would be required to make the South Korean 

legal landscape compatible with the Convention. Importantly, the ROK would need to revise its 

Protection Communications Secrets Act ("Anti-Wiretap Law") and amend criminal investigative 

procedures, granting more power to the investigative authorities, which is unpopular in the public. This 

would risk undermining the quality of rule of law processes as warranties would no longer be required. 

In addition, concerns persist that data could be retrieved without a warrant (as regulated in the 

Protection of Communications Secrets Act). These sceptics also question whether joining Budapest would 

yield substantial practical benefits, as most attacks against the ROK’s networks emanate from the DPRK, 

China, or Russia, none of which are members of the Convention.53  

2.1.3. Regulation focused on improving resilience 

Regulation concerning resilience can be divided into three categories. The first category entails 

regulatory measures related to the security framework for critical information and communications 

infrastructure, which is operated by the Committee for the Protection of Information and 

Communications Infrastructure established under the Act on the Protection of Information & 

Communications Infrastructure.54 This Act was adopted in 2001 and last amended in 2013. It seeks to 

establish the conditions for operating "critical information and communications infrastructure in a stable 

manner by formulating and implementing measures concerning the protection of such infrastructure, in 

preparation for intrusion by electronic means, thereby contributing to the safety of the nation and the 

stability of the life of people" (Art. 1).55  

The second category concerns information security in the public sector and is governed by the National 

Cyber Security Management Regulation (Korea Presidential Directive No. 141), which describes the 

roles and responsibilities of various organisations in cybersecurity. The document is linked to The 

National Intelligence Agency Act and various other regulations on national security.56 

The third category entails regulatory measures of protection against rising vulnerabilities stemming 

from increased connectedness and digitalisation, such as new developments in the field of the Internet 

of Things (IoT). In 2014, the Ministry of Science, ICT and Future Planning (MSIP) (succeeded by the 

Ministry of Science and ICT [MSIT] in 2017) developed the IoT Information Security Roadmap to 

                                                      
52 Cybercrime Research Unit, Korean Institute of Criminology, "Cybercrime in the Republic of Korea II: Criminal Justice and 

International Cooperation for Cybercrime Prevention", 2014, available at 

https://cn.kic.re.kr/atchfile/downloadAtchfile.do?vchkcode=qx5tkx3SGc9t. 

53 Interviews with foreign policy, legal and intelligence governmental and non-governmental experts between March 18-22, 

2019, Seoul.  

54 "The Act on the Protection of Information & Communications Infrastructure", 2013, available at 

http://elaw.klri.re.kr/eng_mobile/viewer.do?hseq=28812&type=part&key=43. 

55 Ibid.  

56 Neil Robinson, "Information Sharing for Cyber-Security: Evidence from Europe", ASAN Issue Brief, No.72, 8 October 2013, 

available at http://en.asaninst.org/contents/issue-brief-no-72-information-sharing-for-cyber-security-evidence-from-europe/. 
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create a safe IoT user environment.57 The MSIP also decided to invest €639 million (₩810 billion) by 2019 

to "position information security as the basis for public life and overall industrial domains by drastically 

overhauling the information security paradigm and fostering the information security industry as a new 

growth engine of the creative economy" as part of the K-ICT security development strategy.58 To further 

enhance security in this field, the ROK focused on fostering its information security industry, the 

development of information security technology and the promotion of education on information 

security (for more details on MSIT's activities, see section 2.2).59 

Most recently, the 2019 National Cybersecurity Strategy announced that the government would enhance 

"measures to strengthen the resilience of national information and communications network services, 

including system performance advancements and expanding backup facilities, to guarantee provision 

of services in the face of diverse cyberattacks".60  

In addition to these regulations, concrete measures to improve the ROK's cyber resilience include the 

establishment of new colleges and programmes specialised in cyber and information security to train 

so-called "white hat hackers" or "ethical hackers", who trace cybersecurity holes. Moreover, KISA sought 

to increase the number of ICT specialists in the domains of financial services, the manufacturing industry, 

and advanced financial and defence security technologies from 1,000 in 2015 to 7,000 in 2019. The 

government also launched several awareness-raising campaigns targeted at the wider public to embed 

information security in Korean culture. An example of such a campaign is the "118" Hotline, a free help 

desk service operated since 2013 that citizens can call for information on hacking, viruses, phishing, and 

other malicious Internet activity.61  

Finally, in the context of the COVID-19 pandemic, the ROK has been widely praised for how it used new 

technology to contain the spread of the virus.62 The high degree of citizens' connectedness and the 

state's concomitant technological abilities to collect mobile phone locations helped public health 

officials to retroactively track confirmed and suspected patients. In particular, South Korea exhibited a 

greater degree of political and public willingness to use these surveillance measures for outbreak 

management than other advanced digital economies with similar technological abilities but stronger 

privacy protection concerns. In this context, the ROK reportedly exploited emerging vulnerabilities and 

"redirected [its] state-run hackers to focus on virus-related information", including from computer 

networks of the World Health Organization and officials in the DPRK, Japan, and the US, allegedly as 

part of a "broad effort to gather intelligence on virus containment and treatment".63 This shift indicated 

the ROK's attempt to increase its autonomy in cyber resilience at a time of decreasing trust in 

information provided by its US ally (for more details on the ROK-US bilateral, see section 3.2.).  

2.2. Institutional landscape and key stakeholders 

The ROK's cyber architecture is largely built on three pillars: public sector governance, private sector 

governance, and military sector governance, with each sector maintaining its own CERT (see figure 2 for 

a general overview).  

  

                                                      
57 KISA, "Information Security in Korea," 2015, p. 13, available at https://www.sbs.ox.ac.uk/cybersecurity-

capacity/system/files/KISA_Information_Security_in_KOREA.pdf.   

58 Ibid, p. 14. 

59 Ibid, pp. 39-48. 

60 National Security Office, 2019. National Cybersecurity Strategy. April 2019, p. 14; cp. Ibid: pp. 9, 12.  

61 Ibid., pp. 35-36.  

62 Justin Fendos, 2020, "How surveillance technology powered South Korea's COVID-19 response", Brookings Institution Tech 

Stream blog, April 29, 2020, available at https://www.brookings.edu/techstream/how-surveillance-technology-powered-south-

koreas-covid-19-response/.  

63 David E. Sanger and Nicole Perlroth, 2020. "U.S. to Accuse China of Trying to Hack Vaccine Data, as Virus Redirects 

Cyberattacks", New York Times, May 10, 2020, available at https://www.nytimes.com/2020/05/10/us/politics/coronavirus-china-

cyber-hacking.html.  
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Figure 2: Cybersecurity governance system under the Park administration  

 

Source: Own compilation, based on Lim, Jong In, 2018: The Past, Present and Future of Cybersecurity in Korean Peninsula. 

Presentation at Asia Transnational Threats Forum: Cybersecurity in Asia, June 14, 2018, Washington DC: Brookings, p. 6. 

 

As illustrated in figure 1 above, the ROK announced its National Cybersecurity Comprehensive 

Countermeasures in 2013 following severe cyberattacks in the first half of the year. The document 

established the National Security Office (NSO) in the Blue House as a cybersecurity control tower in case 

of a cyberattack.64  After the hacking of the Korea Hydro & Nuclear Power plant operator in 2014, the 

Korean government granted the NSO cybersecurity control tower powers, which were previously held 

by the NCSC.  

To fortify the NSO's cybersecurity control powers, the Park administration also created the position of 

Secretary of Cybersecurity within the NSO the same year, a position that had since its establishment 

been filled by a military or intelligence official for one or two years. Subsequently, a presidential office 

of cybersecurity was established in the Blue House and Lim Jong In, a professor at Korea University's 

Graduate School of Information Security, was designated as the cybersecurity special adviser to the Blue 

House.65 The government under President Moon again rearranged the NSO's department in charge of 

cybersecurity by integrating the components for cybersecurity and information convergence and 

analysis. The post of Secretary to the President for National Cybersecurity and Special Advisor to the 

President for National Security have been replaced by the single post of Secretary of Cybersecurity and 

Intelligence under the NSO. This change arguably indicated a lower prioritisation of the issue of 

cybersecurity for the current administration. The NSO's cybersecurity activities are supported by the 

National Intelligence Service (NIS), the Ministry of National Defence (MND), and the MSIT.  

Public network cybersecurity governance is led by the NIS, which is the ROK's main civilian 

intelligence service under the jurisdiction of the president and hosts the National Cyber Security Center 

(NCSC). The NCSC was established in February 2004, following an increasing number of cyberattacks 

                                                      
64 "Control tower" is an established term in the ROK cybersecurity and refers to its function of overseeing Internet traffic with 

the aim of detecting, analyzing, reporting and responding to cybersecurity threats. 

65 Jeong Yoon Yang, So Jeong Kim & II Seok Oh (Luke), "Analysis on South Korea Cybersecurity Readiness Regarding North 

Korean Cyber Capabilities", p.108, in Dooho Choi & Sylvain Guilley (Eds.), "Information Security Applications: 17th International 

Workshop, WISA 2016", Springer, 2017, available at https://thediplomat.com/2015/04/south-korea-beefs-up-cyber-security-

with-an-eye-on-north-korea/. 
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and an Internet disruption in January 2003 ("Slammer Worm"). The centre is mandated to monitor and 

secure computer system networks and critical infrastructure regarding information in the public sector.66 

It provides technical assistance to the private sector and engages in several public-private partnership 

programmes on cybersecurity. The NCSC is also responsible for monitoring and coordinating the 

implementation of the National Cybersecurity Strategy and other related policies and roadmaps, and 

cooperates with various foreign institutions.67 The Korea National Computer Emergency Response Team 

(KN-CERT), established in 2004, is a division of the NCSC. As a response to cyberattacks against the NH 

Bank in 2011, the NCSC developed the 2011 National Cyber Security Master Plan.68 This plan created the 

Cyber Threat Joint Response Team, which consisted of representatives from the private, public, and 

military sectors and was operated by the NCSC, stating that the NIS is tasked to exert "overall control 

in times of peace and crisis" in cybersecurity matters.69  

The plan also clarified the specific roles of other government institutions involved in the protection of 

public networks. It notes that the Korea Communications Commission (KCC), established in 2008 as in 

a merger of the former Korean Broadcasting Commission and the Ministry of Information and 

Communication, is responsible for "supervision over broadcasting and communications", the Ministry 

of Public Administration and Security (MOPAS) is mandated to maximise cybersecurity of the public 

sector and e-government services to the public, and the National Computing and Information Agency 

(NCIA), which operates under MOPAS, supports "cybersecurity activities of local governments".70 Finally, 

the Korean National Assembly is responsible for developing cybersecurity-related legislation.71  

Private sector cybersecurity governance is led by the Ministry of Science and ICT (MSIT). The ministry 

develops, coordinates, supervises, evaluates, and adjusts policies on science and technology, including 

convergence promotion, radio wave management and informational security.72 It also operates 

preventive and responding systems in the private sector and develops key policies regarding the 

information protection industry and electronic signature authentication systems. MSIT is divided into 

two divisions, the Information Security Division and the Cybersecurity Bureau, which includes a 

cybersecurity planning division, a cybersecurity threat management division, and a cybersecurity 

industry division.  

                                                      
66 According to one senior intelligence official, NCSC requires 90% of confidence to attribute an attack to a specific group or 

individual when reporting to the Blue House. Interview, senior intelligence official, Seoul, March 20, 2019. The ROK is reluctant 

to attribute publicly because its intelligence services had observed that DPRK had studied what was publicly revealed in the 

attacks in 2009, 2011, 2013 and 2015, and adjusted, which complicated cyber defence. Moreover, the senior intelligence officer 

noted that the ROK does not have sufficient capabilities to respond to cyber-attacks, and seeks to avoid publicly contributing an 

attack without being able to respond adequately.   

67 Jeong Yoon Yang, So Jeong Kim & II Seok Oh (Luke), "Analysis on South Korea Cybersecurity Readiness Regarding North 

Korean Cyber Capabilities", p.108, in Dooho Choi & Sylvain Guilley (Eds.), "Information Security Applications: 17th International 

Workshop, WISA 2016", Springer, 2017. NIS was involved in multiple political scandals over the past years: in 2011, it publicly 

admitted in the Constitutional Court that it had wiretapped private citizens' Gmail accounts; subsequently, it was revealed that 

NIS had been involved in several illicit campaigns to influence political processes, including the 2012 presidential election, 

including through bribery. To avoid further abuse, both the NIS and the South Korean military were put under strict government 

surveillance.  

68 For a summary of the plan, see n.a., National Cyber Security Masterplan, n.a., available at 

http://www.sicurezzacibernetica.it/db/%5BSouth%20Korea%5D%20National%20Cyber%20Security%20Strategy%20-

%202011%20-%20EN.pdf.  

69KISA, "Information Security in Korea," n.d., p. 5, available at https://www.sbs.ox.ac.uk/cybersecurity-

capacity/system/files/KISA_Information_Security_in_KOREA.pdf.  

70 "National Cyber Security Masterplan", 2 August 2011. 

71 Telephone interview with academic, 13 December 2018; Interview with academic, Seoul, March 22, 2019. The national 

assembly is more of an executing than rule-making power, although with its investigative and budgetary power it can force 

ministries to change priorities.  

72 Ibid. 

http://www.sicurezzacibernetica.it/db/%5BSouth%20Korea%5D%20National%20Cyber%20Security%20Strategy%20-%202011%20-%20EN.pdf
http://www.sicurezzacibernetica.it/db/%5BSouth%20Korea%5D%20National%20Cyber%20Security%20Strategy%20-%202011%20-%20EN.pdf
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The MSIT's KISA, launched in 2009, implements the policies developed by these divisions, and is 

responsible for cyber threat prevention, public awareness raising and responding to cybersecurity 

incidents in the private sector.73 KISA is also in charge of the Korea Computer Emergency Response 

Team Coordination Center (Kr-CERT). Since 2013, the MSIT's focused increasingly on the protection of 

critical infrastructure such as telecom, finance, and healthcare against DDoS.  

More recently, MSIT established an industry, research, and government expert group to develop criteria 

for 5G, as well as a certification system for IoT systems. To ensure technological independence, it is also 

increasingly engaging in cybersecurity industry promotion and efforts to develop cybersecurity exports. 

It has set three priorities for future strategic engagement: (1) enhancing the ROK's cybersecurity 

competitiveness, (2) enlarge across-area security systems, and (3) attain law and regulation systems.74 

According to a senior official at MSIT, the ministry has faced several impediments to achieving these 

goals, in particular the unwillingness of the Ministry of Finance to provide the necessary resources and 

the divergent interests of a growing number of stakeholders.  

Finally, the South Korean MND leads the governance in the field of the military network cybersecurity. 

The MND's Information Planning Bureau hosts a Cyber Policy Division and a Cyber Threat Response and 

Technology Team.75 In 2018, the MND published the Defence Reform 2.0 plan that included measures 

to reform cyberdefence structures and enhance capabilities, including by leveraging novel technology, 

such as AI, big data systems, 3D printing, drones and IoT, and reorganising the Cyber Warfare 

Command.76 The Cyber Warfare Command was created under the Korean Defence Intelligence Agency 

in January 2010 as a response to the 7.7 DDoS attack in July 2009, and came under the control of the 

Ministry of Defence in 2011. The Command coordinates cyber-related military actions across the 

different military branches and is mandated to defending military networks. In early 2017, it reportedly 

deployed 1,000 soldiers and was divided into four divisions (see figure 3).77 The Defence Security 

Command is the MND's intelligence service under the direct command and control of the defence 

minister. The military has been strongly focused on the defence against cyber threats emanating from 

North Korea.78 

  

                                                      
73 KISA, "Information Security in Korea," n.d., available at https://www.sbs.ox.ac.uk/cybersecurity-

capacity/system/files/KISA_Information_Security_in_KOREA.pdf. 

74 Interview, senior official, Seoul, March 21, 2019.  

75 See MND, 2019. About MND, available at 

http://www.mnd.go.kr/mbshome/mbs/mndEN/subview.jsp?id=mndEN_010500000000.  

76 Jang, Sungyoung, 2018. "How Will 'Defense Reform 2.0 Change South Korea's Defense?" The Diplomat. August 27, 2018, 

available at https://thediplomat.com/2018/08/how-will-defense-reform-2-0-change-south-koreas-defense/. See also Lee, Ji 

Soo, 2018. Policy Implications on Cybersecurity and Data-protection for Enhancing the KOR-EU Relationship from the Korean 

perspective. Rome: Instituto Affair Internazionali. Unpublished manuscript, p. 2. 

77 Park, Kyoung Jae, Sung Mi Park and Joshua James, 2017. A Case Study of the 2016 Korean Cyber Command Compromise, p. 3, 

available at https://arxiv.org/ftp/arxiv/papers/1711/1711.04500.pdf. When it was established in 2010, it deployed 400 soldiers 

according to Mansourov, Alexandre, 2014. North Korea's Cyber Warfare and Challenges for the U.S.-ROK Alliance. Washington, 

DC: Korea Economic Institute of America, p. 10.  

78 Tom Uren et al., "Cyber Maturity in the Asia-Pacific Region 2017", Barton: Australian Strategic Policy Institute, 2017, p. 77. 
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Figure 3: South Korean Cyber Command (as of 2016) 

 

Source: Park, Kyoung Jae, Sung Mi Park and Joshua James, 2017. A Case Study of the 2016 Korean Cyber Command Compromise, 

p. 3, available at https://arxiv.org/ftp/arxiv/papers/1711/1711.04500.pdf  

Complimentary to these three pillars, several ministries are charged with cybersecurity governance. The 

Ministry of Foreign Affairs (MFA) is the lead ministry in the ROK's cyber diplomacy. The MFA promotes 

South Korean interests in cyberspace in bilateral and multilateral cyber consultations. In bilateral and 

trilateral cyber consultations, the delegation of the ROK is led by the Ambassador for International 

Security Affairs at the Ministry of Foreign Affairs. Cyber issues are organised under the International 

Security Division.79 Since 2014, the MFA has co-hosted a series of the Track 1.5 "International Conference 

on Building Global Cyberspace Regime" (GCPR), established as a result of the Global Conference on 

Cyberspace in Seoul in 2013. 

In the area of cybercrime, the KNPA is the ROK's main law enforcement agency (LEA) and has three 

cyber divisions including a Cyber Terror Response Center. The Supreme Prosecutors' Office (SPO) is the 

highest authority for prosecuting cybercrime. Operating under the Ministry of Justice, it also runs the 

National Digital Forensics Center. It was tasked with reviewing the Budapest Convention's 

complementarity with domestic law and the impact of a possible accession. The KNPA and the SPO are 

responsible for investigations in day-to-day cases.80 Relevant in the field of cybercrime and cyber 

terrorism are also the National Cyber Security Strategy Council, since 2005 a part of the NIS, and its 

National Cyber Security Committee. The Council is chaired by the head of the NIS and participants 

include deputy heads from all relevant institutions including the Ministry of Justice and the Ministry of 

National Defence. The Council is mandated with developing the national cybersecurity system and 

facilitating coordination across all the relevant authorities.81 To improve coordination, a collaboration 

system was created for inter-organisational information sharing regarding cyberattacks and reporting 

to the NIS in case of incidents. When a wide-span incident occurs, the NIS forms and operates a joint 

governmental investigation team and a recovery support team as part of this collaboration system.82  

Finally, the private sector relevant for cybersecurity policy in South Korea includes, most notably, the 

country's abovementioned "chaebols" and business groups, such as the Korea Internet Self-governance 

Organization (KISO). The ROK's technical and research community comprises of institutions, such as 

Korea University's Graduate School of Information Security and Cyber Law Center, the Institute of Cyber 

Security and Privacy, the Korean Institute of Criminology, the Korea Information Society Development 

Institute (KISDI), the Korea Institute for International Economic Policy (KIEP), Korea Development 

Institute (KDI), and the Korea Electronics & Telecommunications Research Institute (ETRI). Compared to 

the technical and research community, the ROK's civil society addressing cybersecurity policy 

developments, including digital rights groups, is relatively underdeveloped - examples include the 

Korean Progressive Network Jinbonet and Jeju Peace Institute. 

                                                      
79 Ministry of Foreign Affairs, "Organizational Chart", n.d., available at http://www.mofa.go.kr/eng/wpge/m_5745/contents.do.  

80 Ibid., p.4. 

81 Ibid., p.3. 

82 "Cybercrime in the Republic of Korea II", p. 173. 
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2.3. Main policy issues and priorities 

2.3.1. Digital economy 

Over the years, the ROK has developed several initiatives to stimulate digitalisation.83 More recently, 

President Moon Jae-in, elected on a mandate to tackle corruption and reform the economy in 2017, 

altered or abandoned previously restrictive regulations to boost the country's digital economy.84 In July 

2017, the government launched the initiative 100 Policy Tasks of the Moon Jae-in administration as part 

of the administration's Five Year Plan, in which it outlined its immediate policy priorities, including the 

development of a plan for preparing for the "Fourth Industrial Revolution" by advancing science and 

technology. In August 2017, it created the multi-stakeholder Presidential Fourth Industrial Revolution 

Committee, which in collaboration with 21 government agencies developed the "Plan for the Fourth 

Industrial Revolution", also known as I-KOREA 4.0, published in November 2017.85 This plan suggested 

to invest approximately ₩2.2 trillion (€1.7 billion) by 2022 in technologies such as AI, big data and block 

chain; foster fields such as self-driving cars, renewable energy, drone-related industries, and smart cities; 

and create conditions for a digitalised economy with a more efficient production and lower production 

costs of goods that increase the country's competitiveness. The plan also announced the government's 

intention that South Korea becomes "the first nation in the world to commercialise 5G (in March 2019)".86  

Two years after the publication of I-KOREA 4.0, the MSIT's Information and Communication Policy 

Office's Information Security Planning division published the "Comprehensive Plan of the Information 

Security in the Private Sector 2019", which sought to maximise private sector information security by 

building a cybersecurity big data centre, enhancing IoT security and expanding public research and 

development investments to $300 million for five years, and boosting the qualification and recruitment 

of cybersecurity experts (9,000 experts by 2022).87 To recover economically from the implications of the 

COVID-19 pandemic, the ROK Finance Ministry published what it called a "Korean New Deal" in May 

2020, guided by the primacy of accelerating digitalisation of infrastructures and industries and investing 

in 5G and AI.88  

2.3.2. Cybercrime 

The rapid digitalisation of the ROK has also increased vulnerabilities in South Korean cyberspace. In 

1999, 13 percent of South Korean computers were infected by the so-called CIH virus, with damages 

amounting to an estimated $40 million. In 2003, the abovementioned "Slammer Worm" virus paralysed 

a large part of the Internet network. Most such criminal activities today are covered by general criminal 

law, including illegal intrusion into networks, forgery of public records through cyberattacks, 

interruption of business, and deletion of data as well as any malpractices regarding hardware.89 In 

                                                      
83 Cyber Korea 21 (1999), Broadband IT Korea Vision 2007 (2002), IT839 (2003), e-Korea Vision (2006), U-Korea (2006), Green-IT 

Korea (2008), Smart Korea (2010) and Creative Economy Korea (2013). 

84 An example of this are the guidelines on the de-identification of personal information to promote the big data industry. 

85 ROK, "People-Centered "Plan for the Fourth Industrial Revolution" to Promote Innovative Growth: I-KOREA 4.0", November 30, 

2017, p.12, 16, available at https://eucyberdirect.eu/wp-content/uploads/2019/10/planforthefourthindustrialrevolution.pdf. The 

authors of the I-Korea 4.0 plan define the Fourth Industrial Revolution as "a hyper connectivity-based intelligent technology 

revolution triggered by the development of artificial intelligence (AI), big data, and other digital technologies that is expected to 

give rise to innovative transformations in not only industries but also the national system, society, and people's everyday lives". 

The "I" in I-KOREA stands for intelligence, innovation, inclusiveness, and interaction, while "4.0" signifies the Fourth Industrial 

Revolution, four I's, and four strategies. 

86 Ibid., p. 47.  

87 Email exchange between this paper's authors and South Korea-based academic, May 29, 2019. 
88 Sam Kim, "South Korea to Make 5G and AI Centerpieces of 'Korean New Deal', Bloomberg, May 7, 2020, available at 

https://www.bloomberg.com/news/articles/2020-05-07/south-korea-to-make-5g-ai-centerpieces-of-korean-new-deal.  

89 Jaeyoung Lee, "Data Protection and the Proper Response to the Cyber Crime: The Two Common Goals", International 

Association of Prosecutors, n.d., p.2, available at https://www.iap-association.org/getattachment/792a03b2-03f1-47c9-ae7e-

a9ec445717e7/6RC_Dubai_Jae-Young-Lee_Presentation.pdf.aspx. 
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addition, the ROK has developed acts to specifically regulate its cybersecurity systems.90 However, in the 

absence of an overarching integrated and systematic national cybersecurity policy, the ROK's cybercrime 

normative framework and institutional architecture are splintered into various laws, regulations, and 

institutions across different sectors.91 

2.3.3. Resilience 

As outlined above, the South Korean government periodically introduced new resilience measures 

following major cyberattacks, most notably the abovementioned 2011 Master Plan, the Comprehensive 

Countermeasures of 2009, 2013, and 2015, and the 2019 National Cybersecurity Strategy. Apart from 

federal regulations and strategies, the government also promoted societal resilience. For instance, in 

2013, the KCC launched the Internet Safety Keeper campaign soliciting celebrities to raise public 

awareness about personal data protection, and, relatedly, KISA and South Korean Internet service 

providers established a "cyber vaccination program" to support users whose computers had been 

hijacked by a botnet.  

More recently, a broader public debate evolved in the ROK on the resilience of its evolving 5G 

infrastructure and the question as to whether to allow its network operators to use technology by the 

Chinese company Huawei Technology for their 5G networks. The government had to balance between 

the incentive of Huawei's competitive price and advanced technology on the one hand, and mounting 

concerns on security and overwhelming dependence on China as well pressures by the US government 

to exclude the company on the other hand.92 Multiple actors, including the Ministry of Justice, the MSIT, 

the MFA, intelligence services, and industry, were involved in the commercial rollout of 5G networks and 

voiced at times diverging positions in this debate. Before the rollout in April 2019, the government 

posited that the decision and the responsibility of conducting security inspections rests with the 

telecommunication companies, which unlike carriers in the US, for instance, operate their own wireless 

network systems. At the time of writing, LG Uplus was the only one of the ROK's three 

telecommunication giants that decided to use the Chinese company's equipment to establish its 5G 

network, and it held the smallest market share. The ongoing debate has illustrated the diversity of actors 

involved in the cyber policy decisionmaking as well as the government's diplomatic efforts to hedge its 

bets in the escalating China-US trade conflict. 

Finally, the ROK's military has significantly increased its efforts to boost its cyber capabilities. In 2016-

17, it recruited an additional 1,000 personnel to an already 6,000-strong cyber warfare staffing as part 

of a wider strengthening of its capability of rear-area operations units.93 Over the past years, the 

military's cyberdefence capabilities focused strongly on the high-profile threat of the DPRK's cyber 

operations. The 2016 Defence White Paper earmarked $218 million explicitly for addressing cyber 

                                                      
90 These include the National Cyber Security Management Act (Executive Instructional Order 222), the Information Technology 

Infrastructure Protection Act (Code No. 8852), Information Technology Network Use Promulgation and Information Protection 

Act (Code No. 8867), Industrial Technology Information Security and Protection Act (Code No. 8900), and the Software Industry 

Promotion Act (Code No. 8852). Source: Cybercrime Research Unit, Korean Institute of Criminology, "Cybercrime in the Republic 

of Korea", 2014, p.172. 

91 Ibid., p.180: These organizations include, among others, the National Cyber Security Taskforce Committee, National Cyber 

Security Center, Information Communication Infrastructure Protection Commission, Private Information Conflict Mediation 

Commission, Industrial Technology Protection Committee, Software Industry Conflict Committee. 

92 "Will US-led offensive against Huawei present dilemma for South Korea", The Korea Herald, 19 February 2919, available at 

http://www.koreaherald.com/view.php?ud=20190218000672. For an earlier perspective, see Jun Ji-hye, "SK, KT, LGU+ in 

dilemma over Huawei's 5G equipment", The Korea Times, April 4, 2018, available at 

http://www.koreatimes.co.kr/www/tech/2018/04/133_246672.html. 

93 Tom Uren et al., "Cyber Maturity in the Asia-Pacific Region 2017", Barton: Australian Strategic Policy Institute, 2017, p. 77.  
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threats emanating from the DPRK.94 As outlined above, the 2018 Defence White Paper refrained from 

explicitly designating North Korea as the main enemy.95  

Overall, while some observers have argued that the ROK's cyber resilience policies are still insufficient 

to adequately counter the rapid proliferation of cyber threats, also noting that the 2016 Defence White 

Paper did not mention the term resilience and focused narrowly on North Korean cyber threats, strategic 

debates about incorporating the cyber resilience paradigm into the state's broader cybersecurity policy 

have intensified amidst increasingly intense and sophisticated cyberattacks, in particular in the context 

of the COVID-19 crisis. 

2.4. Main drivers and barriers to the policy development 

As outlined above, the high salience of the ICT sector and its major role for the country's economic 

ascendance and modern nation building has been a driving factor behind the state's domestic efforts 

to secure its networks. However, observers frequently note an enduring if not growing gap between the 

technological prowess and the state's capacity to protect the ROK's networks. The effective 

implementation of evolving policy efforts has been primarily impeded by institutional gridlock and 

overlapping mandates by the multitude of actors that have become involved in cyber policymaking.96 

Most prominently, turf battles between the NIS and the Defence Ministry persisted. Illegal surveillance 

campaigns and influence operations by the Cyber Command and the NIS negatively affected their public 

standing. As a result, progress to implement a comprehensive policy that adequately addresses rising 

cyber threats is perceived as sluggish, and observers note that the ROK's cybersecurity policymaking is 

lagging behind its peers and that it is difficult to allocate sufficient resources, resulting in a lack of 

cybersecurity experts in the private and public sector. Despite continuous efforts to improve 

cybersecurity coordination, information sharing remained insufficient. The need to improve information 

sharing was politically recognised already in 2009 in the context of the 7 July DDoS attack.97 Yet by the 

time of writing in early 2020, there was still no public-private information sharing system and law 

comparable to, e.g. the US CISA of 2015. A lack of responses following public attributions of cyberattacks 

frequently revealed structural deficiencies of the ROK's cyber readiness. In addition, cybersecurity 

legislation remained relatively underdeveloped when compared to China and Japan.  

Delays in Prime Minister Moon's national cybersecurity strategy and legislation on national 

cybersecurity in 2019 reportedly indicated a relatively low prioritisation of cybersecurity issues 

compared to issues, such as inter-Korean relations. These, however, could also be explained by the 

decrease of the number of highly visible and aggressive cyberattacks since 2017.98 The postponement 

of the publication of the national cybersecurity strategy was reportedly due to struggles over which 

institution would ultimately gain control tower functions.99 The absence of discussions on cybersecurity 

during meetings between the presidents of the ROK and the DPRK, as well as the removal of the posts 

of Special Advisor to the President for National Security and Secretary to the President for National 

                                                      
94 Ibid. Also see Ministry of National Defence, "2016 Defence White Paper", 2016, available at 

http://www.mnd.go.kr/user/mndEN/upload/pblictn/PBLICTNEBOOK_201705180357180050.pdf.   

95 Youkyung Lee, 2019. "South Korea Stoops Calling North Korea 'Enemy' in Defense Report". Bloomberg. January 14, 2019, 

available at https://www.bloomberg.com/news/articles/2019-01-15/south-korea-stops-calling-north-korea-enemy-in-defense-

report.  

96 Interview, EU official, 28 November 2018. See also Jeong Yoon Yang, So Jeong Kim & II Seok Oh (Luke), "Analysis on South 

Korea Cybersecurity Readiness Regarding North Korean Cyber Capabilities", in Dooho Choi & Sylvain Guilley (Eds.), "Information 

Security Applications: 17th International Workshop, WISA 2016", Springer, 2017. 

97 Interview, South Korea think tank experts, Seoul, March 19, 2019; and interview, senior intelligence researcher, Seoul, March 

20, 2019.  

98 Jong-In Lim, 2018. The Past, Present and Future of Cybersecurity in Korean Peninsula.  

99 Interview, legal expert involved in consultations on strategy, Seoul, March 20, 2019.  
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Cybersecurity, have been interpreted as evidence for a lower prioritisation of cybersecurity.100 This also 

correlates with a strong focus on nuclear issues and relatively limited attention paid to cybersecurity in 

the media.101 Tangibly, this policy prioritisation is linked to broader shifts in the ROK's foreign policy and 

its DPRK policy in particular. While so-called "internationalists", who are known to take a relatively tough 

stance on the DPRK, were shaping the ROK's DPRK policy in the previous government, so-called "North 

Korea specialists" are more influential in the current government and known for highlighting 

rapprochement. Understandably, shifts in the ROK's DPRK policy are highly contested. However, 

President Moon's National Security Strategy also defined the government's policy approach to 

cybersecurity threats. The policy underlines focus on public, private, and defence partnerships in 

addressing cybersecurity threats, strengthening capacity to prevent cybersecurity threats, and 

underlining the importance of international cooperation.102  

3. South Korean approach to cyber diplomacy and 

resilience 

3.1. South Korea's cyber diplomacy in global multilateral institutions 

South Korean diplomats and other governmental and non-governmental experts have been actively 

involved in global multilateral discussions on the applicability of international law in cyberspace, 

confidence building measures (CBMs), and capacity building. The debate about the applicability of 

international law in cyberspace has been primarily held at the UN. Since the issue of information 

security first appeared on the UN agenda in 1998, five Groups of Governmental Experts (GGE) have 

studied the threats posed by the use of ICTs in the context of international security and how to address 

them. Three of these groups agreed on substantive reports, the last of which in 2015 was adopted by 

consensus in the UN General Assembly (UNGA) resolution 70/237, which "calls upon Member States to 

be guided in their use of information and communications technologies by the 2015 report of the Group 

of Governmental Experts", thus establishing consensus that international law applies to cyberspace.103 In 

December 2018, the UN process was split in two as the US-sponsored resolution on "Advancing 

responsible State behaviour in cyberspace in the context of international security" established a sixth 

UNGGE104 and another Russia-sponsored resolution, "Developments in the field of information and 

telecommunications in the context of international security",105 established an Open Ended Working 

Group (OEWG). South Korea, which was elected to all of the six GGEs except the ones in 2012-13 and 

the current one, voted in favour of the former resolution and abstained in the vote on the latter.106  

As a member of the 2015 GGE, South Korea endorsed the view that international law applies to 

cyberspace. The government's views on the applicability of international law, largely convergent with 

those of the EU and the US, have been primarily guided by the respective notions in the Seoul 

                                                      
100 Interview, think tank experts, Seoul, March 19, 2019.  

101 Ibid.  

102 December 2018 National Security Strategy of the President Moon's government, chapter VII.2. Strengthening the capacity to 

address cybersecurity threat. 

103 UN General Assembly, A/RES/70/237, Resolution adopted by the General Assembly on 23 December 2015, available at 

https://undocs.org/A/RES/70/237. 

104 "Advancing responsible State behaviour in cyberspace in the context of international security", Document A/C.1/73/L.37, UN 

General Assembly, 18 October 2018, available at http://www.un.org/ga/search/ view_doc.asp?symbol=A/C.1/73/L.37.  

105 "Developments in the field of information and telecommunications in the context of international security", Document 

A/C.1/73/L.27, UN General Assembly, 22 October 2018, available at https://undocs.org/A/C.1/73/ L.27.  

106 Interview, senior intelligence researcher, March 20, 2019. Reportedly, the delegation resisted US pressures to vote against the 

Russia-sponsored resolution, as it was eager to maintain stable relations with China and Russia. 

about:blank
about:blank
about:blank


Cyber Resilience and Diplomacy in the Republic of Korea: Prospects for EU Cooperation 

23 

 

Framework for and Commitment to Open and Secure Cyberspace developed in preparation of and 

during the Global Conference on Cyberspace (GCCS) it hosted in Seoul in 2013.107 The framework 

identified priorities for cyberspace governance (economic growth, social, and cultural benefits), 

international cybersecurity (promotion of voluntary CBMs and transparency measures), cybercrime (law 

enforcement cooperation in the investigation and prosecution of international cases), and capacity 

building (enhancement of efforts to close the digital divide).108  

In 2015, it submitted a national position paper included in the annual report of the UN Secretary-General 

on Developments in the field of information and telecommunications in the context of international 

security for the UNGA, in which it again endorsed the 2013 and 2015 GGE reports, highlighted the need 

for states to agree on norms of acceptable state behaviour in cyberspace, strengthen law enforcement 

cooperation and capabilities, and implement CBMs, and cautioned that the GGEs should further clarify 

how existing international law applies to cyberspace before formulating additional laws.109  

In a joint statement with the US in 2015, the ROK expressed its support for "soft law" as both sides noted 

"that international law is applicable to state conduct in cyberspace and that additional, voluntary norms 

of state behaviour in cyberspace during peacetime also could contribute to international stability".110 

In its national position paper included in the Secretary-General's 2019 annual report, the ROK 

underscored that the GGE and OEWG must ensure complementarity and that the OEWG should build 

on progress achieved in the GGEs, in particular the 2013 and 2015 reports and their conclusions that 

international law including state sovereignty and related norms and principles applies to cyberspace 

and that "States should not knowingly allow their territory to be used for internationally wrongful acts 

using ICT"; "States must meet their international obligations regarding internationally wrongful acts 

attributable to them", and "States must not use proxies to commit internationally wrongful acts".111 In 

addition, the ROK notes recommend that the GGE and OEWG are used to further deliberate on how 

these 11 non-binding and voluntary norms developed in the 2015 GGE report can be implemented, how 

exactly the right of self-defence and international humanitarian law are applicable, how international 

legal responsibility can be developed, and how to improve states' response mechanisms to requests for 

assistance by other states.  

In September 2019, the ROK joined a group of 27 states gathering prior to the first substantive OEWG 

session in New York. In its joint statement on advancing responsible state behaviour in cyberspace, the 

group observes that an agreement for a global framework of responsible state behaviour in cyberspace 

has evolved that commits to the adherence to, as well as implementation and further development of, 

voluntary norms of responsible state behaviour in peace time, practical confidence building measures, 

and targeted cybersecurity capacity building to enable states to implement the framework. In addition, 

                                                      
107 Seoul Framework for and Commitment to Open and Secure Cyberspace, 2013, available at 

https://dig.watch/sites/default/files/Seoul%20Framework%20for%20the%20Commitment%20to%20Open%20and%20Secure%2

0Cyberspace.pdf.  

108 Also compare Lim, Jong-In, 2018. "The Past, Present and Future of Cybersecurity in Korean Peninsula", 2018. 

109 ROK, "Annual Report", 2015, p.1, 4-5.  

110 The White House, 2015. Joint Fact Sheet: The United States-Republic of Korea Alliance: Shared Values, New Frontiers, October 

16, 2015, available at https://obamawhitehouse.archives.gov/the-press-office/2015/10/16/joint-fact-sheet-united-states-

republic-korea-alliance-shared-values-new. More specially, "the United States and the ROK affirm that: (1) no country should 

conduct or knowingly support online activity that intentionally damages critical infrastructure or impairs the use of it to provide 

services to the public; (2) no country should conduct or knowingly support cyber-enabled theft of intellectual property, trade 

secrets, or other confidential business information with the intent of providing competitive advantages to its companies or 

commercial sectors; and (3) every country should cooperate, consistent with its domestic law and international obligations, with 

requests for assistance from other states in investigating cybercrime or the use of information and communication technologies 

for terrorist purposes or to mitigate such activity emanating from its territory." 
111 ROK, View and Assessment, 2019, p. 3. 
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the group expressed its willingness to protect human rights online and to collectively respond, on a 

voluntary basis, to malicious activities in cyberspace to ensure greater accountability and stability.112 

At the first substantive OEWG session itself, the ROK's representative reiterated the need to focus on 

the implementation of the agreed-upon norms, beginning with CBMs and followed by capacity  

building, and announced that the ROK would offer annual cybersecurity training courses to bridge the 

existing international gap.113 At the OEWG's multi-stakeholder intersessional meeting in December 2019, 

the ROK's representative also called on states to conduct national cyberconflict exercises involving 

multiple stakeholders. At the OEWG's second substantive session in February 2020, the ROK also noted 

that international law applies in its entirety and that no new legally binding instrument would be 

required for now so that less resilient states could first focus on building capacity rather than reforming 

regulatory frameworks. Finally, in its position paper on the OEWG's pre-draft submitted in April 2020, 

the ROK endorsed the suggestion developed by the International Committee of the Red Cross to expand 

the list of norms covered in the final report by also including the protection of medical services and 

facilities.114  

During previous GGE iterations, Seoul reportedly collaborated closely with the US but also coordinated 

positions with countries such as Estonia, Finland, and Switzerland, who have all been "regarded as 

champions of rule of law and potentially accepted as honest brokers in international cyber affairs".115 For 

instance, the ROK, Estonia, Finland, and Switzerland insisted that due diligence should be included in 

the section on how international law applies (however, the US insisted that this should be voluntary 

law). Driven by the imperative to address cybersecurity threats emanating from the DPRK, the ROK used 

the GGE meetings to highlight the need to address the problem of cyber proxies.  

The ROK also engaged in some of the private or public-private norms building initiatives that 

proliferated following the failure of the GGE in 2017 to reach consensus. For instance, as one of 64 states 

it supported the Paris Call for Trust and Security in Cyberspace, launched on 12 November 2018 at the 

UNESCO Internet Governance Forum (IGF).116 It noted that it had joined to facilitate the "upholding the 

multi-stakeholder approach in cybersecurity".117 

In these debates, the ROK has been particularly vocal on the need to develop and implement bilateral, 

regional, and global confidence building measures (CBMs). In its 2014 national position paper, it 

suggested that "joint research by the UN and relevant international mechanisms to gather information 

on best practices, hacking cases, and other technical analysis can be useful in guiding the international 

discussions [on implementing CBMs] forward".118 In its 2015 national position paper, the government 

defined the following measures for states and other stakeholders to build confidence: 

> Publish white papers or exchange information on national strategies, laws and organisational 

structures related to cybersecurity on a bilateral, regional, and multilateral basis; 

> Periodic reporting by relevant international organisations on states' efforts to enhance 

cybersecurity;  

                                                      
112 US Department of State, Joint Statement on Advancing Responsible State Behavior in Cyberspace, September 23, 2019, 

available at https://www.state.gov/joint-statement-on-advancing-responsible-state-behavior-in-cyberspace/. 

113 UN, UN Web TV: Open-ended Working Group, first substantive session - New York, 9-13, 2019, available at 

http://webtv.un.org/live-now/watch/open-ended-working-group-on-developments-in-the-field-information-and-

/5689654736001.  

114 ROK, Comments on the pre-draft of the OEWG Report, April 14, 2020, available at https://front.un-arm.org/wp-

content/uploads/2020/04/200414-rok-comment-on-pre-draft-of-oewg.pdf. 

115 Interview, academic, Seoul, March 20, 2019. For the citation, see Eneken Tikk and Mika Kettunen, 2018, Cyber Treaty is 

Coming, p. 6, available at https://cpi.ee/wp-content/uploads/2018/02/Cyber-Treaty-is-Coming-Tikk-Kerttunen.pdf. 

116 France Diplomatie, "Cybersecurity: Paris Call of 12 November 2018 for Trust and Security in Cyberspace",  

117 Republic of Korea, "View and Assessment of the Republic of Korea on the Questions Resolution 73/27", 2019, p. 2, available 

at https://www.un.org/disarmament/wp-content/uploads/2019/10/190827-Country-Position-PaperRES73_27_the-ROK.pdf.  

118 ROK, "Annual Report", 2014, p.2. 
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> Set up bilateral, regional, and multilateral consultations with the purpose of building 

confidence among the range of stakeholders; 

> Hold meetings on specific areas on cybersecurity such as incident response, cyberdefence, and 

cybercrime, among relevant stakeholders, including policymakers, Computer Emergency 

Response Teams (CERTs), LEAs, the private sector, and civil society; 

> Strengthen cooperative mechanisms between relevant state agencies, especially CERT and law 

enforcement, to address ICT security incidents in a timely and effective manner; 

> Exchange information on points of contacts for timely response, recovery, and mitigation 

actions in responding to incidents; 

> Strengthen mechanisms for cooperation between law enforcement agencies; 

> Conduct periodic tabletop exercises for policymakers and experts to understand how ICT 

security incidents arise and ways to address them; 

> Pursue exchange of personnel in areas such as incident response and law enforcement; 

> Set up a hotline between high-level officials to address serious ICT security incidents as well as 

a protocol on response to prevent escalation.119  

In its 2019 national position paper, it noted that international cooperation on combatting cybercrime, 

in particular in the financial sector, would be an important first step to building global-level CBMs, as 

this was an area of relatively low conflict of interests.120 At the first and second substantive OEWG 

meetings, the ROK's representative stressed the usefulness of inter-regional dialogues on CBMs, 

referring to its biannual inter-regional conference on cybersecurity and ICTs in partnership with the 

Organisation for Security and Cooperation in Europe (OSCE), and that global-level CBMs could draw on 

regional and sub-regional experiences.   

Finally, the ROK's engagement in multilateral cybersecurity negotiations attached importance to the 

need for cyber capacity building. Already at the 2013 GCCS in Seoul, the ROK suggested that increased 

cybersecurity capacity building in developing countries would help raise global awareness of the need 

to address cyber threats. In its 2014 national position paper, it explained its focus on capacity building, 

observing that "many cyber-attacks originate in or are carried out through developing countries with 

weak cyber infrastructure and limited resources and technologies to deter cyberattacks".121  

Consequently, the government established the Global Cybersecurity Center for Development (GCCD) 

under KISA in 2015 to develop cybersecurity knowledge and experience sharing programmes for 

policymakers and experts in the public sector of developing countries. KISA also established the 

Cybersecurity Alliance for Mutual Progress (CAMP) in 2016, a global cybersecurity cooperation network 

for sharing information on and coordinating joint responses to cyber threats.122 In 2020, the network 

comprised of over 59 governmental and non-governmental institutions related to cybersecurity from 

45 countries, primarily located in developing countries in Asia, South America, and sub-Saharan Africa. 

KISA hosts CAMP's secretariat, managing its organisation and holding annual meetings.  

In its 2019 national position paper, the ROK noted that bridging the global gap in cybersecurity 

capacities constitutes a primary task and that states should in particular develop cyberdefence 

                                                      
119 ROK, "Annual Report", 2015, p.5-6. 

120 ROK, View and Assessment, 2019, p. 4.  

121 ROK, "Annual Report on Developments in the field of information and telecommunications in the context of international 

security", 2014, p.3, available at https://unoda-web.s3-accelerate.amazonaws.com/wp-content/uploads/2014/10/ROK.pdf.  

122 CAMP, 2020. About CAMP, available at https://www.cybersec-alliance.org/camp/membership.do.  
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capabilities to foster resilience in the global cyber ecosystem, in compliance with other development 

imperatives enshrined in the UN's Sustainable Development Goals.123  

In October 2019, the ROK also hosted the first Cybersecurity Working Group meeting of the Warsaw 

Process, an initiative launched by the Polish and US governments in February that year to promote 

stability in the Middle East. The Cybersecurity Working Group meeting in Seoul reportedly comprised 

of about 50 delegations discussing ways to increase regional cybersecurity capacity and enhance 

support for the established global framework of responsible state behaviour in cyberspace in the Middle 

East and other regions.124   

In addition, the ROK has funded the project Combatting Cybercrime: Tools and Capacity Building for 

Emerging Economies, implemented by the World Bank to boost developing countries' capacities to 

respond to cybercrime. It has also partnered with the Inter-American Development Bank to establish 

ICT training centres in Central and South America. At the informal preparatory meeting prior to the first 

GGE meeting in December 2019, South Korea recommended also addressing cybercrime as part of the 

GGE consultations and capacity building efforts.  

Finally, at the level of Track 1.5 or Track 2.0 diplomacy, the ROK has held several regular meetings to 

raise awareness of building cybersecurity capacity, including the Seoul Defense Dialogue Cyber Working 

Group since 2014, the International Symposium on Cybercrime Response since 2000, the 

abovementioned GCPR since 2014, and the Jeju Forum for Peace and Security since 2001.125  

3.2. South Korean bilateral, trilateral, and regional cyber diplomacy 

In 2019, the ROK had established 13 bilateral cyber dialogues to strengthen bilateral and trilateral 

cooperation in the field of cybersecurity, including with major cyber powers such as Russia and the US 

as well as several states in Asia Pacific such as India and Australia.126 Among them, the bilateral cyber 

dialogue with the US has been the most important one, given the ROK's dependence on US security 

guarantees, the US stakes in the stability of the Korean peninsula and the high sophistication of US 

cyber capacities. The ROK has been a major non-NATO ally (MNNA) since 1989. Both states established 

the ROK-US Cyber Policy Consultations and the Cyber Cooperation Working Group between their 

militaries as well as a ROK-US ICT Policy Forum, and also hold a joint cyber simulation exercise. In the 

abovementioned joint statement on the alliance in 2015, both sides recognised the importance of 

cybersecurity cooperation to the overall ROK-US alliance and of strengthening the consultations, 

working group and policy forum. Both governments underlined their shared commitment to the multi-

stakeholder Internet governance model and to increasing cyber collaboration by "(1) enhancing 

information sharing on cyber threats, particularly to critical infrastructure; (2) strengthening collaboration 

on investigation on cyber incidents; (3) deepening military-to-military cyber cooperation; and (4) 

encouraging collaboration on cybersecurity research and development, education and workforce 

development, and cooperation on technology between cybersecurity industries".127 In addition, both 

governments decided to establish a Blue House-White House cyber coordination channel to further 

strengthen and complement the cyber cooperation.  

With the elections of new leaders in the US and the ROK in 2016 and 2017 respectively, cybersecurity 

cooperation became less central. In a joint statement in 2017, both governments limited their remarks 

to brief commitments for enhancing cooperation on cybersecurity necessary for economic growth, 

                                                      
123 ROK, View and Assessment, 2019, p. 4. 

124 MOFA, Warsaw Process Working Group on Cybersecurity Convened in Seoul, October 8, 2019, available at 

http://www.mofa.go.kr/eng/brd/m_5676/view.do?seq=320733.  

125 See ROK, View and Assessment, 2019, p. 3.  

126 Interview, academic, Seoul, March 21, 2019.  

127 The White House, 2015. Joint Fact Sheet. 
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leveraging the Japan-ROK-US trilateral relationship to address cybersecurity challenges, and jointly 

combatting "the DPRK's dangerous and destabilizing malicious cyber activity".128 The Moon 

government's attempts to build closer ties with China and the DPRK required maintaining greater 

distance to the US and Japan. US President Donald Trump's decision to cancel joint military exercises, a 

precedent, further contributed to uncertainty and incentivised the South Korean government to increase 

investments in its own cyber resilience.129 

Overall, the ROK's cyber diplomacy has been strongly driven by broader national interests related to its 

relations with the DPRK. While recent inter-Korean summits between Kim Jong-un and Moon Jae-in 

in April, May, and September, 2018, did not specifically address cyberconflict resolution, both Koreas 

agreed in the Panmunjom Declaration on 27 April 2018 to "completely cease all hostile acts against 

each other in every domain", which could be used as a reference for future collaboration in the 

cybersecurity domain. Observers expect that the United States, the ROK and DPRK will increase their 

collaboration to prevent cyber threats to military, political, and economic sectors. They also advocate 

for a "peace treaty in cyberspace" between the two Koreas, the United States and China.130 However, the 

alleged continued hostile espionage cyber activities attributed to the DPRK have recently contributed 

to a public perception in the ROK increasingly critical of conflict resolution.131  

Finally, Seoul also co-launched a China-Japan-ROK trilateral cybersecurity dialogue in 2014, almost 

six years after the three countries had agreed to increase cybersecurity cooperation in the Action Plan 

for Promoting Trilateral Cooperation released at a trilateral summit meeting in December 2008. The 

annual dialogues have taken place on a Director General's level and primarily served as information 

sharing platforms.  

Complimentary to the ROK's bilateral and trilateral cyber diplomacy, regional organisations in East 

Asia have increased regional cybersecurity cooperation as global multilateral negotiations stalled and 

as the DPRK's cyber capabilities became a regional concern. The ROK has been most active in 

discussions of the ASEAN Regional Forum (ARF), which has a working group on cybersecurity. Following 

the ARF Statement on Cooperation in Ensuring Cybersecurity, the ARF published a work plan on 

cybersecurity cooperation in May 2015 and held a series of meetings in 2015 and 2016. The Council for 

Security Cooperation in the Asia Pacific (CSCAP), ARF's non-governmental track 2.0 dialogue mechanism 

based in Kuala Lumpur, also hosted several study groups on developing cybernorms of behaviour and 

CBMs for Asia Pacific, promoting the development of regional cybernorms based on a multi-stakeholder 

model since 2015. The latest study group chaired by Singapore and kick-started in mid-2018 has sought 

                                                      
128 The White House, 2017. Joint Statement between the United States and the Republic of Korea, June 30, 2017, available at 

https://www.whitehouse.gov/briefings-statements/joint-statement-united-states-republic-korea/. Cp. David Sungjae Hong, 

"Impact Player: Moon Jae-in", CSIS, https://www.csis.org/analysis/impact-player-moon-jae; Eleanor Albert, "South Korea's 

Chaebol Challenge", Council on Foreign Relations, 4 May 2018, available at https://www.cfr.org/backgrounder/south-koreas-

chaebol-challenge. 

129 Interview, academic, Seoul, March 19, 2019, Seoul; Interview, academic, Seoul, March 22, 2019. Concerns regarding the 

reliance on the US have risen over the last year: (1) There are worries in Korean society and among officials that Trump called 

the alliance into question, (2) US criticism that South Korea is a free rider is seen as upsetting and (3) there are concerns about 

renegotiation of the FTA. These concerns are reflected in the fact that Trump was the first US President to cancel a joint military 

exercise in Singapore. On the other hand, South Korean officials stress that the ROK-US relationship had been waxing and 

waning in the past, and the fact that the alliance survived is often understood as proof that it remains stable. The South Korean 

government was also willing to increase its financial contribution to maintain these good relations.  

130 Jong-In Lim, 2018. "The Past, Present and Future of Cybersecurity in Korean Peninsula", 2018. He outlined the contours of 

such a cyber peace treaty, which should include provisions on (1) prohibiting military, political or economic threats at national 

level in cyberspace; (2) giving due diligence to state actors in regard to any cyberattack mimicking legitimate-looking domains 

and any hostilities of non-state actors; (3) implementing trust building to keep peace in cyberspace after declaring the end of 

the Korean War (Gradual implementation of confidence-building measures at the level of Jus post bellum); (4) obliging ROK to 

provide technological support to help North Korea become a normal country; (5) building an information sharing system to 

secure cyberspace in the Korean Peninsula; and (6) establishing a verification system. 

131 Telephone interview, academic, 13 December 2018. 
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to build on previous suggestions to inaugurate an ARF ICT Security ISM and/or an ARF Study Group on 

CBMs and produce a report on how to further operationalise regional cybersecurity CBMs by late 2019 

or early 2020.132  

The ROK has referred to CBMs agreed to at the ARF and the Organisation for Security and Co-operation 

in Europe (OSCE) as positive models for enhanced regional cooperation.133 According to the ROK, these 

initiatives "will help to promote trust and assurance in cyberspace across the world".134 In its 2015 

national position paper, it argued that in the absence of international frameworks on CBMs, "it is 

important to establish measures to build confidence in the meantime, which will increase predictability 

and reduce misperception, to help reduce the risk of conflict".135 In 2017 and 2019, the ROK and the 

OSCE jointly organised Inter-Regional Conferences on Cyber/ICT Security in Seoul to promote regional 

CBMs and to exchange best practices in trust building in ASEAN and Europe.136 

In 2013, the Park government proposed to establish the North East Asia Peace and Cooperation Forum 

(later renamed the Northeast Asia Peace and Cooperation Initiative (NAPCF)), a track 1.5 institution "to 

translate existing international norms into the regional context of East Asia"137. During its first meeting 

in 2014 it deliberately focused on "soft" security issues including cybersecurity. However, the ROK soon 

realised that cybersecurity was too sensitive for several participating governments such as China and 

the US. Moreover, while the Moon government paid considerable attention to the initiative, a lack of 

resources further undermined its effectiveness (e.g. there was only one desk officer tasked with NAPCI 

at MOFA in 2019).138  

4. Priorities and strategy for engagement 

4.1. EU-ROK strategic partnership and shared interests in cyber resilience  

As one of the EU's 10 strategic partners (four of which are in Asia), the EU recognised the ROK as a 

country with whom cooperation is instrumental "to contribute to the resolution of international crises 

and to address the key challenges of the 21st century".139 In the area of foreign and security policy, 

the EU and the DPRK have cooperated bilaterally as well as in interregional and global multilateral 

institutions on a wide range of issues. While the EU and the ROK held several head of state-level summits 

already since 2002, the Framework Agreement, signed in 2010 and entered into force in 2014, 

constituted the political centrepiece of their strategic partnership as it provides the base for an 

institutionalised multi-level political dialogue covering issues ranging from non-proliferation of 

weapons of mass destruction and counter-terrorism to human rights and climate change.140 In addition, 

the Framework Participation Agreement signed in 2014 forms the security backbone of the partnership 

                                                      
132 CSCAP, 2019. Developing Cyber Norms, available at http://www.cscap.org/index.php?page=developing-cyber-norms-of-

behaviour-and-confidence-building-measures-for-asia-pacific.  

133 Ibid 

134 ROK, "Annual Report", 2015, p. 5. 

135 Ibid., p. 5. 

136 Already in 2014, South Korea hosted the "Asia-Pacific Regional Seminar on International Law and State Behaviour in 

Cyberspace" together with the UN Institute for Disarmament Research (UNIDIR). 

137 Scott A. Snyder, "Cybersecurity, Nuclear Safety, and the Need for a Security Regime in Northeast Asia". 
138 Interview, senior intelligence researcher, Seoul, March 20, 2019. Kim, Si Hong, 2015. "NAPCI and Trilateral Cooperation: 

Prospects for South Korea-EU Relations", Instituto Affari Internazionali, available at 

http://www.iai.it/sites/default/files/iaiwp1708.pdf; ROK, "Annual Report", 2015, p. 3. 

139 Delegation of the European Union to the Republic of Korea, "The Republic of Korea and the EU", 10 May 2016, available at 

https://eeas.europa.eu/delegations/south-korea_en/8789/ The%20Republic%20of%20Korea%20and%20the%20EU.  

140 Mason Richey, "EU-South Korea Security Relations", p. 3 
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and stipulates the ROK's participation in EU crisis management operations.141 Based on these 

agreements, both sides engaged in 40 official bilateral dialogues and regular meetings, including the 

High-Level Political Dialogue launched in 2015, a consultative mechanism to prepare the bilateral 

summits.142 As the EU-Korea Strategic Partnership has reached its 10th anniversary, the importance of 

cooperation in the post-COVID economic recovery and the transition to a sustainable, socially just, 

resilient and climate neutral economy has been stressed.143 On June 30, 2020, President Moon Jae-in, 

European Council President Charles Michel, and European Commission President Ursula von der Leyen 

held a leaders' meeting via video conference. In their joint press statement they underlined their 

commitment “to strengthen cooperation in responding to the Fourth Industrial Revolution, harnessing 

human-centric digitalisation and promoting safe and ethical implementation of Artificial Intelligence 

technologies”. They also confirmed the launch of the High Level Dialogue on digital economy in the near 

future and their commitment to uphold the rules-based international order and practical cooperation 

in the areas of cybersecurity, disinformation and other hybrid threats.144 However, the ROK's broader 

foreign policy orientation has been predominantly focused on the DPRK, followed by the US and China; 

as the EU is perceived as a stable and reliable partner without critical military power, it does not 

constitute an immediate priority in the ROK's foreign policy. In turn, the ROK has been overshadowed 

by East Asian countries such as China and Japan in the EU's foreign and security policy.  

In the area of trade and investments, in early 2020 the EU was South Korea's third largest export market 

and South Korea was the EU's eighth largest export destination for goods.145 The majority of import 

duties was removed in 2011, when the EU-ROK free trade agreement (FTA) was provisionally applied.146 

Five years later, with the exception of particular agriculture products, the remaining import duties were 

removed to facilitate market access. As a result, EU exports to the ROK increased by 77% between 2010 

and 2018, transforming the EU's trade in goods deficit of €10.5 billion in 2010 into a largely balanced 

trade relationship in 2018. EU exports in goods comprised most importantly of machinery and 

appliances, transport equipment and chemical products; EU imports of South Korean goods included 

machinery and appliances, transport equipment and plastics. With regard to trade in services, the EU 

recorded a €5.6 billion trade in services surplus with South Korea in 2017; between 2010 and 2017, EU 

service exports increased by 82% while EU imports from the ROK increased by 66%. In 2020, the EU was 

the ROK's biggest foreign direct investor (FDI); between 2010 and 2017, EU inward FDI stocks increased 

by 112% while EU investments in the ROK increased by 39%.147 At the time of writing, the implementation 

phase of the FTA was still ongoing and the FTA's modernisation constituted a key priority in the bilateral 

relations. Importantly, the ROK is among the world's leading export nation and thus shares a strong 

interest in a stable, open, and liberal global cyberspace with European export nations such as Germany, 

France, the Netherlands and Italy.  

                                                      
141 So far it has only participated in the EU-led Atalanta mission; see EEAS, "EU-Republic of Korea Relations", 19 October 2018, 

available at https://cdn3-eeas.fpfis.tech.ec.europa.eu/cdn/farfuture/ZUFSv0sWgeuE-

Qd1Ci7DywrWeAPenbDOnSagwbaNH9U/mtime:1539957258/sites/eeas/files/eu-republic_of_korea_factsheet.pdf. 

142 See Ramon Pardo, Linde Desmaele and Maximilian Ernst, EU-ROK Relations. Putting the Strategic Partnership to Work, 

Brussels: VUB/IES, 2018, p. 5, available at https://www.ies.be/files/EU-ROK_RELATIONS.pdf. 

143 Michael Reiterer, “The 10th anniversary of the EU Korea Strategic partnership”, The KF-VUB Chair, July 2020,  available at 

https://www.korea-chair.eu/wp-content/uploads/2020/07/KFVUB_Policy-Brief-2020-09.pdf.  
144 European Commission, “Joint press release: Republic of Korea - EU Leaders' video conference meeting”, June 30, 2020,  

available at https://ec.europa.eu/commission/presscorner/detail/en/IP_20_1226. 
145 European Commission, Countries and regions. South Korea, April 22, 2020, available at 

https://ec.europa.eu/trade/policy/countries-and-regions/countries/south-korea/.  

146 This FTA was formally ratified in December 2015. The agreement was amended in 2014 to allow Croatia to benefit from the 

same preferences as the other 27 EU member states. 

147 European Commission, "South Korea," 15 October 2018, available at http://ec.europa.eu/trade/policy/ countries-and-

regions/countries/south-korea/.  
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Upgraded to a full-fledged strategic partnership only in 2010, the political and economic interactions 

between the EU and the ROK have also been underpinned by a set of shared interests related to cyber 

resilience and stability. First, both sides are championing and benefiting from an international rules-

based order in cyberspace that applies and complies with existing international public and human rights 

law. 

Second, both have invested significantly in emerging technologies in areas such as AI and 5G and thus 

have a common incentive to cooperate on setting standards and sharing best practices related to 

building competitive digital economies. In this context, while the EU is one of South Korea's largest 

trading partners and is still primarily perceived as an economic bloc, its normative power status has 

recently gained increasing attention through the publication of its General Data Protection Regulation 

(GDPR).148 As a reaction to the publication of the GDPR and as Korean companies seeking to access the 

EU market are obliged to fulfil GDPR requirements, the ROK's data privacy law was reviewed and the 

parliament passed several amendments.149 In 2015, the South Korean government initiated the process 

of receiving adequacy status that would allow data flows from the EU to the ROK without further 

safeguard and thus facilitate South Korean companies' EU market access, and both sides have since 

been engaged in two rounds of negotiations. In the first round, the European Commission found that 

the ROK's Personal Data Protection Commission, created in 2011 under the Personal Information 

Protection Act on which the adequacy proposal was based, lacked independence, because enforcement 

authority was with the Ministry of the Interior and Safety. As a result, talks on granting ROK adequacy 

status were still ongoing in early 2020.150 The Ministry of the Interior and Safety and KISA have provided 

guidance to the private sector on compliance with GDPR and the EU has supported the government to 

promote compatibility.  

Third, both have been confronted with a proliferation of sophisticated cyber threats and thus have a 

common interest in sharing best practices on cyberdefence and cyber resilience.151 While threats 

allegedly emanating from Russian territory constitute the most immediate challenge for Europe's 

cybersecurity, European institutions and banks have also been the victim of attacks originating from the 

DPRK such as the WannaCry hack. Therefore, both sides also share an interest in cooperating specifically 

on countering such cyber threats. Potentially even more significant in the long run, however, both sides 

are confronted with economic and security challenges related to the involvement of Chinese companies 

in their information and communication infrastructures and the Chinese military's technological build-

up. These concerns range from economic and national security espionage to the coercive potential of 

China's comparative military advantage. Fourth, as mentioned above, both sides share an interest in 

improving cooperation on countering cybercrime through probing and increasing the compatibility of 

the Budapest Convention and Korean legislation. EU and South Korean policymakers have recognised 

these shared interests and the potential for increased cyber cooperation at the highest level of 

decisionmaking during the EU-ROK Summit in 2015. In their joint press statement, they "agreed to 

increase bilateral cooperation on cyberspace as well as to strengthen the global partnership in response 

                                                      
148 Telephone interview, Korean researcher, January 9, 2019.  

149 In December 2018, its Act on the Promotion of IT Network Use and Information Protection (Network Act) was updated, 

requiring digital communications providers handling South Korean data to establish a domestic representative in South Korea 

overseeing data protection issues from March 2019 onwards. In January 2020, the Korean parliament passed another set of 

amendments to the Network Act, the Personal Information Protection Act (PIPA) and the Act on the Use and Protection of 

Credit Information (Credit Information Act). See "Korea introduces major amendments to data privacy laws", Lexology, January 

30, 2020, available at https://www.lexology.com/library/detail.aspx?g=223051e2-0346-4935-8fbb-6146e4424d94.  

150 For more details, see Park, Kwang Bae and Minchae Kang, 2020. "South Korea: The long road to adequacy", Data Guidance, 

available at https://www.dataguidance.com/opinion/south-korea-long-road-adequacy; and  Lee, Ji Soo, 2018. Policy 

Implications on Cybersecurity and Data-Protection, p. 6-9. 
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to threats arising from cyberspace".152 They also decided to increase cooperation between the Kr-CERT 

and EU Computer Emergency Response Team (EUCERT). The subsequent section will outline how these 

shared political and economic interests related to cyber resilience and diplomacy can further deepen 

the bilateral relationship.    

4.2. South Korea's cyber policy cooperation with the EU  

Building on these convergent interests, the EU and ROK institutionalised a political dialogue on 

cybersecurity. The 2010 Framework Agreement already included a paragraph on combating 

cybercrime.153 At the EU-ROK Summit in November 2013, both sides created the EU-ROK Cyber 

Dialogue. At the EU-ROK Summit in 2015, both sides' leaders "emphasized the importance of ensuring 

the openness and security of cyberspace for it to continue being a driving force for the freedom, prosperity 

and economic growth of mankind" and "agreed to increase bilateral cooperation on cyberspace as well as 

to strengthen the global partnership in response to threats arising from cyberspace", including by 

enhanced cooperation between Kr-CERT and EU-CERT.154 Between 2015 and early 2020, five Cyber 

Dialogue meetings were held. These primarily served to exchange information on cyber threat 

perceptions, respective cyber policies, and views on international issues such as the applicability of 

international law, norms of responsible state behaviour and CBMs.155 Yet, the dialogue also entailed 

discussions on issues related to the promotion and protection of human rights online, including 

freedom of expression, cyber capacity building efforts in third countries and research and development 

on cyber issues. While both sides repeatedly observed a high degree of convergence, involved 

participants noted that its potential to yield results beyond information exchange and trust building still 

can still be further developed.156 The convergence of interests reportedly translated into a lack of a sense 

of urgency.157 Members of the South Korean intelligence and strategic community also expressed an 

interest in gaining more information on the evolving EU cybersecurity policy-making and establishing 

greater cooperation at the operational level, e.g. between the NIS and ENISA or NATO.158   

In the field of cybercrime, the complexity of the ROK's cybercrime legislation has derailed progress in 

the political dialogue.159 Competing assessments of the compatibility between Korean legislation and 

the Budapest Convention will facilitate the discussion on the conditions under which the ROK will or will 

not join the convention. The ROK's decision will likely be shaped by observations of how efficiently other 

newcomers to the Budapest Convention adopted their respective domestic legislation.160  

The political dialogue also takes place beyond the official level. In 2018, the European Commission 

funded the three-year EU Cyber Direct project to broaden the EU's cyber dialogue with strategic 

partners, including the ROK, by connecting governmental and non-governmental expertise on norms, 

                                                      
152 The EU and the ROK, "Joint Press Statement, 8th Republic of Korea-EU Summit", The European Council, 15 September 2015, 

p. 3, available at http://www.consilium.europa.eu/media/24474/korea-eu-summit-15_09_2015.pdf.  

153 Thomas Renard, "EU cyber partnerships: assessing the EU strategic partnerships with third countries in the cyber domain," 

European Politics and Society, 28 January 2018, p. 15, available at 

http://www.egmontinstitute.be/content/uploads/2018/01/EPS-EU-cyber-partners_RENARD_AM.pdf?type=pdf. 

154 European Council, Joint Statement, 8th Republic of Korea-EU Summit, September 15, 2015, available at 

https://www.consilium.europa.eu/media/24474/korea-eu-summit-15_09_2015.pdf.  

155 See, for instance, "4th European Union - Republic of Korea Cyber Dialogue held in Seoul", European External Action Service, 

30 January 2018, available at https://eeas.europa.eu/delegations/south-korea/38995/4th-european-union-republic-korea-

cyber-dialogue-held-seoul_en. 

156 EU official, cited in Thomas Renard, "EU Cyber Partnerships", p. 15.  

157 Interview, EU official, Seoul, March 19, 2019.  

158 Interview, senior intelligence officer, Seoul, March 20, 2019. 

159 Cybercrime Research Unit, Korean Institute of Criminology, "Cybercrime in the Republic of Korea II: Criminal Justice and 

International Cooperation for Cybercrime Prevention", 2014. 

160 Interview, EU official, Seoul, March 19, 2019.  
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CBMs and capacity building.161 In a policy paper on Enhanced EU security cooperation in and with Asia 

published the same year, the EU also stated that the EU aims to "enhance cooperation [with Asia] in the 

field of cybersecurity in favour of a global, open, free, stable and secure cyberspace".162 At the time of 

writing, the GIZ and Expertise France are preparing a related EU-funded project to implement the 

Council conclusions on Enhanced EU security cooperation in and with Asia, mandated to facilitate 

cooperation on cybersecurity between the EU and several Asian countries, including the ROK.  

Finally, in the field of digital economy, the cooperation between the EU and the ROK is governed by 

the Agreement for Scientific and Technological Cooperation. The agreement entered into force in 2007 

and established the EU-Korea S&T Joint Committee, which meets on an annual basis.163 Measures in the 

agreement are carried out by the MSIT on the Korean side, and Director-General for Research and 

Innovation on the European side. ICT-related issues are dealt with in the ICT Working Group. During the 

7th EU-ROK Summit on 8 November 2013, the EU and the ROK agreed to promote R&D collaboration 

in ICT particularly regarding the future generation of communication networks. In June 2014, the 

European Commission and the ROK also signed a joint declaration in Seoul with the aim of developing 

a global definition of 5G and "to cooperate in 5G research and recognizing the need for harmonized radio 

spectrum for ensuring global interoperability and preparing global standards for 5G".164 This declaration 

was followed by an industry Memorandum of Understanding. Following then-EU Commission Vice 

President Andrus Ansip's visit to Seoul in November 2016, both sides decided to set up the regular ICT 

Dialogue (also called the Digital Economy Dialogue) on topics of mutual interest including 5G, Cloud, 

IoT, Internet trust and security, policies to support start-ups and e-governance. Finally, European and 

South Korean companies also worked together to showcase the new 5G technology at the 2018 Olympic 

Games in Pyeongchang.  

5. Conclusion 

This study traced how the ROK has developed its trademark as one of the world's most connected 

nations with the fastest Internet over the past three decades and, more recently, as a state capable of 

using new technologies to effectively mitigating the effects of a pandemic. It illustrated how the state 

advanced its legislative, institutional, and strategic cyber resilience architecture to protect the high and 

growing stakes in the digital economy against increasingly sophisticated cyberattacks. 

As the state adjusted, it was confronted with what scholars describe more generally as the "capability-

vulnerability paradox" - the more its economy, governance and society have been digitised, the more 

vulnerable its computer networks have become.165 Three impediments weakened the state's ability to 

effectively manage this paradox. First, as in other democratic and quickly digitising states, measures to 

increase resilience have often been undermined by bureaucratic politics and competition among the 

various involved institutions and a concomitant reluctance to coordinate and share information. Second, 

the state's limitations to withstand cyberattacks also exposed the more general limitations of deterrence 
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in cyberspace, which can be less effective than deterrence in conventional domains as attribution and 

signalling becomes more difficult due to the use of “false flags” and proxies and offence is easier than 

defence or retaliation as long as states still innovate deterrence postures tailored to the cyber domain.166 

Finally, the success of the ROK's cyber resilience efforts has been constrained by deteriorating security 

developments in Northeast Asia. During the past decade, conventional interstate rivalries recurrently 

escalated, and the mounting use of ICTs in these rivalries increased the risks of misperception, 

miscommunication, miscalculation, and, as a result, conflict escalation in the region, in which CBMs 

remain underdeveloped. 

The study also outlined the preferences and limits of the ROK's multilateral, regional, bilateral and 

plurilateral cyber diplomacy, and the promises and perils of its cooperation with the EU on ICT and 

research, Internet governance, cybercrime and cybernorms. Domestic national security concerns have 

strongly driven the ROK's active cyber diplomacy, which like its broader foreign policy orientation 

primarily focused on regional developments and the DPRK's cyber capabilities in particular, and often 

trumped concerns related to data protection and privacy. Still, the ROK's views on the applicability of 

international law and the need to swiftly implement agreed-upon norms, advance CBMs and jointly 

build cybersecurity capacity largely converged with those of the EU. In addition, both sides share 

broader political and economic interests related to cyber diplomacy and resilience such as the 

dependence on a rules-based order and standards that define and deter irresponsible behaviour in 

cyberspace and guarantee normative transparency and supply chain security in the context of their 

investments in emerging technologies.  

These convergences were facilitated by interactions in the Cyber Dialogue and ICT Dialogue between 

the EU and the ROK in the past and can incentivise broader cybersecurity cooperation in the future. 

Both sides can use the high-level political recognition of the need of global cooperation on cyber 

resilience in the context of the COVID-19 pandemic to double down on their efforts to address 

cyberconflict and warfare, disinformation, and crime. In the field of cyberconflict prevention, 

collaborating towards a successful outcome of the OEWG that consolidates previous gains and outlines 

a future framework for dialogue on the use of ICTs in the context of international security would be an 

immediate priority. Subsequently, both sides can build on the interregional exchanges between the ARF 

and OSCE to further their collaboration on CBMs and probe extended cooperation of the EU with the 

GCCD or CAMP in the area of cybersecurity capacity building. In the field of disinformation, both sides 

can exchange best practices on the regulation of disinformation during the pandemic, which 

underscored the potentially lethal effects of widespread false information. And in the field of cybercrime, 

both sides can coordinate their diplomatic efforts in the ongoing negotiations on a new cybercrime 

treaty in the UNGA's Third Committee and probe and increase the compatibility of Korean legislation 

and the Budapest Convention. Yet, the pandemic also underlined that a broadened dialogue on 

cybersecurity cannot be decoupled from discussions on data protection and privacy. While South 

Korea's use of surveillance technologies to mitigate the pandemic might complicate ongoing 

negotiations on its adequacy status, societies in Europe are likely to further turn inward. Building a 

secure cyberspace that is free and open will require the persistent engagement of multiple stakeholders 

in the diverse cyber policy landscape in Europe and South Korea.  
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