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European citizens live a privileged digital life in one of the most prosperous and free regions of the
world. The EU’s member states are among the most connected nations in the world: for Europeans, a
free, open, peaceful and secure cyberspace is a reality. This is not necessarily the case for other people
around the globe who despite similar — or sometimes even higher — levels of dependence on internet-
based platforms in their daily lives, do not always enjoy the same levels of protection, security, and civil
liberties. What we do share, however, is our vulnerability to malicious activities by state and non-state
actors whose actions and behaviour in cyberspace poses a threat to peaceful, trustworthy and
prosperous digital societies.

The two parallel processes at the United Nations — the UN Group of Governmental Experts (UNGGE)
and the Open-Ended Working Group (OEWG) — can serve as useful vehicles to take concrete actions
towards strengthening the commitment of states to behave responsibly in cyberspace?. As the European
Union and its member states are active in these two platforms, they need to recognise that the EU reality
is not shared by everyone and that their core values are not uncontested in the world.? Remaining
mindful of the differences that surround the development and use of information and communications
technologies (ICTs), the EU’s approach in these processes must remain open towards the views and
ideas of others.

At the same time, we must take pride of our achievements, demonstrate the benefits of our choices,
and expose the costs of authoritarian models.> The EU’s success in the digital domain is built upon an
unwavering commitment to fostering a

. A free, open and secure cyberspace that underpins this approach is a
universal ideal. But sadly, for many societies it remains an aspirational goal.

Therefore, the EU’s experience and demonstrable accomplishments need to drive its engagement in the
UN-led processes, with the following three observations in mind:

> The higher the level of
preparedness and capabilities of a state and society, the lower the chance of over-reaction,
miscalculation and conflict. It is therefore essential that cyber capacity building to strengthen
resilience receives adequate attention in the new round of the UNGGE (and possibly OEWG)
— not only as a remedial mechanism but also as the key element in cooperation and inclusive
dialogue among the states. Consequently, digital risks can be best addressed through an
international cyber resilience regime that builds on the existing processes that promote a risk-
based approach.

Protection and promotion of human rights is at the core of the EU’s foreign and security policy.
Protection and promotion of human rights is at the core of the EU’s foreign and security policy.
The EU recognises that the same rights that people enjoy offline must be guaranteed online.
Such a clear commitment helps prevent the misuse of the internet for political ends and the
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undermining of the rule of law. With ‘digital authoritarianism’ on the rise?, the EU needs to
renew its support for civil society organisations and existing international platforms
committed to political freedoms.

> The growing number of
malicious activities in cyberspace is a cause for concern as it increases the risk of
misunderstanding, miscalculation and conflict. To minimise such risks, the international
community — including through a previous UNGGE report — has committed to norms of
responsible state behaviour, agreed on a set of Confidence Building Measures, and reaffirmed
that existing international law, including the UN Charter in its entirety, applies to cyberspace.
But the implementation of these measures has fallen short, suggesting that certain states are
not fully committed to preserving a peaceful and secure cyberspace. Without a sustained
effort from governments to prove their commitment (e.g. through state practice and concrete
policies and positions), grassroot initiatives launched by specific communities of practice (e.g.
FIRST, Meridian, GFCE, the Paris Call) are emerging as alternatives to state-led efforts® and the
role of civil society organisations as watchdogs in cyberspace is growing in importance.

A clearly defined vision for a global engagement on cyber-related issues is a precondition for achieving
progress towards a peaceful and secure cyberspace. It also requires a roadmap which outlines the steps
of such a process, including by setting the goal, designing a strategy towards achieving it,
engaging others in the execution of the strategy to multiply the EU’s voice, (4) showing why the goal is
worth pursuing, and (5) demonstrating possible actions to convince others.

1. Make a resilient, rights- and rules-based cyberspace a clear and non-
negotiable goal.

Despite its limited timeframe and prescribed mandate, the UNGGE sets the agenda for international
cyber-related dialogues. Mindful of this role, the UNGGE Chair and members should actively participate
in and follow other global discussions with the aim of promoting a resilient, rights- and rules-based
international order in cyberspace. It is critical for the new UNGGE to recognise that the landscape of
cyber initiatives and actors has significantly evolved over the past five years: the conversation now
includes civil society organisations, research institutes and the private sector, and accordingly requires
more intensive engagement with other stakeholders. Issues not dealt with by the UNGGE should be
addressed in other international and regional venues and platforms. In addition, rather than centralising
the discussion within the UN, the UNGGE should support a decentralised two-way approach for
information gathering, exchanges and debates that is more inclusive and better reflects regional
decision-making processes. The consensus-making processes within regional bodies (e.g. EU, ARF, OAS,
OSCE and AU) have already resulted in the emergence of a culture of cooperation which could feed into
global debates, albeit tailored to unique regional needs. Furthermore, there are several other state and
non-state actor-led platforms that could add value to the ongoing conversations. Initiatives such as the
Global Forum on Cyber Expertise, the Internet Governance Forum, the Global Commission on Stability
in Cyberspace and the RightsCon Summits bring together different policy communities, all of which
have a stake in a free, open, peaceful and secure cyberspace. Adopting a decentralised approach and
including additional voices generates a greater ownership of the processes and reinvigorates existing
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capacities. This approach does, however, require a clear communication strategy to manage the
expectations of all stakeholders.

2. Clearly define the EU’s approach to steering the change.

Working towards a resilient digital society grounded in a rights- and rules-based international order
requires responsible behaviour in cyberspace by both state and non-state actors. Such behaviour
materialises by promoting concrete standards and upholding the rule of law through multilateral
processes, national strategies and laws.® As the EU engages in the UN-led processes’, it should not
neglect the ongoing efforts in other regional and international organisations. At the same time, the EU
and its member states need to demonstrate how cooperation through the UN contributes towards
building a resilient, rights- and rules-based order in cyberspace. Simply rejecting the ideas proposed by
others — however justified — may not be enough to convince the EU’s partners. For instance, the
negotiations of a new international instrument that addresses the problem of states’ compliance with
agreed norms would almost certainly fail as they require the existence of verification tools and a basic
level of trust among states. In the current international environment, this precondition is not met and
the EU (with like-minded partners) is right to question the validity of such approach. But they also need
to propose a more realistic alternative that could unite both sides — including within the UNGGE and
OEWG. One approach could be to invest more resources in mechanisms that address the root causes
of mistrust, including the implementation of Confidence Building Measures, as well as strengthening
the capacity of individual states to engage in global debates about peace and security in cyberspace,
including by fully assuming and further exploring their rights and obligations stemming from
international law.

3. Accept that cybersecurity is a shared responsibility and therefore non-state
stakeholders need to be part of the process.

While governments retain exclusive control over the UN-led processes, the decisions taken in those
venues have broad implications for the work of other communities (e.g. first responders, law
enforcement agencies, etc.). Therefore, in order to ensure that norms developed as part of the UN
processes are sufficiently robust, states need to engage with other stakeholders in an open dialogue
about expectations and responsibilities. Expanding the conversation would also contribute to
strengthening cyber diplomacy, in particular through stimulating discussions with national lawmakers
and other actors participating in the law-making process. Civil society, the private sector and technical
communities can also help to promote and tailor certain EU positions in other parts of the world and
consequently bolster EU leadership. This does not mean that non-state actors should neglect their
traditional functions in national and international policymaking (e.g. as agenda-setters, watchdogs,
implementors, etc.) or abandon their objectives within the existing specialised channels (e.g. academic
conferences, civil society platforms). Just as states should ensure equitable participation and
representation from all regions, so too should civil society organisations and the private sector facilitate,
support and provide space for the participation of peers from other regions.

4. Better communicate the value of the EU's normative agenda.

The commitment to human rights and multilateralism form the pillars of the EU’s normative agenda. Yet
in the complex and multifaceted world of global governance, they may be perceived as paternalistic
and tools of domination rather than democratisation. As this sentiment can be (and is) instrumentalised
by actors who resist the EU's freedom-based agenda, the EU’'s message and modes of engagement
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need to be adjusted. One way to do this is through an acknowledgment that not all issues linked to
internet are a matter of national security: the debate on insecurity and vulnerability of internet
infrastructure as a threat to national security should be systematically disassociated from the discussion
about information security as a national security issue. The EU’s normative discourse on rights- and
rules-based international order in cyberspace needs to be more firmly centred around the priority of
human security, safety and prosperity, in line with the Sustainable Development Goals. Such a focus will
respond to the agenda of those countries that need to reconcile cybersecurity objectives with other
more urgent needs (e.g. access to clean water, education, poverty, social exclusion, etc.).

5. Lead by example. Present an ambitious set of quiding principles supported
by concrete actions.

The EU’s approaches to network information security or data protection are but some of many possible
approaches that need to be tailored to regional and national realities. To facilitate this, the EU needs to
better communicate and explain the normative underpinnings of its policy choices and demonstrate the
expected and achieved benefits. The EU’s policies and laws emerge through a collaborative process that
is derived from the national experience of individual member states. As such, they exemplify ‘bottom-
up’ norms entrepreneurship where EU good practices are considered useful rather than as an attempt
by the Union to push its agenda on others. To exemplify, explain and promote their experience and
success stories, but also to learn from each other’s experience, EU member states are invited to clarify
their views on the issues of cybersecurity and introduce their solutions of cyber resilience in line with
the UN General Assembly resolutions 73/27 and 73/266. Member states should follow the example of
certain countries that have already provided clarification on their understanding of how the existing
international law in cyberspace. A normative pragmatic EU approach to cyberspace also calls for a ‘de-
securitisation’ of internet issues, including at the UN. This can be achieved through a greater
involvement of appropriate UN bodies and committees, in particular the Economic and Financial Affairs
(Second Committee), Social, Humanitarian and Cultural (Third Committee) and the Legal (Sixth
Committee).

The European Union is often criticised for inaction or insufficient follow through with its calls and
commitments. The EU’'s engagement on cyber-related issues is an example to the contrary. The EU has
built a systemic, comprehensive and functional framework for cyber resilience that supports its member
states and the partner countries in benefiting from ICTs to the fullest extent. With its global presence,
ambitious digital agenda, and ample instruments for its implementation, the EU can and should assume
its role as a forward-looking cyber player. At a moment when international rules and human rights are
being called into question, the EU should be clear about its normative commitments and principles: the
soft approach it sometimes adopts should not be mistaken for weakness.
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About EU CyberDirect

The EU Cyber Direct project supports EU cy-
ber diplomacy efforts and consequently contrib-
utes to the development of a secure, stable and
rules-based international order in cyberspace
through extensive dialogues with strategic part-
ner countries and regional/international organ-
isations. The EU Cyber Direct is funded by the
European Commission under the Partnership
Instrument, International Digital Cooperation
project: Trust and Security in Cyberspace.

RESEARCH IN FOCUS

is a series of research papers aimed at support-
ing the EU's cyber-related policies by providing
a timely and policy-relevant analysis.

This project is
funded by the

European Union.

/& CYBER
& DIRECT



