
DIGITAL DIALOGUE  

 

 

 China’s Digital Policies in Its New Era 
 

Rogier Creemers 
  

December 2022 

 



China’s Digital Policies in Its New Era 

1 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This publication has been produced in the context of the EU Cyber Direct – EU Cyber Diplomacy Initiative 
project with the financial assistance of the European Union. The contents of this document are the sole 
responsibility of the authors and can under no circumstances be regarded as reflecting the position of the 
European Union or any other institution. 
 
 
Implementing organisations: 
EU Institute for Security Studies 
Carnegie Endowment for International Peace 
Leiden University 
 
 
 
 
 
 
 
Funded by the European Union 
 
 



China’s Digital Policies in Its New Era 

2 
 

Contents 

Introduction ........................................................................................................................................... 3 

1. The shifting geopolitical position of China ..................................................................................... 5 

1.1. Internal policy changes 6 
1.2. The relationship with the US and the EU 7 

2. China’s changing digital landscape: new challenges, new questions ......................................... 11 

3. Reforming Chinese digital governance ......................................................................................... 15 
3.1 The institutional landscape 15 
3.2 Laws and regulations 17 
3.3 Cybersecurity 18 
3.3.1 Content control 19 
3.3.2 Data protection 20 
3.3.3 Critical information infrastructure (CII) and the multi-level protection system (MLPS) 23 
3.3.4 Cybersecurity review 24 
3.3.5 Cyber incident response 25 
3.3.6 Vulnerability disclosure 26 
3.4 Digital market governance 26 
3.4.1. Fintech 27 
3.4.2. Competition and antitrust 28 

4. International (dis)engagement ...................................................................................................... 29 
4.1 Fundamental Dialogue Principles 29 
4.2 The development of China’s positions on global cyber governance 30 
4.3 Response to the trade war and sanctions 34 
4.4 Participation in technical governance processes and standards 35 

5. Implications for EU–China relations on digital affairs.................................................................. 37 
About the author 40 
About EU Cyber Direct 37 
 
 

 

 

 

 

 

 



China’s Digital Policies in Its New Era 

3 
 

Introduction 
In February 2014, Xi Jinping announced the establishment of the Central Leading Group for 
Cybersecurity and Informatization, a new coordinating body centralising all digital policymaking. This 
marked the start of a new strategy to turn China into a ‘cyber power’ (wangluo qiangguo 网络强国), and 
signalled that digital affairs had become a matter of the highest political priority. 1 Previously, the policy 
and regulatory landscape for information technologies had been fragmented, a situation referred to 
with the Chinese proverb ‘nine dragons ruling the water’ (jiulong zhishui). 2 Multiple ministries each had 
separate responsibilities over – sometimes overlapping – fields of digital regulation, leading to turf 
battles between them, tensions in setting policy objectives and programmes, and the creation of barriers 
to effective governance. Content, for instance, was partly the responsibility of the traditional media 
regulators who saw the internet as a new channel for the distribution of content generated by 
newspapers, broadcast stations and other typical media outlets, and partly that of the public security 
bodies, whose primary task was to maintain social stability and prevent infringement of regulations. Yet 
neither of them proved up to the challenge of maintaining order in China’s raucous social media sphere, 
which became the arena for a torrent of political scandals and rumours in the run-up to the 18th Party 
Congress at which Xi Jinping took over the reins of power.  

The objective of this centralisation was to provide a new ‘top-level design’ (dingceng sheji) for an 
integrated digital policy that effectively combined the two objectives of cybersecurity and 
informatisation. In the Chinese context, cybersecurity has a different and far broader meaning than 
usually conceived in Western countries. Whereas the latter primarily focus on the confidentiality, 
integrity and availability of network systems and the data stored on them, China defines cybersecurity 
in a more functional way. Specifically, it prioritises the harm that might be inflicted through digitally 

enabled means on economic, political and social 
stability, affecting components ranging from 
ideological and cultural security to stock markets and 
cybercrime. Informatisation, on the other hand, 
addresses the introduction of information 
technologies into economic, social and political 
processes in order to enhance their functioning, 
promote development and sustain growth. In the 
words of Xi Jinping, these two priorities are ‘two 
wheels on the same vehicle, and two wings on the 
same body’. 3 In other words, ICTs are seen as critically 
important to continue to realise the Party’s 
development objectives, and their development thus 

must be accelerated. At the same time, increased connectivity means a growing vulnerability surface 
and thus new risks, and informatisation can only be successful if digital security can be guaranteed.  

By 2017, these basic tenets had been expanded into a fledgling body of policies that still form the 
nucleus of China’s digital policies today. Its most important components were strategies for national 

 
1 ‘Central leading group for internet security and informatization established’, China Copyright and Media, available at: 

https://chinacopyrightandmedia.wordpress.com/2014/03/01/central-leading-group-for-internet-security-and-
informatization-established/ 

2 Ting Luo and Lv Aofei, ‘“Nine dragons run the water”: Fragmented internet governance in China’, in Blayne Haggart, Natasha 
Tusikov and Jan Aart Scholte (eds), Power and Authority in Internet Governance (Routledge, 2021), 123–146. 

3 Xi Jinping, ‘Speech at the 2nd World Internet Conference Opening Ceremony’, China Copyright and Media, available at: 
https://chinacopyrightandmedia.wordpress.com/2015/12/16/speech-at-the-2nd-world-internet-conference-opening-
ceremony/ 
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cybersecurity 4 and international cyberspace cooperation, 5 the Cybersecurity Law, 6 and a five-year plan 
for informatisation. 7 Since then, a steady stream of further policy documents, legislation and regulation 
has emerged to realise their mandates and objectives. China now boasts laws for personal information 
protection and data security, and several new high-level plans have seen the light as part of the 14th 
Five-Year Planning cycle. 8 Internationally too, China has sought to play a greater role. In the UN, 
together with Russia, it initiated the establishment of the Open-Ended Working Group (OEWG) for 
information technology, which now has supplanted the earlier Group of Governmental Experts (GGE) 
process. It has also proposed several multilateral initiatives for digital governance, and raised the profile 
of digital questions in its bilateral digital diplomacy.  

Most importantly, the evolution of China’s digital policymaking has not happened in a vacuum, but is 
intimately intertwined with significant shifts in China’s domestic policy landscape, as well as its 
international environment. None of the recent major trends in Chinese policymaking are without a 
digital component, whether it is the search for new sources of economic growth, maintaining political 
stability and preventing unrest, or addressing emerging social concerns. Similarly, digital technology 
has been at the heart of growing tensions between China and the United States as well as, to a lesser 
degree, Europe. China’s aspirations for global technological leadership, the presence of Chinese tech 
companies in Western markets, China’s use of digitally enabled surveillance and censorship and its ever-
greater impact in the Global South have now become matters of considerable priority in Western 
capitals, and led to an ever more assertive stance against Beijing. In effect, digital technology has 
become so central to domestic and foreign policy considerations that any policy question is a digital 
policy question. 

This report will map and contextualise these developments, shedding greater light on their motivations, 
institutional embedding and extent of implementation. A first section will provide background 
information on China’s shifting domestic policy orientation, as well as the changes in its geopolitical 
outlook. The second will review the evolution of China’s digital landscape, discussing how the growth 
in connectivity, the increased sophistication of digital products and services, and the emergence of new 
concerns have stimulated and accompanied changes in digital planning. The third section offers a 
detailed overview of changes in key digital policy fields, including cybersecurity, data protection, fintech, 
content control, technical standards and platform governance. The fourth section turns to the 
international perspective, assessing how Beijing has pursued its stated goal of gaining greater 
diplomatic influence on the global stage. The last section explores the implications of China’s digital 
policy for EU–China engagement.  

4 ‘National Cyberspace Security Strategy’, China Copyright and Media, available at: 
https://chinacopyrightandmedia.wordpress.com/2016/12/27/national-cyberspace-security-strategy/ 

5 ‘International Strategy of Cooperation on Cyberspace’, China Copyright and Media, available at: 
https://chinacopyrightandmedia.wordpress.com/2017/03/01/international-strategy-of-cooperation-on-cyberspace/ 

6 ‘Translation: Cybersecurity Law of the People’s Republic of China (Effective June 1, 2017)’, DigiChina, available at: 
https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-june-1-2017/ 

7 ‘Thirteenth Five-Year Plan’, available at: http://www.gov.cn/zhengce/content/2016-12/27/content_5153411.htm 
8 ‘The Central Cyber Security and Informatization Commission issued the 14th Five-Year Plan for National Informatization’, 

available at: http://www.gov.cn/xinwen/2021-12/28/content_5664872.htm; ‘Notice of the National Development and Reform 
Commission on the issuance of the “14th Five-Year Plan for Promoting National Government Informatization” Development 
and Reform High-tech [2021] No. 1898’, available at: http://www.gov.cn/zhengce/zhengceku/2022-
01/06/content_5666746.htm; The State Council on printing and distribution Notice of the 14th Five-Year Plan for the 
Development of the Digital Economy Guo Fa [2021] No. 29, available at: http://www.gov.cn/zhengce/content/2022-
01/12/content_5667817.htm 
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1. The shifting geopolitical position of China 
In the past decade, China’s domestic politics has seen significant shifts. While China has continued to 
see relatively high growth rates, it has also started to run into the political, economic and social 
constraints of its previous development approach. This was based first on export-led manufacturing and 
secondly on significant investments in infrastructure, particularly after the 2008 crisis. In political terms, 
the Chinese Communist Party’s (CCP) leadership has sought to move away from what it perceived as a 
‘lost decade’ under Hu Jintao’s fragmented form of collective leadership, towards far greater 
centralisation with far more power vested in Xi Jinping as General Secretary. 

China’s society is facing new challenges. One significant example concerns birth rates, as China runs the 
risk of growing old before it can grow wealthy. The once heavy-handedly enforced one-child policy has 
been rapidly eased, and then completely abolished, but fertility rates did not increase. Faced with rising 
burdens of life, a significant number of Chinese young people are opting out of the educational and 
professional rat-race, preferring to ‘lie flat’. The Covid-19 pandemic continues to batter China’s 
economy, with major lockdowns in Shanghai and Beijing, and to increase social and political pressure. 

The digital world, including the ever-growing potential of digital technologies, as well as the structure 
of the digital economy and supply chains, constitutes both a key cause of and an essential solution to 
these problems. The conservative and paternalistic media control departments consider digital content 
as corrosive to culture and leading to gaming addictions. The rapid expansion of fintech applications 
has resulted in significant increases in private debt. Large-platform companies have been taken to task 
for anti-competitive behaviour, deemed to result in imbalances within the digital economy as well as in 
a decreased speed of technological innovation. At the same time, Beijing considers digital technology 
essential in raising growth numbers and improving government performance. Even after four decades 
of breakneck economic growth, China’s per-capita GDP is less than a third of the EU’s and less than a 
sixth of the US’s; 9 the leadership believes that the productivity and efficiency gains enabled by digital 
technologies, as well as the growing earning potential of ever more competent tech companies, will 
enable it to continue to close that gap. Remote applications for social services such as healthcare and 

education should remedy the brain drain from the 
countryside to the city and maintain political 
legitimacy, while growing surveillance capabilities are 
intended to forestall and manage potential unrest or 
instability.  

China’s growing stature and ambitious aspirations 
have, however, brought it on an increasing 
confrontational course with the Western world, most 
notably the US. Always beset by recriminations 
concerning Chinese compliance with international 
trade norms, respect for human rights and 

intellectual property theft on the one hand, and concerning US abuse of its hegemonic position on the 
other, the relationship sharply deteriorated during the Trump administration. Escalating mutual tariffs 
and US imposition of sanctions against Chinese tech companies signalled that Washington had come 
to see China as a strategic competitor, a view that has not significantly changed under President Biden. 
The repression of Uyghurs in Xinjiang and increasingly heavy-handed interference in Hong Kong gained 
considerable prominence in US foreign policy considerations, while the Taiwan question has received 
renewed attention in the wake of Russia’s invasion of Ukraine. With the EU, too, relations deteriorated, 
albeit later and somewhat less acrimoniously: geopolitical and national security considerations have less 
bearing here in comparison to the US–China bilateral. Even so, although Brussels and Beijing agreed to 

 
9 World Bank, ‘GDP per capita (current US$) – European Union, United States, China’, available at: 

https://data.worldbank.org/indicator/NY.GDP.PCAP.CD?locations=EU-US-CN 
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a Comprehensive Agreement on Investment, the subsequent imposition of mutual sanctions against 
Chinese and EU individuals and institutions, as well as tensions concerning the elevation of relations 
with Taiwan by Lithuania, has equally eroded bilateral trust, and weighed on progress in other common 
governance areas. Here, too, the Covid-19 pandemic has had a significant impact. The fact that the virus 
emanated from China, perceived attempts to cover up its origins, and subsequent assertive ‘wolf warrior’ 
diplomacy contributed to a drastic decline in popular perceptions of China across the developed 
world. 10  

1.1. Internal policy changes 
China’s digital policies cannot be understood outside of the broader shifts in ideological and political 
context in which they occurred. A critical theoretical point is that the CCP remains wedded to a particular 
Marxist understanding of historical progress, in which every historical stage is characterised by a 
‘primary contradiction’. Once this is resolved, a new primary contradiction will emerge for a new 
historical period.11 Since the late 1970s, the Party had followed Deng’s assertion that the focus should 
be on the contradiction between ‘the growing material and cultural needs of the people and the 
backwardness of production’. In other words, China should expand its economy. This period came to an 
end in 2017. At the 19th Party Congress, the ideological notion of ‘Xi Jinping Thought on Socialism with 
Chinese Characteristics for a New Era’ was enshrined in the CCP’s Constitution. This entailed that the 
‘primary contradiction’ was no longer the fact that China was poor and wanted to be rich, but that 
China’s development process now found itself at the juncture ‘between unbalanced and inadequate 
development and the people's ever-growing needs for a better life’. 12 Although this might seem, at first 
glance, an arcane matter of Party jargon, it signifies a significant shift in the CCP’s assessment of the 
status quo and the tasks ahead. Specifically, it codifies into Party doctrine, central to the coordination 
of the entire organisation, that growth at all costs would no longer be prioritised, but that the leadership 
would pursue a more balanced view of development, including matters such as environmental 
sustainability and social concerns. 13 

Over the subsequent years, this new governing approach has become visible in initiatives such as the 
fight to eradicate extreme poverty. Here, the Party had set itself a deadline: achieving ‘moderate 
prosperity’ by the year 2021, the 100th anniversary of the CCP’s foundation. 14 Victory in the anti-poverty 
campaign was duly declared, even if many problems remain, particularly in areas such as rural 
education. 15 Subsequently, the Chinese leadership began adopting ‘common prosperity’ as a new 
strategy to promote the growth of a new, ‘olive-shaped’ wealth distribution with small poor and rich 
classes, and a very large middle class. 16 The 14th Five-Year Plan, adopted in March 2021, was the first 
time this new policy line was translated into more specific policy objectives. Reflecting a change away 
from the previous development approach, it devoted far more attention to strengthening China’s own 
socio-economic foundation, and supporting technology and innovation. It identified new strategic 
emerging sectors including next‑generation information technology, biotechnology, new energy, new 

 
10 Pew Research Centre, ‘Negative Views of China Tied to Critical Views of Its Policies on Human Rights’, available at: 

https://www.pewresearch.org/global/2022/06/29/negative-views-of-china-tied-to-critical-views-of-its-policies-on-human-
rights/ 

11 Rogier Creemers, ‘Party ideology and Chinese law’, in Rogier Creemers and Susan Trevaskes, Law and the Party in China: 
Ideology and Organization (Cambridge University Press, 2020), 31–64. 

12 ‘Full text of resolution on amendment to CPC Constitution, available at: 
http://english.www.gov.cn/news/top_news/2017/10/24/content_281475919837140.htm 

13 Heike Holbig, Jean Christopher Mittelstaedt, Yevgen Sautin and Angela Stanzel, ‘China’s “New Era” with Xi Jinping 
characteristics’, available at: https://ecfr.eu/publication/chinas_new_era_with_xi_jinping_characteristics7243/ 

14 ‘Chapter 1: U.S.-China global competition’, available at: https://www.uscc.gov/sites/default/files/2021-
11/Chapter_1_Section_1--CCPs_Ambitions_and_Challenges_at_Its_Centennial.pdf 

15 ‘How Successful Was China’s Poverty Alleviation Drive?’, available at: https://thediplomat.com/2021/09/how-successful-was-
chinas-poverty-alleviation-drive/ 

16 Guoguang Wu, ‘China’s Common Prosperity Program: Causes, Challenges, and Implications’, available at: 
https://asiasociety.org/sites/default/files/2022-03/ASPI_ChinaCommonProsp_report_fin.pdf 

https://ecfr.eu/publication/chinas_new_era_with_xi_jinping_characteristics7243/
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materials, high‑end equipment, new‑energy vehicles, green and environmental protection technology, 
aeronautics and astronautics, and marine equipment. Digital technologies gained centre stage, shifting 
the previous Plan’s focus on connectivity and infrastructure to the general application of smart 
technologies in the economy, society and functioning of government.  

Yet at the same time, the 14th Five-Year Plan also reflected the leadership’s perceptions about the 
hardening of the international environment. Under the Obama administration, the focus of 
Washington’s foreign policy moved away from the Middle East, under the ‘pivot to Asia’, ostensibly to 
counter greater Chinese assertiveness in the region. China responded, initially, by calling for a ‘new type 
of great power relations’ in order to manage growing geopolitical tensions. 17 Yet domestically, concern 
about American intentions was rising, with information technology playing a particularly important role. 
The involvement of US companies, and the explicit or implicit support from Washington for regime 
change and political movements such as the Arab Spring and colour revolutions, increasingly convinced 
senior policymakers that it was only a matter of time until it was China’s turn. 18  

Initially, concerns focused on online content, as reflected in the infamous ‘Document 9’, which sought 
to mobilise the Party to defend the ideological sphere against the promotion of Western concepts such 
as constitutional democracies, universal values, civil society and neoliberalism.19 In the wake of the 
election of Donald Trump to the presidency of the US, senior Chinese policymakers started to refer to 
‘great changes unseen in a century’ occurring in the global order. On the one hand, this phrase reflected 
a belief that the US, and by extension the world order built on its hegemony, had now entered a period 
of terminal decline. This would create space for China to realise its own international ambitions and 
create a more amenable environment for its domestic rejuvenation. 20 On the other hand, it also foresees 
that while this process is ongoing, conflict becomes more likely as the US might lash out at an ascendant 
China. Trump’s trade war and sanctions against Chinese technology companies were, to observers in 
Beijing, a clear example of such attacks. While China faces a ‘period of strategic opportunity’, therefore, 
it must carefully manage the risks from abroad and recognise it is still behind in numerous areas, 
particularly in the digital field. The ‘overall national security concept’ lists no fewer than 11 kinds of 
security, including cultural and polar security, all of which must be protected. 21 The high prominence of 
security concerns at the 20th Party Congress, where Xi Jinping embarked on a third term in office and 
appointed trusted associates to practically all senior Party positions, further underscores the extent to 
which the Party seems to be battening down the hatches. 

 

1.2. The relationship with the US and the EU 
Over the past decade, the relationship between China and its primary global economic and 
technological counterparts, the US and the EU, has seen a near-continuous decline. While these tensions 
are fed by multiple factors, including China’s increasingly assertive position concerning Hong Kong and 
Taiwan, the Xinjiang camps and the Chinese role in the Covid-19 pandemic, technology lies at their core. 
From the US perspective, in which geopolitics plays a central role, China’s digital challenge contains 
several overlapping components. First, the authoritarian nature of the Chinese political regime, 

 
17 Jinghan Zeng (2016), ‘Constructing a “new type of great power relations”: The state of debate in China (1998–2014)’, British 

Journal of Politics and International Relations 18 (2). 
18 Titus C. Chen, ‘China’s reaction to the color revolutions: Adaptive authoritarianism in full swing’, Asian Perspective 34 (2) 

(2010), 5–51. 
19 ‘How Much Is a Hardline Party Directive Shaping China’s Current Political Climate?’, available at: 

https://www.chinafile.com/document-9-chinafile-translation 
20 ‘Featured Excerpt from The Long Game: China’s Grand Strategy to Displace American Order’, available at: 

https://www.prcleader.org/dashi 
21 Central Propaganda Department and Central National Security Commission Office, Zongti guojia Anquan guan xuexi gangyao 

(Study Outline of the Overall National Security Concept) (Xuexi Chubanshe, 2022). 
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increasingly buttressed by digital tools, contrasts sharply with the liberal values the US believes are 
crucial to the development of the global internet. Second, Washington has objected to intellectual 
property, industrial espionage and technology transfer policies in China since the 1990s, 22 and this 
matter has gained more urgency as China’s use of cyber-enabled means has greatly enhanced its 
capability to obtain valuable economic information. 23 Third, China’s increasing capabilities as a 
developer and supplier of digital goods and services have raised worries in Washington that China might 
export political values to the rest of the world.  

Washington’s prioritisation of digital affairs started under the Obama administration. Secretary of State 
Hillary Clinton announced the Internet Freedom Agenda as a clear response to Google’s leaving China, 
a decision taken after the Chinese government had demanded access to Gmail user data. In response, 
the Chinese government issued a White Paper that, for the first time, asserted that China had a sovereign 
right to regulate its own cyberspace. Wariness about the Party’s ability to maintain ideological 
dominance, most notably in the cultural realm, was growing too. In late 2011, Hu Jintao delivered a 
speech warning that ‘hostile foreign powers are intensifying strategies and plots to Westernize and 
divide our country, and the ideological and cultural sphere is the focus sphere in which they conduct 
long-term infiltration’. 24 The relationship further deteriorated in the wake of the Snowden revelations, 
as Chinese worries started to expand to include the vulnerabilities created by technological reliance on 
US products and, more broadly, the hegemonic role the US played in governing the global internet. The 
US, in contrast, became ever more vocal on economic espionage, often through cyber-enabled means, 
against American private companies, leading to the indictment of five People's Liberation Army (PLA) 
officers in May 2014. The matter became personal to US policymakers with the hacking of the Office of 
Personnel Management (OPM), attributed to China. Most damagingly, the OPM held copious 
information on all individuals with security clearances. Nonetheless, in the run-up to a state visit by Xi 
to Washington, the two sides came to an agreement to not ‘conduct or knowingly support’ intellectual 
property theft, 25 which led to a temporary decrease in reported Chinese hacking activities. 

The relationship took a sharp turn for the worse under the Trump administration. Only six months after 
taking office, the new president ordered a US Trade Representative investigation of Chinese economic 
processes, which resulted in a highly critical report on Chinese economic policy, with technology transfer 
as an area of particular prominence. Not only did this lead to escalating rounds of tariffs from both 
sides, but it became increasingly clear that the administration saw itself as being embroiled in a new era 
of great power competition. 26 ‘Decoupling’ became a policy buzzword as the scale of policy pushback 
against China grew significantly, and reliance on Chinese manufacturing chains became politically 
salient. 27 Washington started to impose export control sanctions against Chinese businesses, starting 
with Huawei and ZTE, for the violation of sanctions against Iran. 28 Huawei executive Meng Wanzhou 
was arrested in Vancouver at the behest of US authorities, which spurred Beijing to detain two Canadian 
citizens, Michael Kovrig and Michael Spavor, in apparent retaliation. 29 Further sanctions were imposed 

 
22 Peter K. Yu, ‘Still dissatisfied after all these years: Intellectual property, post-WTO China, and the avoidable cycle of futility’, 

Georgia Journal of International & Comparative Law 34 (1) (2005), 143. 
23 For a detailed analysis of one hacking group, see ‘Who is APT41?’, available at: 

https://www.thewirechina.com/2022/07/31/who-is-apt41/ 
24 ‘Hu Jintao’s Article in Qiushi Magazine – translated’, China Copyright and Media, available at: 

https://chinacopyrightandmedia.wordpress.com/2012/01/04/hu-jintaos-article-in-qiushi-magazine-translated/ 
25 White House, ‘Fact Sheet: President Xi Jinping’s State Visit to the United States’, available at: 

https://obamawhitehouse.archives.gov/the-press-office/2015/09/25/fact-sheet-president-xi-jinpings-State-visit-united-
States 

26 ‘Remarks by Vice President Pence on the Administration’s Policy Toward China’, available at: 
https://trumpwhitehouse.archives.gov/briefings-statements/remarks-vice-president-pence-administrations-policy-toward-
china/ 

27 ‘U.S.–China Technological “Decoupling”: A Strategy and Policy Framework’, available at: 
https://carnegieendowment.org/2022/04/25/u.s.-china-technological-decoupling-strategy-and-policy-framework-pub-
86897 

28 Nigel Inkster (2019), ‘The Huawei Affair and China's technology ambitions’, Survival 61 (1), 105–111. 
29 Steven Arrigg Koh (2021), ‘The criminalization of foreign relations’, Fordham Law Review 90 (2), 737. 

https://chinacopyrightandmedia.wordpress.com/2012/01/04/hu-jintaos-article-in-qiushi-magazine-translated/
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against companies for their involvement in surveillance activities against Uyghurs in Xinjiang 30 by both 
the Trump and Biden administrations. Scrutiny of Chinese companies listed on US stock exchanges 
increased with the passing of the Holding Foreign Companies Accountable Act in 2020,31 which required 
them to declare that they are not owned or controlled by the Chinese government, and to meet specific 
corporate transparency standards. Moreover, the Trump administration prohibited US companies from 
transacting with Tencent and its WeChat Platform, and ordered ByteDance to sell TikTok to US interests.  

These two actions were first delayed in courts and then rescinded by the Biden administration.32 In most 
other respects, however, the new administration did not meaningfully change course, despite 
expectations in Beijing that matters right return to a previous status quo. On the contrary, in October 
2022 the Biden administration launched a new round of sanctions against the Chinese semiconductor 
industry that may effectively curtail its ability to develop towards globally leading levels of 
sophistication. They restrict the supply of equipment and tools to manufacturing facilities producing 
high-end processors and memory chips, and limit the ability of ‘US persons’ (nationals, green card 
holders, residents and businesses) to support the development or production of advanced 
semiconductors without a licence. 33 

China’s relationship with the EU, too, has come to suffer in recent years. Although the Beijing–Brussels 
axis does not have to contend with the same geopolitical and security questions affecting the US, 
European governments too have become increasingly concerned about topics such as Xinjiang, Hong 
Kong and other value-laden political issues. Popular perceptions about China declined heavily during 
the Covid-19 pandemic, particularly in the light of Chinese ‘wolf warrior’ diplomacy34. Although a 
Comprehensive Agreement on Investment (CAI) was concluded under Germany’s presidency of the EU 
Council, the two sides imposed mutual sanctions mere months later. Europe’s sanctions targeted high 
officials in Xinjiang, as well as the Xinjiang Production-Construction Corps. China, in retaliation, 
prohibited several European politicians and researchers from entry, as well as employees of the Berlin-
based Mercator Institute for Chinese Studies. 35 Later that year, China’s aggressive response to 
Lithuania’s upgrading of trade relationship with Taiwan led to the EU’s development of a toolkit of anti-
coercion measures. 36  

 

 

 

 
30 ‘Addition of Certain Entities to the Entity List; Revision of Existing Entries on the Entity List’, Federal Register, available at: 

https://www.federalregister.gov/documents/2020/07/22/2020-15827/addition-of-certain-entities-to-the-entity-list-revision-
of-existing-entries-on-the-entity-list; U.S. Department of Commerce, ‘Commerce Department Adds 34 Entities to the Entity 
List to Target Enablers of China’s Human Rights Abuses and Military Modernization, and Unauthorized Iranian and Russian 
Procurement’, available at: https://www.commerce.gov/news/press-releases/2021/07/commerce-department-adds-34-
entities-entity-list-target-enablers-chinas 

31 S.945 - Holding Foreign Companies Accountable Act, available at: https://www.congress.gov/bill/116th-congress/senate-
bill/945/text 

32 ‘TikTok, WeChat, and Biden’s New Executive Order: What You Need to Know’, available at: 
https://www.lawfareblog.com/tiktok-wechat-and-bidens-new-executive-order-what-you-need-know 

33 ‘Commerce Implements New Export Controls on Advanced Computing and Semiconductor Manufacturing Items to the 
People’s Republic of China (PRC)’, available at: https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-
releases/3158-2022-10-07-bis-press-release-advanced-computing-and-semiconductor-manufacturing-controls-final/file 

34 Laura Silver, Kat Devlin and Christine Huang, ‘Unfavorable Views of China Reach Historic Highs in Many Countries’, Pew 
Research Centre, available at: https://www.pewresearch.org/global/2020/10/06/unfavorable-views-of-china-reach-historic-
highs-in-many-countries/ 

35 ‘China sanctions EU officials over Uyghur row’, available at: https://www.dw.com/en/china-sanctions-eu-officials-in-response-
to-uyghur-row/a-56948924 

36 Emily Benson, ‘What Are the Trade Contours of the European Union’s Anti-coercion Instrument?’ available at: 
https://www.csis.org/analysis/what-are-trade-contours-european-unions-anti-coercion-instrument 
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Figure 1. Timeline of key tensions37 
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A further blow to the relationship came with China’s ostensible diplomatic support for, or at least failure 
to condemn, Russia’s invasion of Ukraine. Brussels’ foreign policy head Josep Borrell described a 
subsequent summit as a ‘dialogue of the deaf’. 38 These overall growing tensions also translated into the 
digital sphere, particularly in the form of rapidly growing mistrust of Chinese tech companies. As a result, 
several European countries have imposed limits or bans to the presence of Huawei in 5G networks, 39 
while surveillance camera manufacturer Hikvision has also come under greater scrutiny. 40 

The US and, somewhat later, the EU have also shown increasing concern about China’s growing 
ambitions to internationalise its tech sector, most notably through the Belt and Road Initiative (BRI). In 
October 2020, the US launched the ‘Clean Network’ initiative, a comprehensive programme to counter 
Chinese influence in connectivity infrastructure, online apps and services, and cloud computing. 41 The 
Biden administration has somewhat distanced itself from the name of this initiative, which can be 
considered racist, but has largely continued its substance. 42 The Biden administration also launched the 
‘Build Back Better World’ programme, later adopted by the G7, as a counterweight to the BRI. 43 Europe’s 
global infrastructure investment scheme Global Gateway is, although not mentioning China by name, 
often seen as a further effort to provide alternatives to BRI.44  

 

2. China’s changing digital landscape: new challenges, new questions 
Both the domestic and foreign political contexts have drastically altered the parameters for Chinese 
technology policy, and a further driver of this dynamic process is China’s rapidly growing technological 
capability and connectedness. Not very long ago, China was perceived as a relative minnow in 
technology development, constrained to mere copycat status by both its Confucian heritage and the 
lack of freedom in its political system. As recently as 2014, Harvard Business Review published articles 
with titles as ‘Why China Can’t Innovate’. 45 Now, in contrast, China has become a leader in a range of 
technological fields, from consumer-level areas to infrastructure and scientific research. Online payment 
adoption far outstrips even developed Western countries, Huawei has made significant contributions to 
5G development, and Chinese scientists have achieved breakthroughs in quantum computing. These 
advances are, to a significant degree, the consequence of China’s ever greater global integration. 
Although the Great Firewall (GFW) perhaps separates online content and services, Chinese companies 
have become profoundly intertwined with global manufacturing and supply chains as well as global 
markets. They have also become highly reliant on global capital flows, facilitated through legally dubious 
‘variable interest entity’ (VIE) constructions that enabled them to list on US stock exchanges. However, 
it must equally be recognised that part of this success is due to decades of consistent and evolving 

 
38 Paul Haenle and Philippe le Corre, ‘Russia’s Invasion of Ukraine Has Jeopardized the China–EU Relationship’, available at: 

https://carnegieendowment.org/2022/05/10/russia-s-invasion-of-ukraine-has-jeopardized-china-eu-relationship-pub-
87107 

39 Annabel Murphy and Jack Parrock, ‘Huawei 5G: European countries playing “politics” with network bans, Chinese company 
says’, available at: https://www.euronews.com/next/2021/07/28/huawei-eyes-a-place-within-europe-s-digital-future-
despite-5g-bans-in-some-countries 

40 Liv Klingert, ‘China’s cameras face fresh scrutiny in Europe’, available at: https://www.politico.eu/article/hikvision-china-
surveillance-chinese-tech-europe/ 

41 David P. Fidler, ‘The Clean Network Program: Digital Age Echoes of the “Long Telegram”?’, available at: 
https://www.cfr.org/blog/clean-network-program-digital-age-echoes-long-telegram 

42 ‘2022 Nobel Prize Nominee Keith Krach and Biden “Asia Chief” Kurt Campbell Deliver Briefing on Building Alliances with the 
“Trust Principle”’, Bloomberg, available at: https://www.bloomberg.com/press-releases/2022-04-07/2022-nobel-prize-
nominee-keith-krach-and-biden-asia-chief-kurt-campbell-deliver-briefing-on-building-alliances-with-the 

43 Steve Holland and Guy Faulconbridge, ‘G7 rivals China with grand infrastructure plan’, Reuters, available at: 
https://www.reuters.com/world/g7-counter-chinas-belt-road-with-infrastructure-project-senior-us-official-2021-06-12/ 

44 Frederick Kliem, ‘Europe’s Global Gateway: Complementing or Competing With BRI?’, The Diplomat, available at: 
https://thediplomat.com/2021/12/europes-global-gateway-complementing-or-competing-with-bri/ 

45 Regina M. Abrami, William C. Kirby, and F. Warren McFarlan, ‘Why China Can’t Innovate’, Harvard Business Review, available at: 
https://hbr.org/2014/03/why-china-cant-innovate 
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industrial policy from Beijing, aimed at enhancing scientific and technological capabilities, as well as the 
development of strategic sectors.  

Parallel to these developments, Beijing also ramped up investment and policy support in a bid to 
enhance technological self-sufficiency. In what Barry Naughton calls ‘grand steerage’, 46 central and local 
governments started taking a more dirigiste stance vis-à-vis strategic emerging industries. They created 
new funding streams, for instance through the creation of Governmental Guidance Funds and the 
establishment of the STAR board on the Shanghai Stock Exchange. Incubation centres, industry parks 
and new research institutions were funded, and universities gained support in establishing new, digitally 
oriented curricula. Many of these developments have been wasteful and inefficient: much money to 
develop semiconductors, for instance, has gone to firms with no demonstrable previous experience or 
track record in this highly specialised field of technology. Yet in other fields, such as quantum 
computing, China has made significant advances. More broadly, Chinese companies are increasingly 
present in international standard-setting bodies and on global markets. Diplomatically, China has 
invested significantly in the BRI, which contains significant digital components. This increasing capability 
and international influence has fuelled concern in the US and the EU about China’s role in the digital 
realm.  

Figure 2. 5G subscriptions in China47 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
46 Barry Naughton, ‘Grand steerage’, in Thomas Fingar and Jean C. Oi (eds), Fateful. Decisions: Choices That Will Shape China’s 

Future (Stanford University Press, 2020). 
47 Source: author 
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Yet at the same time, the growing informatisation of Chinese society has introduced new vulnerabilities 
and threats, particularly as tensions with the US are worsening. In 2003, Chinese technology bureaucrats 
had already recognised that reliance on foreign telecommunications infrastructure created 
vulnerabilities and dependencies, 48 and this concern has metastasised to include the entire technology 
stack. Many of these concerns emerged in response to actions by US actors, both government and 
private companies. The term cybersovereignty, for instance, appeared for the first time in a White Paper 
responding to the US Free Internet Agenda, 49 and much of the cybersecurity strategy has been driven 
by the growing awareness of US hacking revealed by Edward Snowden, as well as the sense of 
vulnerability to foreign corporate decisions symbolised by a Microsoft decision to discontinue security 
support for Windows XP. This was the dominant operating system on Chinese computers at the time. 
In response to these developments, the Chinese government initiated the processes that would result 
in the new institutional architecture for cybersecurity and informatisation, as well as the publication of 
the Cybersecurity Law (CSL) and the cybersecurity strategy. More broadly, however, China also made 
institutional and policy moves in the realm of national security, establishing the National Security 
Council and publishing the National Security Law in 2015. Related legislation has been introduced on 
intelligence and counterespionage. 

But the Chinese leadership is facing domestic issues too. China is, of course, well known for its strict 
online content control, which largely serves to forestall political dissent and opposition. Less prominent 
has been the fact that it faced persistent security issues in the data field as well. A black market in 
personal data arose as corporate and government insiders started trading in personal information they 
had access to. 50 Nonetheless, although officials routinely claim that China is one of the largest victims 
of hacking, little information has been made public about these attacks and breaches. That changed in 
July 2022, with the leaking of a Shanghai police database allegedly containing records on around a 
billion individuals. Early reporting on this incident suggests this database was publicly accessible without 
a password.51 

As challenges in the digital field proliferate, both informatisation and cybersecurity are undergoing step 
changes in policy conceptualisation and prioritisation. Cybersecurity came first, with the publication of 
a national cybersecurity strategy 52 and CSL in 2016. This strategy provided the first elaborate description 
of Beijing’s vision on cybersecurity. In contrast to Western definitions that usually focus on intrusion and 
technical exploitation, China defined cybersecurity in a much more functional manner. Building on 
earlier ideas of information security, it identified several areas where harm might be inflicted through 
network intrusions, but also through the tactical use of information. These include political, economic, 
cultural and social security, as well as great power competition in cyberspace. In other words, where 
Western approaches to cybersecurity focus on the integrity of network systems themselves, the Chinese 
government intends to protect the integrity of its political architecture. 

 

 

 
48 ‘Opinions concerning Strengthening Information Security Protection Work’, China Copyright and Media, available at: 

https://chinacopyrightandmedia.wordpress.com/2003/09/07/opinions-concerning-strengthening-information-security-
protection-work/ 

49 ‘Full Text: White paper on the Internet in China’, China Daily, available at: https://www.chinadaily.com.cn/china/2010-
06/08/content_9950198.htm 

50 ‘Report Reveals Prevalence of Data Black Markets’, China Digital Times, available at: 
https://chinadigitaltimes.net/2017/01/southern-metropolis-daily-reveals-prevalence-data-black-markets-insider-data-theft/ 

51 Zack Whittaker and Carly Page, ‘A huge data leak of 1 billion records exposes China’s vast surveillance state’, available at: 
https://techcrunch.com/2022/07/07/china-leak-police-database/ 

52 ‘National Cyberspace Security Strategy’, China Digital Times, available at: 
https://chinacopyrightandmedia.wordpress.com/2016/12/27/national-cyberspace-security-strategy/ 
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Figure 3. Internet users data 53 

 

 

 

 

 

 

 

 

 

 

 

A shift in the perception of the overall digital economy came in the aftermath of the 19th Party Congress 
of 2017, which announced a shift from prioritising GDP to a more balanced model of ‘high-quality’ 
development. 54 Moreover, in 2020, the Central Committee identified data as an essential factor of 
production, 55 similar to land, capital and labour. The CCP remains Marxist, of course, and it is important 
for ideological coherence that such a designation is made. It also means that data would need to be 
regulated as other production factors are. It is no coincidence that the two core pieces of legislation for  

The new data protection regime came out the year after. Later that year, the 5th Plenum of the Central 
Committee signed off on the 14th Five-Year Plan, 56 the first one to incorporate the ideological changes 

 
53 Source: CNNIC Statistical Reports 
54 Quan Heng, ‘Navigating China’s Economic Development in the New Era: From High-Speed to High-Quality Growth’, World 

Scientific, available at: https://www.worldscientific.com/doi/10.1142/S2377740018500161 
55 ‘Outline of the People’s Republic of China 14th Five-Year Plan for National Economic and Social Development and Long-

Range Objectives for 2035’, available at: http://www.gov.cn/zhengce/2020-04/09/content_5500622.htm 
56 Ibid. 
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encompassed in the New Era concept. In its wake, more detailed plans for national informatisation, 57 
the digital economy,58 digital government, 59 the fintech industry 60 and the cybersecurity industry 61 were 
finished in 2021. 

This planning cycle embodies a central new policy precept for the development not just of the digital 
economy in the narrow sense, but of an overall digitised economy. This encompasses several 
components. First, China has increasingly eschewed the American model of digital economic 
development, led by giant, consumer-oriented companies with monopoly or oligopoly positions within 
their sectors, as well as the dominance of finance within this model. Instead, authorities intend to 
counter ‘the disorderly expansion of capital’, maintaining the financial sector in a supporting role rather 
than as a locus for capital accumulation in its own right. Second, it emphasises the necessity of 
integrating digital technology into the real economy. Rather than a largely distinct sphere, digital 
technologies should be used comprehensively to raise efficiency and productivity in manufacturing and 
agriculture, as well as to enhance the functioning of government and the functioning of built 
environments, particularly in the cities. Third, the plan adopts an ecosystemic approach, in which the 
apex predators of the digital platform giants are supplemented with a growing layer of ‘little giants’, 
small and mid-size enterprises that are highly specialised in niche areas with the potential to grow into 
high-margin performers in sectors such as smart manufacturing, robotics and specialised software. Here, 
China seeks to emulate the Mittelstand companies that have buttressed Germany’s dominance in 
manufacturing and engineering. 

 

3. Reforming Chinese digital governance 
To realise its emerging digital strategy, the Chinese leadership has taken both institutional and 
regulatory steps. 

 

3.1  The institutional landscape 
As part of the cyber power strategy, and in order to alleviate the fragmentation of regulatory capabilities 
for the digital world, a comprehensive new institutional architecture was established in 2014. This can 
best be considered as a set of concentric circles. At the core is the Central Commission for Cybersecurity 
and Informatization (CCCI). 62 

 

 
57 ‘Translation: 14th Five-Year Plan for National Informatization – Dec. 2021’, DigiChina, available at: 

https://digichina.stanford.edu/work/translation-14th-five-year-plan-for-national-informatization-dec-2021/ 
58 The State Council on Printing and Distribution, ‘Notice of the 14th Five-Year Plan for the Development of the Digital 

Economy’, available at: http://www.gov.cn/zhengce/content/2022-01/12/content_5667817.htm 
59 ‘Notice of the National Development and Reform Commission on the issuance of the “14th Five-Year Plan for Promoting 

National Government Informatization” Development and Reform High-tech’, available at: 
http://www.gov.cn/zhengce/zhengceku/2022-01/06/content_5666746.htm 

60 ‘Full text of the Fintech Development Plan (2022–2025): Strictly clarify the boundaries of financial business’, available at: 
https://www.163.com/dy/article/GTL5SNMB0511QVBU.html 

61 ‘Solicit public comments on the Three-Year Action Plan for the High-Quality Development of the Cybersecurity Industry 
(2021–2023) (Draft for Comments)’, available at: 
https://www.miit.gov.cn/gzcy/yjzj/art/2021/art_34f89fff961b4862bf0c393532e2bf63.html 

62 The official translation for this body is ‘Central Cyberspace Affairs Commission’. This report adopts a more literal translation of 
the original Mandarin.  
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Bodies represented in the CCCI: 

> Cyberspace Administration of China (houses the CCCI’s office) 
> Central Policy Research Office  
> Central Propaganda Committee  
> Central Military Commission 
> Central Political–Legal Committee  
> Central Committee General Office  
> Central Secretariat 
> Ministry of Public Security 
> PLA General Staff 
> Ministry of Foreign Affairs 
> National Development and Reform Commission 
> Ministry of Education 
> Ministry of Science and Technology 
> Ministry of Finance 
> Ministry of Industry and Information Technology (MIIT) 
> Ministry of Culture 
> State Administration of Press, Publications, Radio, Film and Television 

 
This is a coordination body, chaired by Xi Jinping, which groups the heads of the major Party and state 
bodies involved in digital governance, as well as the military and the People’s Bank of China. The daily 
working office of this Commission is hosted by the Cyberspace Administration of China (CAC). This was 
founded in 2011 as part of the State Council Information Office and gained autonomy in 2013. Apart 
from supporting the Commission’s work, it has three other major roles. First, it has regulatory 
competences of its own, most notably in online content control, personal information protection and 
certain elements of cybersecurity work. Second, it has oversight over specialised technical and research 
bodies such as cybersecurity standards setter Technical Committee 260, the national domain name 
registry CNNIC and CNCERT/CC, China’s computer emergency response team. Third, it takes the lead in 
drafting policy plans including the 14th Five-Year Plan for National Informatization. The third tier 
consists of the individual ministries and regulatory authorities with specific responsibilities in digital 
policy, ranging from the People’s Bank of China in fintech to the Ministry of Foreign Affairs (MFA) in 
cyber-related diplomacy. More towards the edge of this constellation are intermediary bodies, a 
particular form of organisation characteristic to China’s political system. These are industry associations 
that work closely with state authorities, and serve as a transmission belt for information and consultation 
between government, expert communities and industry. Some of them, like the Internet Society of 
China, cover broad policy areas while others, like the China Cybersecurity Association, are more 
specialised. They also engage in international outreach with civil society initiatives such as the Internet 
Governance Forum. 

Central and local government bodies have also invested in new research and development centres. One 
particularly prominent example is the National Cybersecurity Centre in Wuhan.63 This centre combines 
institutions aimed at fostering entrepreneurs, research laboratories, and a National Cybersecurity 
School. The centre is slated to educate 2500 students per year at this school when it reaches maturity, 
and to provide short-term training to 6000 professionals per month. Most recently, the CAC has also 

 
63 Dakota Cary, ‘China’s National Cybersecurity Center: A Base for Military-Civil Fusion in the Cyber Domain’, available at: 

https://cset.georgetown.edu/publication/chinas-national-cybersecurity-center/ 

https://cset.georgetown.edu/publication/chinas-national-cybersecurity-center/
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decided to turn the World Internet Conference into an international organisation meant to promote 
China’s vision on global internet governance. 64 

Figure 4. Administrative bodies65 

 

 

 

 

 

 

 

 

3.2  Laws and regulations 
The past few years have seen a near-continuous flow of legislation and regulation in the digital space. 
To a significant degree, these form part of an iterative, often somewhat messy learning process. Part of 
this process stems from the novelty of the digital sphere and the regulatory challenges it raises, in a 
manner not necessarily different from the way US and EU legislators and regulators are just now starting 
to come to terms with the complexity of governing digital processes. Another part of it stems from the 
fact that the build-up of the Chinese legal system is still a work in progress: the Civil Code, for instance, 
was promulgated only in 2020. Lastly, in several areas, Chinese regulators have a greater appetite for 
intervention than their Western counterparts. Content control is the textbook example, but Chinese 
regulation is also more far-reaching in areas like cybersecurity regulation and the framework of the new 
Data Security Law. This means regulators have adopted an approach that can be described as relentless 
gradualism. Rules rarely emerge fully fledged and out of the blue; nor do sudden course changes occur. 
Instead, regulation tends to be closely coupled to policy, telegraphed in advance in Party media and 
expert journals, and moving in small steps. The Personal Information Protection Law, for instance, builds 
on a near-decade of evolution starting with a succinct, short Decision by the National People’s Congress 
in 2012.66 Similarly, the thorough regulatory rectification of the platform economy in 2021 was presaged 
by policy decisions tasking different ministries with new initiatives. 67 

 
64 Jiaxing Li, ‘China’s World Internet Conference goes “international” as Beijing seeks to promote its own vision of global 

cyberspace’, South China Morning Post, available at: https://www.scmp.com/tech/big-tech/article/3185151/chinas-world-
internet-conference-goes-international-beijing-seeks 

65 Source: author 
66 Rogier Creemers, ‘China’s Emerging Data Protection Framework’, available at: 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3964684 
67 ‘The General Office of the State Council on promoting the platform economy: Guiding opinions on regulating healthy 

development’, available at: https://www.gov.cn/zhengce/content/2019-08/08/content_5419761.htm 
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The Chinese digital regulatory framework is currently based around several main pillars: the 
Cybersecurity Law68, the E-Commerce Law 69, the Personal Information Protection Law70 and the Data 
Security Law 71. Further new or amended legislative frameworks bearing on the digital environment 
include the Anti-Monopoly Law72, the Anti-Unfair Competition Law73, the National Security Law74, and 
the Anti-Espionage Law 75. Very often, these core pieces of legislation provide little concrete guidance 
for implementation and compliance. Instead, they lay down fundamental principles and objectives, and 
create mandates for line ministries to fulfil. Subsequent detail then appears in ministerial regulations, 
essentially meaning that legislation is sometimes unenforceable for quite some time. Under the 
Cybersecurity Law, for instance, the multi-level protection system for network security is still based on 
regulations in force since 200776, and it is still unclear how it overlaps with another protection regime 
for critical information infrastructure. Technical standards too can be important sources of normative 
guidance: for quite some time, the unfortunately acronymed Personal Information Security 
Specification 77 was the most detailed document on data protection, and standardisation bodies such as 
TC260 and the State Standardization Commission have produced dozens of standards, many of which 
are binding, that companies now need to follow in their products and processes. 

The following section offers a brief overview of legislative and regulatory trends in important fields since 
the promulgation of the CSL in 2016. It first covers the different fields associated with the CSL. Second, 
it addresses reform of the digital economy within China. Third, it reviews how Chinese legislation has 
attempted to counter adversarial action from the outside world. 

 

3.3  Cybersecurity 
The first major legislative measure that the new cyber bureaucracy took was the drafting of the CSL, 
promulgated in the autumn of 2016. This law aims to realise the national cybersecurity strategy, 
published around the same time through the creation of mandates for regulatory authorities on content 
control; data protection; critical information infrastructure protection; cybersecurity review of products, 
services and businesses; and cyber emergency response. The CSL has now been officially in force for 
over five years, and more detail has emerged on several of these mandates. However, much of the detail 
remains to be filled in and enforcement practice is still emerging. Consequently, considerable 
uncertainty remains for affected businesses and organisations. Also, revision of the CSL is ongoing at 
the time of writing, most importantly to bring it in line with the DSL and PIPL issued more recently, with 

 
68 ‘Translation: Cybersecurity Law of the People’s Republic of China (Effective June 1, 2017)’, DigiChina, available at: 

https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-june-1-2017/ 
69 ‘E-Commerce Law of the People’s Republic of China (Adopted at the Fifth Session of the Standing Committee of the 13th 

National People’s Congress on August 31, 2018)’, available at: 
https://ipkey.eu/sites/default/files/documents/resources/PRC_E-Commerce_Law.pdf 

70 ‘Translation: Personal Information Protection Law of the People’s Republic of China – Effective Nov. 1, 2021’, available at: 
https://digichina.stanford.edu/work/translation-personal-information-protection-law-of-the-peoples-republic-of-china-
effective-nov-1-2021/ 

71 ‘Translation: Data Security Law of the People’s Republic of China (Effective Sept. 1, 2021)’, available at: 
https://digichina.stanford.edu/work/translation-data-security-law-of-the-peoples-republic-of-china/ 

72 ‘Anti-Monopoly Law (2022 Edition)’, China Law Translate, available at: https://www.chinalawtranslate.com/en/2015nsl/ 
73 ‘Anti-Unfair Competition Law of the People’s Republic of China (2019 Amendment) [Effective]’, available at: 

https://www.hongfanglaw.com/wp-content/uploads/2019/10/Anti-Unfair-Competition-Law-of-the-Peoples-Republic-of-
China-2019-AmendmentEnglish.pdf 

74 ‘National Security Law’, China Law Translate, available at: https://www.chinalawtranslate.com/en/2015nsl/ 
75 ‘Counter-espionage Law’, China Law Translate, available at: https://www.chinalawtranslate.com/en/anti-espionage/ 
76 ‘Management Rules for Multi-Level Protection of Information Security’, available at: 

https://chinacopyrightandmedia.wordpress.com/2007/06/22/management-rules-for-multi-level-protection-of-information-
security/ 

77 ‘Translation: China’s Personal Information Security Specification’, New America, available at: 
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/translation-chinas-personal-information-security-
specification/ 
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a particular focus on increasing levels of potential punishment, and providing greater enforcement 
powers to the CAC.78 

 

3.3.1  Content control 
Control of online content is the most mature mandate by far within the CSL framework. This is 
unsurprising: the Chinese leadership has prioritised information management for decades, and it plays 
a central role in the Chinese conception of national security and cybersecurity due to its clear link to 
regime integrity and political stability. Beijing faced no meaningful legal or political constraints when 
expanding its formidable content control machinery to include the internet. Since 2014, the CAC has 
been in overall charge of online content, and has published dozens of regulations on specific kinds of 
content and their related online services.  

These different regulations all share a similar approach, intended to outline the ‘dominant responsibility’ 
(zhuti zeren) 79 that platforms bear over the content they host. In other words, it is up to companies to 
bear the brunt of enforcing content regulations, including the deployment of sufficient and well-trained 
human resources, ensuring channels for reports and complaints, and effective internal management 
structures. Specific regulations contain more detailed information on the definition of harmful 
information, or how such information is used in business models. Algorithmic recommendation services, 
for instance, may not use unlawful keywords as labels to tag individuals. Companies should also have 
the capability to identify and remove any undesired information. Subsequently, regulations intend to 
create identifiability: in all consumer-oriented services, platforms must obtain and verify the real identity 
information of their users, so as to be able to connect any unlawful information to its poster, or to 
enable differential modes of treatment such as ‘youth modes’ for underage users. Another area is 
registration: for some online services, service providers must register with government bodies, or obtain 
specific licences. Also, the regulations intend to generate more transparency about the nature of content 
or services. AI-generated content, for instance, needs to be indicated as such. 

List of selected content-related regulations: 

> Search engines, https://chinacopyrightandmedia.wordpress.com/2016/06/25/internet-
information-search-services-management-regulations/ 

> Mobile apps, https://chinacopyrightandmedia.wordpress.com/2016/06/28/mobile-internet-
application-information-service-management-regulations/  

> Live streaming, https://chinacopyrightandmedia.wordpress.com/2016/11/04/4113/ 
> Forums, http://www.cac.gov.cn/2017-08/25/c_1121541921.htm 
> Posting and commenting functions, http://www.cac.gov.cn/2017-08/25/c_1121541842.htm 
> Public social media accounts, https://digichina.stanford.edu/work/internet-user-public-

account-information-service-management-regulations/ 
> Community information services, http://www.cac.gov.cn/2017-09/07/c_1121623889.htm 
> General online news services, https://digichina.stanford.edu/work/internet-news-

information-service-management-regulations/ 
> News content management personnel, https://digichina.stanford.edu/work/internet-news-

information-service-work-unit-content-management-staff-management-rules/ 

 
78 ‘Decision on the Revision of the “Cybersecurity Law of the People’s Republic of China” (Draft for Comments)’, available at: 

http://www.cac.gov.cn/2022-09/14/c_1664781649609823.htm?mc_cid=629990946a&mc_eid=ad7c94e0d8 
79 ‘Opinions on further consolidating the main responsibility of website platform information content management’, available at: 

http://www.gov.cn/zhengce/zhengceku/2021-09/16/content_5637727.htm 
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> New technologies and new applications in news content services, 
https://digichina.stanford.edu/work/security-assessment-and-management-regulations-
concerning-new-technologies-and-new-applications-in-internet-news-information-services/ 

> Microblogs, https://digichina.stanford.edu/work/microblog-information-service-
management-regulations/  

> Blockchain information services, https://digichina.stanford.edu/work/translation-blockchain-
information-service-management-regulations-2019/ 

> Live-streamed marketing, http://www.cac.gov.cn/2021-04/22/c_1620670982794847.htm 
> Financial information services, http://www.cac.gov.cn/2018-12/26/c_1123908386.htm 
> Religious information services, http://www.sara.gov.cn/bmgz/364755.jhtml 
> Algorithms, https://digichina.stanford.edu/work/translation-internet-information-service-

algorithmic-recommendation-management-provisions-effective-march-1-2022/ 
> AI-generated deep synthesis content, https://digichina.stanford.edu/work/translation-

internet-information-service-deep-synthesis-management-provisions-draft-for-comment-
jan-2022/ 

 

In order to achieve these substantive requirements, regulations usually require service providers to 
ensure adequate capabilities to conduct internal content review and respond to governmental demands 
or user reports. With this approach, regulators have sought to ensure that undesired content online is 
minimised, while the cost for content control is predominantly borne by businesses profiting from 
content dissemination. Regulators hold those companies responsible in clear cases of delinquency, for 
instance through regularly organised enforcement campaigns. 

 

3.3.2  Data protection80 

Where content control draws on decades of practical experience, the reverse is true for data protection. 
Until the 2010s, regulation in this realm was nearly completely absent. Only when the Chinese digital 
economy started taking off, and incidents related to data theft, illegal trading and telecommunications 
fraud rose rapidly in number, were steps taken towards the protection of personal information. In 2012, 
the National People’s Congress issued a first, basic document on the obligations on data holders in 
terms of obtaining consent from personal information subjects. 81 The Cybersecurity Law further detailed 
provisions on personal information protection, and created a second category for data to be protected: 
‘important data’. In both cases, however, few enforcement or compliance details were given; the 
definition of the term ‘important data’ itself was not given. 

This vagueness, combined with turf battles between CAC and the Ministry of Public Security (MPS) over 
regulatory responsibility led to substantial difficulties in implementation. For two years after the CSL 
took effect, the two entities drafted different regulation to provide greater detail and enforceable 
processes. Some of these regulations gradually expanded the CSL’s data-related mandates. For instance, 
CAC regulation on data export covered all ‘network operators’ instead of merely critical information 

 
80 For an expansive treatment on data protection regulation in China, see Rogier Creemers, ‘China’s Emerging Data Protection 

Framework’, available at: https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3964684 
81 ‘National People’s Congress Standing Committee Decision concerning Strengthening Network Information Protection’, China 

Copyright and Media, available at: https://chinacopyrightandmedia.wordpress.com/2012/12/28/national-peoples-congress-
standing-committee-decision-concerning-strengthening-network-information-protection/ 
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infrastructure operators as laid down in the CSL. 82 Another major question was how to define ‘important 
data’, and several regulatory drafts contained various suggestions. 83 However, none of these drafts was 
ever adopted. Instead, the decision was taken that the importance of data protection overall merited a 
dedicated legislative architecture. This consisted of two main pillars: the Personal Information Protection 
Law (PIPL) and the Data Security Law (DSL). These two laws were drafted in tandem, both being passed 
in the summer of 2021. 

Figure 5. Timeline indictments and export bans 84 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
82 ‘Circular of the State Internet Information Office on the Public Consultation on the Measures for the Assessment of Personal 
Information and Important Data Exit Security (Draft for Soliciting Opinions)’, China Copyright and Media, available at:  
https://chinacopyrightandmedia.wordpress.com/2017/04/11/circular-of-the-state-internet-information-office-on-the-public-

consultation-on-the-measures-for-the-assessment-of-personal-information-and-important-data-exit-security-draft-for-
soliciting-opinions/ 

83 ‘Critical Information Infrastructure Security Protection Regulations’, China Copyright and Media, available at: 
https://chinacopyrightandmedia.wordpress.com/2017/07/10/critical-information-infrastructure-security-protection-
regulations/ 

84 Source: author 
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The PIPL primarily focuses on preventing harm to individuals emanating from data identifying them. Far 
broader than the scope of the CSL, the PIPL85 covers all ‘data handlers’ instead of merely ‘online 
operators’. Even so, regulating online commerce remains the top priority for Chinese legislators. 
Tellingly, during the drafting process of the law, its initial focus on obvious forms of wrongdoing 
expanded to a clear intent to regulate the business models of large online platform companies, 
particularly in relation to their use of algorithms. The law requires, for instance, opt-out mechanisms for 
algorithmic services, and obliges platform companies to establish oversight bodies composed of 
external members. Where it comes to data collection and use by government, in contrast, the law 
contains wide exemptions for government bodies acting to fulfil their statutory duties and 
responsibilities.  

The DSL86, in contrast, aims to create a comprehensive framework to protect the public interest and 
national security from harm enabled by the abuse of any kind of data, personal or otherwise. To this 
end, it establishes a categorised and tiered data protection system, classifying data into ‘ordinary’, 
‘important’ and ‘core’ tiers on the basis of the impact resulting from their falsification, destruction, 
disclosure or illegal use. The DSL remains agnostic on how specific data should be categorised, passing 
this burden on to individual regulators. It also established three further mandates: for data security risk 
assessment, reporting, information sharing, monitoring and early warning; for emergency response; and 
for data security review. The DSL furthermore incorporates export controls for specific kinds of data and 

severely limits the provision of data to foreign and 
judicial law enforcement bodies. The DSL thus 
intends to strike a balance between furthering 
informatisation and developing the digital economy 
on the one hand, and recognising that this very 
process creates more vulnerability on the other. 
Moreover, it is unique in its scope and ambition, as 
no other major digital player has attempted similar 
legislative moves. This obviously creates considerable 
difficulties, as retrofitting the regulatory mandates 
into existing business models and operational 
practices may involve significant adaptation. The 

decentralisation of data classification to individual ministries will likely create overlaps and conflicts, and 
a considerable compliance burden on enterprises. The effect of the DSL in enhancing China’s 
cybersecurity readiness will thus significantly depend on implementing regulations that will likely take 
years to see full fruition.  

The promulgation of the PIPL and the DSL not only had direct legislative effect, but also seem to have 
reinvigorated regulators to propose implementing regulations. Specifically, CAC issued regulations on 
data export that, while mostly reiterating elements of an earlier draft from 2019, also contained new 
provisions requiring a CAC security review when exporting ordinary or sensitive data pertaining to 
100,000 and 10,000 individuals respectively. 87 This draft is also the first explicit mention in a regulatory 
text of the GFW, which is dubbed a ‘trans-border data security gateway’. The provision of circumvention 
or penetration tools aimed at the GFW is prohibited. Further draft regulations on general online data 
security expand this review requirement to companies holding similar amounts of data listing on foreign 
stock exchanges, a likely response to the Holding Foreign Companies Accountable Act and the trigger 
for the high-profile cybersecurity review of ride-hailing giant Didi Chuxing. Further regulations created 

 
85 See note 65. 
86 See note 66. 
87 CAC, ‘Shuju chujing anquan pinggu banfa [Outbound Data Transfer Security Assessment Measures (Draft for Comment)]’, 

translation available at: 
https://digichina.stanford.edu/work/translation-outbound-data-transfer-security-assessment-measures-draft-for-comment-oct-

2021/ 
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more specific regulatory detail for personal information protection in mobile apps, 88 including highly 
specific lists of indicative personal information necessary for typical app categories. 89 A sector-specific 
draft was published for data security in automobiles 90 and it must be expected that more are on their 
way.  

 

3.3.3  Critical information infrastructure (CII) and the multi-level protection 
system (MLPS) 
Confusingly, the CSL contained two mandates for the identification and protection of higher-priority 
networks: a new protection regime for CII as well as the incorporation of the previously existing MLPS. 
This possibly was for political reasons: the MPS had been in charge of MLPS for a decade, and the CAC 
also strove for some authority in this area. The result of this, however, was regulatory confusion, as both 
regulators would issue draft versions of intended regulations that were never adopted. As it stands, the 
MLPS is still governed by its original 2007 regulations, 91 which identify five security tiers, with increasing 
security protection, auditing and reporting requirements for higher-tiered network systems. Only a few 
technical standards issued by the State Administration of Market Regulation (SAMR) give an indication 
of the direction of its upgraded version (sometimes dubbed MLPS 2.0). 92 

Definitive rules on CII protection did come out, in July 2021. Here, the State Council attempted to 
reconcile the two rival systems by putting MPS in overall charge of CII protection, with CAC acting as a 
coordinator and hub for information sharing. These regulations define CII as networks and information 
systems in sectors such as public telecommunications and information services, energy, transportation, 
water, finance, public services, e-government, national defence science, technology and industry, whose 
‘destruction, loss of functionality, or data leakage may gravely harm national security, the national 
economy and people’s livelihood, or the public interest’. 93 CII operators are required to establish internal 
cybersecurity bodies, provide employee training and prepare for potential incidents. Cybersecurity 
personnel must be vetted by state security and public security departments. CII operators are only 
allowed to use products and services that have passed cybersecurity review (see below). Possibly 
reflecting lessons learned from the OPM hack, systems maintenance has to be carried out within China 
itself. In short, the CII regime intends to provide a comprehensive basis for stricter government oversight 
of important systems, as well as to remedy potential risks identified through early cybersecurity 
breaches at home and abroad.  

 
88 MIIT, ‘Yidong hulianwan yingyong chengxu geren xinxi baohu guanli zanxing guiding (zhenqiu yijian gao)’ [‘Provisional 

Mobile Internet Application Programme Personal Information Protection Management Regulations (Draft for Comment)]’, 
available at: 

http://www.cac.gov.cn/2021-04/26/c_1621018189707703.htm 
89 CAC, MIIT, MPS and SAMR, ‘Changjian leixing yidong hulianwang yingyong chengxu biyao geren xinxi fanwei guiding’ 

[‘Regulations on the Scope of Necessary Personal Information in Common Types of Mobile Internet Application 
Programmes’]. 

90 CAC, ‘Qiche shuju anquan guanli guogan guiding (zhengqiu yijian gao)’ [‘Several Provisions on the Management of 
Automobile Data Security (Draft for Comment)’], translation available at: 

https://digichina.stanford.edu/news/translation-several-provisions-management- auto-mobile-data-security-draft-comment 
91 MPS et al., ‘Xinxi anquan dengji baohu guanli banfa’ [‘Management Rules for Multi-Level Protection of Information Security’], 

available at: https://chinacopyrightandmedia.wordpress.com/2007/06/22/management-rules-for-multi-level-protection-of-
information-security/ 

92 KPMG, ‘MLPS 2.0: Insights and Strategies’, available at: https://assets.kpmg/con- tent/dam/kpmg/cn/pdf/en/2019/05/mlps-
insights-strategies.pdf; CSIS, ‘How Chinese Cybersecurity Standards Impact Doing Business In China’, available at: 
https://www.csis.org/analysis/how-chinese-cybersecurity-standards-impact-doing-business-china 

93 ‘Translation: Critical Information Infrastructure Security Protection Regulations (Effective Sept. 1, 2021)’, DigiChina, 
https://digichina.stanford.edu/work/translation-critical-information-infrastructure-security-protection-regulations-effective-
sept-1-2021/ 

https://assets.kpmg/con-%20tent/dam/kpmg/cn/pdf/en/2019/05/mlps-insights-strategies.pdf
https://assets.kpmg/con-%20tent/dam/kpmg/cn/pdf/en/2019/05/mlps-insights-strategies.pdf
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3.3.4  Cybersecurity review 
Originally, the cybersecurity review mandate focused on possible vulnerabilities in hardware and 
software products, in order to ensure that information security products were ‘secure and 
controllable’. 94 This term not only covered risks related to technical processes, outsourcing and supply 
chain interventions, but also hinted at the substitution of foreign technologies by domestic equivalents. 
Illustrating the prominence this took among regulators, CAC instituted a provisional review process for 
‘important network products and services’ used in national security-related networks even before the 
CSL had taken effect. 95 Cybersecurity review would not only test products themselves, but also assess 
the risk that products or services might be illegally controlled, interfered with or interrupted, or that 
their production might be tampered with. CAC also established a Cybersecurity Review Committee that 
would accredit third-party certification bodies to conduct actual inspections. A revised and expanded 
version of the 2017 regulations included data-related risks as a trigger for security review, and identified 
‘the security, openness, transparency, and diversity of sources of products and services; the reliability of 
supply channels, as well as the risk of supply disruptions due to political, diplomatic, and trade factors’ 96 
as a component for the review, clearly reflecting worsening tensions with the US. A draft version of this 
document had contained even stronger levels, referring to ‘situations in which product or service 
providers are funded, controlled, etc., by foreign governments’. 97 Supplementing this system, CAC has 
also created a dedicated certification system for critical network equipment, together with MIIT and 
MPS.98 

In addition to the cybersecurity review process for digital products and services, the CAC established a 
new Cybersecurity Review Office to scrutinise cybersecurity practices in companies. At the time of 
writing, this process has been activated twice. First, in July 2021, ride-hailing company Didi Chuxing, 
trucking and logistics platforms Huochebang and Yuanmanman, and online recruitment firm Boss 
Zhipin were put under investigation. In the case of Didi, this review was initiated after CAC had 
apparently instructed the company to delay its listing on the New York Stock Exchange. 99 It proceeded 
with its IPO nonetheless, raising US$4.4 billion. Boss Zhipin, too, had recently listed in the US, while the 
two trucking companies were planning an IPO in Hong Kong. The review of these companies took over 
a year, and resulted in a fine of 8 billion RMB imposed against Didi. 100 The company had also delisted 

 
94 For a more specific definition of this term, see CBRC (China Banking Regulatory Commission), NDRC, MoST (Ministry of 

Science and Technology) and MIIT, ‘Guanyu yingyong anquan kekong xinxi jishu jiaqiang yinhangye wangluo anquan he 
xinxihua jianshe de zhidao yijian’ [‘Guiding Opinions concerning Using Secure and Controllable Information Technology and 
Strengthening Cybersecurity and Informatization in the Banking Sector’], translation available at: 
https://chinacopyrightandmedia.wordpress.com/2014/09/03/guiding-opinions-concerning-using-secure-and-controllable-
infor- mation-technology-and-strengthening-cybersecurity-and-informatization-in-the-banking- sector/ 

95 CAC, ‘Wangluo chanpin he fuwu anquan shencha banfa’ [‘Interim Security Review Measures for Network Products and 
Services’], translation available at: https://chinacopyrightandme- dia.wordpress.com/2017/05/02/interim-security-review-
measures-for-network-products- and-services/ 

96 CAC et al., ‘Wangluo anquan shencha banfa’ [‘Cybersecurity Review Measures’], translation available at: 
https://digichina.stanford.edu/work/chinas-cybersecurity-reviews-eye-supply-chain- security-in-critical-industries-
translation/ 

97 CAC, ‘Wangluo anquan shencha banfa (zhengqiu yijian gao)’ [‘Cybersecurity Review Measures (Draft for Comments)’], 
translation available at: https://digichina.stanford.edu/work/chinas-cybersecurity-reviews-for-critical-systems-add-focus-on-
supply-chain-foreign-control-translation/ 

98 CAC, MIIT, MPS and CNCA (Certification and Accreditation Administration), ‘Wangluo guanjian shebei he wangluo anquan 
zhuanyong chanpin muli (diyipi)’ [‘Critical Network Equipment and Dedicated Cybersecurity Product Catalogue (First 
Batch)’], available at: http://www.cac.gov.cn/2017-06/09/c_1121113591.htm 

99 Lingling Wei and Keith Zhai, ‘Chinese Regulators Suggested Didi Delay Its U.S. IPO’, Wall Street Journal, available at: 
https://www.wsj.com/articles/chinese-regulators-suggested-didi-delay-its-u-s-ipo-11625510600?mod=hp_lead_pos2 

100 Keith Zhai and Liza Lin, ‘China Fines Ride-Hailing Giant Didi $1.2 Billion, Citing Cybersecurity Breaches’, Wall Street Journal, 
available at: https://www.wsj.com/articles/china-fines-ride-hailing-giant-didi-1-2-billion-citing-cybersecurity-breaches-
11658393088 
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from the New York Stock Exchange. The others were let off after having cooperated with CAC and 
implemented corrections to their business practices. 101 

In June 2022, the Cybersecurity Review Office announced a cybersecurity review of CNKI, China’s largest 
academic research database. The justification given for this is ‘preventing national security risks, 
maintaining national security and protecting the public interest’. 102 However, this announcement 
followed months of pressure on CNKI, which had come under fire for its usurious fees, and may also 
reflect increasing concerns about the easy availability of data and research on China to foreign 
analysts. 103 As such, the cybersecurity review process may be as much a political cudgel as a regulatory 
tool aimed at enhancing systems security. 

 

3.3.5  Cyber incident response 
While the CAC creates a mandate for cyber incident response, no dedicated implementing regulations 
have emerged in this area hitherto. Instead, incident prevention and mitigation measures concerning 
companies have been incorporated into regulations covering other CSL mandates. Data protection 
legislation, for instance, provides procedures to follow in case of data breaches. However, government 
departments have created mechanisms to monitor threads and respond to digitally enabled 
emergencies. Under the auspices of MIIT, CNCERT/CC, China’s computer emergency response team, 
operates a cybersecurity threat information sharing platform,104 and CAC has published a detailed 
incident response template for government departments to follow. This plan places incidents in different 
categories: malware, cyberattacks, equipment failures and natural disasters, but also information 
destruction incidents and information content security incidents. A National Cybersecurity Emergency 
Office, located with CAC, is in direct charge of coordinating emergency response. On a permanent basis, 
it monitors cybersecurity states, classifying risk states into blue, yellow, orange and red tiers, which 
require local government departments and line ministries to successively raise the state of alert of their 
response resources and personnel. Incidents themselves are also divided into four tiers, with 
differentiated levels of response at the central and local levels. 105 Thus far, there are no public reports 
about the functioning of this system, even after the Shanghai police breach. Instead, there has been 
increased scrutiny of government cloud systems and related security practices106. 

 

 

 

 
101 ‘China Allows BOSS Zhipin, Full Truck Alliance Apps to Resume User Registration’, Pandaily, available at: 

https://pandaily.com/china-allows-boss-zhipin-full-truck-alliance-apps-to-resume-user-registration/ 
102 ‘China launches cybersecurity review into online academic database to “prevent data security risks, safeguard natl security”’, 

Global Times, available at: https://www.globaltimes.cn/page/202206/1268948.shtml 
103 ‘CNKI’s Security Problem’, available at: https://chinamediaproject.org/2022/07/06/cnkis-security-problem/ 
104 MIIT, ‘Gonggong hulianwang wangluo anquan weixie jiance yu chuzhi banfa’ [‘Public Internet Cybersecurity Threat 

Monitoring and Mitigation Measures’], translation available at: https://digichina.stanford.edu/work/public-internet-
cybersecurity-threat-monitoring-and-mitigation-measures/ 

105 CAC, ‘Guojia wangluo anquan Shijian yingji yu’an’ [‘National Cybersecurity Incident Emergency Response Plan’], ‘Expert 
interpretation: promote the revision of cloud security standards, support the security assessment of cloud computing services 
under the new situation’, available at: http://wlaq.xjtu.edu.cn/info/1009/1013.htm 
106 ‘The Electronic Certification Office of the National E-Government Extranet Management Center organized and held an annual 

work seminar on security monitoring of some provincial and municipal extranets’, available at: 
http://www.sic.gov.cn/News/79/11594.htm?mc_cid=cc950b7489&mc_eid=ad7c94e0d8; ‘Expert interpretation: promote the 
revision of cloud security standards, support the security assessment of cloud computing services under the new situation’, 
available at: http://www.cac.gov.cn/2022-07/23/c_1660223286849643.htm?mc_cid=fcb84744a8&mc_eid=ad7c94e0d8 

http://wlaq.xjtu.edu.cn/info/1009/1013.htm
http://www.sic.gov.cn/News/79/11594.htm?mc_cid=cc950b7489&mc_eid=ad7c94e0d8
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3.3.6  Vulnerability disclosure 

 
Even though the CSL does not explicitly mention vulnerability reporting requirements, regulators have 
cited it to justify regulations for the management of vulnerability-related information. These address 
how vendors should respond to vulnerabilities when they are discovered, and how vulnerability 
information should be published. After several draft regulations that remained unadopted,107 CAC, MIIT 
and MPS jointly drafted regulations that obliged companies to establish interfaces for reporting 
vulnerabilities, and encouraged the setting up of bug bounty programmes. They also had to ensure 
prompt patches, and submit related information to MIIT’s National Security Threat and Vulnerability 
Information Sharing Platform. This would, in turn, register the vulnerability with the National Cyber and 
Information Security Information Notification Centre and the National Computer Network Emergency 
Technical Handling Coordination Centre. Network operators were obliged, when notified of 
vulnerabilities, to update or replace related products. Publication of vulnerability information was 
embargoed until a patch was issued, and subject to limitations in order to avoid further cybersecurity 
risks. Without MPS approval, no such publication was permitted at times of major national events. One 
significant question that does arrive from these regulations is the extent to which Chinese ministries 
and security services operate some form of vulnerabilities equities programmes, and communicate 
information about zero-day vulnerabilities to vendors or maintain them for use by security and 
intelligence services. Currently, no public information is available on such processes. 

 

3.4  Digital market governance 
The Chinese government had laid down basic tenets for the operation of the digital market in the 2018 
E-Commerce Law. 108 In this hitherto largely unregulated sphere, the law provided foundational guidance 
on matters including information disclosure to consumers and limitations on bundled sales. It also 
contained, for the first time, an obligation to provide opt-outs in cases of algorithmic content 
recommendation. Furthermore, as part of a broader package of regulation targeting the Chinese 
platform economy,109 market governance in the digital area took a significant step forward in 2021. In 
a series of moves not dissimilar to the EU’s Digital Markets and Services Acts, Chinese regulators issued 
far stricter regulations concerning online competition and consumer protection. Specifically, they have 
aimed to limit particular practices concerning consumer protection and competition, in order to better 
balance the relationship between platform companies on the one hand and users and on-platform 
merchants on the other. They also seek to minimise risk in the financial system, and to prevent ‘killer 
acquisitions’, where large incumbent companies acquire potential competitive challengers. 

 

 
107 MIIT, ‘Wangluo anquan loudong guanli guiding (zhenqiu yijian gao)’ [‘Provisions for Cybersecurity Vulnerabilities 
Management (Draft for Comment)’], translation available at: https://digichina.stanford.edu/work/translation-chinese-rules-for-
managing-cybersecurity-vulnerabilities-published-in-draft-form/; CAC, ‘Wangluo anquan weixie xinxi fabu guanli banfa 
(zhengqiu yijian gao)’ [‘Cybersecurity Threat Information Publication Management Measures (Draft for Comment)’], translation 
available at: https://digichina.stanford.edu/work/translation-chinas-cybersecurity-threat-information-publication-management-
measures-draft-for-comment/  
108 ‘E-Commerce Law of the People’s Republic of China’, available at: 

https://ipkey.eu/sites/default/files/documents/resources/PRC_E-Commerce_Law.pdf 
109 Rogier Creemers, ‘The Great Rectification of China’s Cyberspace’, available at: 

https://www.ispionline.it/en/pubblicazione/great-rectification-chinas-cyberspace-32962; Barry Naughton, ‘What’s Behind 
China’s Regulatory Storm’, Wall Street Journal, available at: https://www.wsj.com/articles/what-is-behind-china-regulatory-
storm-11638372662 

https://www.ispionline.it/en/pubblicazione/great-rectification-chinas-cyberspace-32962
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3.4.1.  Fintech 
China’s fintech industry has seen tremendous developments in recent years, benefiting considerably 
from the fact that the Chinese economy remained largely cash-based until very recently. Credit and 
debit bank cards systems were used very little, even for large transactions. As the large platform 
companies Alibaba and Tencent started to grow, however, their need for convenient tools to settle 
transactions was clear. Consequently, they launched payment platforms Alipay and Tenpay, which have 
joined the ranks of the world’s largest financial service providers. Alipay has over 1 billion users, 80 
million shops and 2000 financial institutions in China,110 with a transaction volume in excess of 100 
trillion RMB per year. 

Alibaba, in particular, developed its fintech operations beyond their initial purpose of facilitating e-
commerce operations, spinning them off in a newly established company, Ant Financial (later renamed 
Ant Group), in 2014. It significantly grew small-scale lending operations through its Huabei and Jiebei 
products, as well as asset management through the Yu’ebao money market fund. By the time the IPO 
was announced, these activities amounted to nearly two thirds of Ant’s revenues. However, in the eyes 
of regulators in Beijing, these activities also increased risk in the financial sector, as predatory lending 
practices saddled consumers with unsustainable debts. By the end of 2020, regulators had already shut 
down P2P lending activities, after a crisis in the sector left creditors hanging with hundreds of billions 
of RMB in unpaid debt111. Similarly, early pilot schemes for credit scoring programmes by fintech 
companies were not granted permanent licences. 112 

Yet more intervention was to come, with regulators mulling higher capital and leverage requirements 
for online lending, in line with existing requirements for traditional banking activities. Possibly in a bid 
to forestall these measures, Ant founder Jack Ma gave a controversial speech in which he criticised both 
regulators and traditional banks, asserting that fintech businesses were in a far better position to assess 
credit-related risks. Unwisely, he delivered these remarks at an event where Standing Committee 
member Wang Qishan had warned about credit risk build-up earlier the same day. 113 Subsequently, 
regulators required the suspension of Ant Financial’s upcoming IPO, as well as a restructuring of its 
activities. 114 

More broadly, Beijing has sought to limit what it has dubbed the ‘disorderly expansion of capital’. 115 
This focus on regulatory control has also extended to cryptocurrencies and virtual tokens. While Chinese 
banks had been banned from engaging in crypto transactions in 2013, China had become the largest 
bitcoin miner worldwide. 116 Yet in 2021, the leadership took successive measures that ended in a 

 
110 Chi Hung KWAN, ‘Tightening Regulation of Private Enterprises in China—Focusing on the Cases of Ant Group and Didi’, 

available at: https://www.rieti.go.jp/en/china/21092801.html#note3 
111 ‘China’s Peer-to-Peer Lending Purge Leaves $115 Billion in Losses’, available at: 

https://www.bloomberg.com/news/articles/2020-08-14/china-s-peer-to-peer-lending-purge-leaves-115-billion-in-losses; 
generally, see (Robin) Hui Huang and Christine Meng Lu Wang, ‘The Fall of Online P2P Lending in China: A Critique of the 
Central-Local Co-regulatory Regime’, Banking and Finance Law Review, available at: 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3869264 

112 ‘China cracks down on tech credit scoring’, Financial Times, available at: https://www.ft.com/content/f23e0cb2-07ec-11e8-
9650-9c0ad2d7c5b5 

113 Martin Chorzempa, The Cashless Revolution: China’s Reinvention of Money and the End of America’s Domination of Finance 
and Technology (Hachette, 2022). 

114 Yingzhi Yang and Fanny Potkin, ‘Ant, Alibaba plan for less intertwined future after China crackdown’, Reuters, available at: 
https://www.reuters.com/world/china/ant-alibaba-plan-less-intertwined-future-after-china-crackdown-2022-06-21/ 

115 ‘The Political Bureau of the CPC Central Committee held a meeting presided over by Xi Jinping’, available at: 
http://www.xinhuanet.com/politics/leaders/2020-12/11/c_1126850644.htm 

116 John Ruwitch and Pete Sweeney, ‘China bars banks from bitcoin’, available at: 
transactionshttps://www.reuters.com/article/us-china-bitcoin-idUSBRE9B407L20131205 

https://www.bloomberg.com/news/articles/2020-08-14/china-s-peer-to-peer-lending-purge-leaves-115-billion-in-losses


China’s Digital Policies in Its New Era 

28 
 

complete ban on crypto mining and use. 117 These measures were justified by both the environmental 
impact and the energy consumption of the underlying blockchain technology, as by the fact that these 
currencies are largely used for illegal transactions. 118 Similarly, although non-fungible tokens (NFTs) are 
very popular on Chinese online trading platforms, three state-directed finance industry associations 
have imposed strict self-disciplinary roles for the sector, requiring their members to separate NFTs and 
financial services, refrain from financing NFT purchases and verify identities of NFT buyers. 119 

 

3.4.2.  Competition and antitrust 
In the Wild West environment that characterised China’s platform economy for years, competition was 
largely cutthroat as opposed to well regulated. In their attempts to eke out any advantage over 
competitors, however slight, businesses would resort to tactics that imposed significant constraints and 
costs on users and third-party vendors, and harmed the interoperability of different platforms.120 Several 
of them engaged in cross-platform link blocking, for instance, disabling content from other platforms 

within their own applications and services. For 
example, links to Alibaba’s Taobao marketplace could 
not be opened from within competitor Tencent’s 
WeChat messaging app. Douyin, the Chinese version 
of TikTok, blocked third-party e-commerce links in its 
livestreams. Payment systems, too, would be 
incompatible, requiring individuals to take out 
multiple accounts. 

Another tactic was imposing exclusivity requirements 
on on-platform merchants, meaning they could not 
exploit inter-platform competition 121. Platforms 
engaged in practices called ‘big data ripoff’ (da shuju 
shashu), offering discriminatory prices in favour of 
new customers, at the expense of regular long-term 
users. They also collected vastly more data than 
necessary for their core activities, and rendered their 
products more difficult or impossible to use if users 

refused to provide it. A last phenomenon increasingly causing concern among regulators was the 
growth of ‘killer acquisitions’, whereby large companies would purchase start-ups with potentially 
competitive technologies or business models, forestalling competition and, in the eyes of Beijing, 
constraining innovation. 122  

Antitrust and competition thus became the second major component of the regulatory rectification in 
the digital economy. In February 2021, SAMR released guidelines on dealing with antitrust in the 
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platform sector, tackling a range of abuses. 123 This was followed in June 2022 by a revision of the Anti-
Monopoly Law, consolidating the guidelines’ provisions. Perhaps more importantly, competition 
authorities beefed up their enforcement capabilities. SAMR established an anti-competition bureau, and 
rapidly expanded its staffing. 124 It also launched a scheme to process outstanding anti-monopoly 
reviews more quickly, 125 and initiated pilots to cooperate with local tax bureaus to monitor unreported 
mergers and acquisitions (M&As). 126 SAMR also started issuing very significant fines. Alibaba received 
an 18 billion RMB fine for antitrust infractions, food delivery giant Meituan was fined 3.4 billion RMB,127 
and a series of administrative sanctions was imposed against other businesses. With six more 
regulations on the way, it is clear that the competition regime in the digital economy will remain a 
priority for Chinese regulators. 128 

 

4. International (dis)engagement 
As highlighted in the timeline above, the more recent cyber-related track 1.5 and track 2 dialogues have 
involved a mix of engagements among like-minded countries or between peer competitors. Most track 
dialogues involving ‘adversaries’ have petered out or have been put on hold for political reasons or due 
to the pandemic, and are taking off again. What follows is a discussion on the most important challenges 
relevant to such dialogues that have emerged from our discussions with interviewees: from core 
principles to mandate and political agency, entering into a track dialogue, determining whom to invite, 
funding and designing the process, managing expectations and unexpected problems, and knowing 
when to bring a dialogue to an end. 

 

4.1 Fundamental Dialogue Principles 
Although China’s digital policy is often discussed with a near-exclusive focus on the domestic, it must 
be recognised that Chinese digitisation has been an inherently global process from the start. Over time, 
despite the expansion of the GFW, the contact surface between China and the outside world has grown 
inexorably, as companies like Alibaba listed on American stock exchanges and China became the 
dominant digital hardware manufacturer, yet equally as China remains reliant on the outside world for 
its own technological needs. In that period, China’s attitude vis-à-vis the outside world shifted 
considerably. This is captured primarily in the greater assertiveness of Chinese diplomatic participation 
in digital discussions, but also in aspirations for Chinese companies to move up global value chains. The 
following sections will review how China has sought to engage with emerging global discussions on 
cyberspace, how it has used domestic policy to deal with the consequences of growing tensions with 
the US, and how it seeks to enhance the position of Chinese companies in global value chains. 
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4.2 The development of China’s positions on global cyber governance 
From relatively inauspicious beginnings, China’s participation in global digital processes has matured to 
a considerable degree. In earlier stages of digital diplomacy, China’s inexperience in this area was 
illustrated by the fact that it sent officials from the Ministry of Communications to participate in the first 
rounds of the UN GGE,129 ostensibly under the impression that it would discuss technical elements of 
cyber governance rather than the questions of state responsibility the GGE was set up to address. In 
2013, a new position of cyber affairs coordinator was established within the MFA’s Arms Control 
Department. The occupants of this post have, since then, become the public face of China’s cyber 
diplomacy, although they have operated increasingly in coordination with the CAC.  

In contrast to the profound shifts in Chinese domestic tech policy and regulation, however, Beijing’s 
diplomatic stance has evolved very slowly. In 2010, the White Paper on the Internet contained the first 
mention of the notion of cybersovereignty in the digital realm. In 2011 and again in 2015, China 
submitted proposals for a code of conduct for information security to the UN General Assembly, 
together with Russia and several other Shanghai Cooperation Organization (SCO) members. These 
called on states to respect sovereignty, limit ICT-enabled hostile activities, combat ICT-enabled criminal 
and terrorist activities, and give the UN a central role in formulating international norms. These points 
came back in an MFA official’s speech at the 2012 Budapest Conference on Cyberspace, which proposed 
five principles for international cooperation in cyberspace, of which sovereignty was the first. It also 
called for an appropriate balance in dealing with ‘illegal and irresponsible information rampant on the 
Internet’. 130 The 2015 version of the Code of Conduct furthermore added a new clause calling upon 
states with a ‘dominant position’ in ICT not to undermine other countries’ independent control of their 
information space, or to threaten their security. This latter point would come back strongly in China’s 
own national position. 

At the 2015 World Internet Conference, Xi Jinping built on this to outline ‘four principles and five 
positions’ for the global digital governance order, 131 which still form the core of China’s digital foreign 
policy today. These largely reiterated and expanded upon the Code of Conduct and earlier Chinese 
statements, including the infamous ‘Wuzhen Declaration’ that had been delivered under the door of 
attendees at the first World Internet Conference. 132 The speech also devoted greater attention to 
international cooperation in the digital economy, and underlined that China would pursue reform of the 
international cyberspace governance system in a more ‘fair and just’ manner, without ‘unilateralism and 
dominance of one or a few parties who gang up and have the last word’. 133 

A further step forward came in 2019, when China delivered a relatively elaborate submission to the UN 
Open-Ended Working Group on cyber issues. 134 It contained, for instance, six sections of proposed 
norms for state conduct, including the rejection of the use of ICT to undermine international peace and 
security, state sovereignty, critical infrastructure protection, data security, supply chain security and 
counter-terrorism. To a significant degree, these reflected rapid changes in the real world. For instance, 
in step with worsening tensions over Huawei and other Chinese companies, the document’s section on 
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supply chain security, building on elements of the 2015 Code of Conduct, stated that no state should 
exploit its dominant position in ICT to constrain other states’ autonomy, but also to require the 
installation of backdoors in ICT products. Foreshadowing later initiatives, the section on data security 
asserted that states should have regulatory power on data in the light of national security. Furthermore, 
the document also contained China’s first explicit statements on the application of international law in 
cyberspace, advocating for the peaceful settlement of disputes, prudence with regard to the law of 
armed conflicts, and the development of new international legal instruments for the digital realm.  

In September 2020, China’s Foreign Minister Wang Yi announced the ‘Global Initiative for Data Security’ 
(GIDS). Like previous proposals, this was squarely aimed at US policies, the most prominent of which at 
the time was the Clean Network initiative. Based on the three principles of multilateralism, secure 
development and fairness, the initiative contained eight proposals on data security, largely based on 
previous policies. In fact, with the exception of a proposal to refrain from obliging companies to store 
data from other countries in their home territory, the proposal contained nothing new. Also like earlier 
proposals, the initiative lacked detail on implementation and enforcement, monitoring and verification. 
Nonetheless, Chinese leaders have raised it in meetings including the China–Germany–EU leaders’ 
meeting in September 2020, the SCO Summit, the BRICS Summit and the G20.135 Some usual suspects, 
such as Russia, have expressed a degree of support, while China and the Arab League agreed on the 
basic tenets of the GIDS in concluding their China–Arab Data Security Cooperation Initiative. 136 In June 
2022, China and five Central Asian countries agreed to a data security cooperation initiative137 that 
similarly reflected basic tenets of GIDS. 

Such limited take-up is also evidenced in other, more specialised Chinese proposals. In 2017, for 
instance, Beijing sought to recruit partner countries for cooperation on the digital economy in light of 
the BRI. However, only six countries signed up: Laos, Saudi Arabia, Serbia, Thailand, Turkey and the 
UAE.138 In July 2022, it concluded a memorandum of understanding on cybersecurity cooperation with 
Thailand, aimed at supporting the development of the digital economy. 139 This latter development must 
be seen in the light of Thailand’s efforts to become a regional e-commerce and logistics hub, with 
Alibaba playing a significant role. 140 

China, usually working in conjunction with Russia, has been successful in several procedural matters. 
First, it backed an effort in the UN to replace the previous norms discussion process, the GGE, with an 
open-ended working group open to all UN members. Between 2019 and 2021, this OEWG and the GGE 
coexisted, but whereas the OEWG has been renewed until 2025, the GGE has not. 141 In other words, the 
current organisational arrangement for the discussion of state conduct in cyberspace is one that China 
favours and has co-initiated. Second, China has not joined the Budapest Convention on Cybercrime, 
instead pushing for negotiations on a separate cybercrime treaty. Negotiations started in the spring of 
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2022, with Russia providing a draft 142 that it announced was co-sponsored by China. 143 In line with both 
countries’ earlier statements, it expands the definition of cybercrime to include forms of political 
opposition and protest, and erodes human rights protection 

China’s stance in multilateral diplomatic contexts 
contrasts with the approach developed by the US and 
its like-minded partners, which has hitherto focused 
predominantly on cyber-related aspects of 
international conflict and the responsible conduct of 
states in international disputes more broadly. The 
Chinese government has, in order of importance, 
prioritised the survival and integrity of the CCP-led 
political order, and the realisation of its economic 
development goals. It has, thus far, not engaged with 
more detailed questions concerning, among others, 
the law of armed conflict and humanitarian law, 
holding this to constitute an unacceptable form of 
preparation for cyber conflict. Instead, it advocates 
the continued demilitarisation of the digital realm, 
including a complete prohibition on lethal 
autonomous weapons systems (LAWS). 144 Eschewing 
the notion of universal values constraining 

governments’ discretionary space of action, Beijing continues to advocate cybersovereignty as the 
organising principle for international cyber governance, leaving it up to national governments to 
regulate their national digital spaces as they see fit. 

Recent years have, however, seen the Chinese government move away slightly from this rejection of 
universal substantive norms: following the US sanctions against Huawei and other digital enterprises, it 
now includes a prohibition on intervention in supply chains in its diplomatic agenda. Furthermore, 
China’s stated rejection of digital arms contrasts with the continued buildout of digital forces under the 
Strategic Support Force, as well as the reported advances in cyber espionage capabilities, including in 
the economic realm. Recently, Western governments have issued the first public attribution of a major 
cyberattack to China, attributing the Microsoft Exchange hack to the state-sponsored advanced 
persistent threat actor Hafnium.145 

Whereas Western states, scholars and experts have devoted considerable efforts to developing detailed 
and sophisticated responses to complex legal questions, terminologies and norms, China’s approach is 
based on political principles that seek to alter what it perceives as a US-dominated hegemonic order. It 
has, for instance, not developed concrete doctrines for the attribution of cyberattacks. Instead, Beijing 
sees such steps as irresponsible, counterproductive and another manifestation of the double standards 
the West maintains against China. 146 Similarly, China’s diplomatic engagement has been light on details 
when it comes to specific mechanisms or institutions to monitor implementation of agreements 
reached. It also shapes the way in which China engages with institutional processes at different levels. 
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Within the UN, China’s primary objective is countering the hegemony of the US and its allies, largely 
through altering the terms of the debate. Under the heading of increasing ‘discursive power’ 
(huayuquan), Chinese diplomacy has sought to inject some of its own terminology and phraseology into 
international documents, in an attempt not only to attain incremental achievements somewhat more 
beneficial to China but also to reframe the overall conversation. 

At the bilateral level with Western states, most of Beijing’s efforts have focused on navigating precarious 
tensions between greater assertiveness and self-reliance on the one hand, and, on the other, 
maintaining the integrity of networks of economic and technological exchange that China continues to 
need for its own development. With developing countries, in contrast, Beijing has maintained a chiefly 
transactional approach, where technology is part of a broader agenda to ensure access to foreign 
markets and resources for the Chinese digital sector, as well as to gain diplomatic support in multilateral 
fora.  

China has attempted to explore the regional space between global governance and the bilateral level, 
but with decidedly mixed results. It is, of course, a founding member of the SCO, which fostered the 
2011 and 2015 Codes of Conduct, but the SCO has not made any significant moves in the cyber realm 
since then. As mentioned above, China’s attempt to establish a form of digital economic cooperation 
connected to the BRI was largely met with disinterest. Moreover, its participation in other regional 
initiatives also faces headwinds. In November 2021, Xi Jinping announced at the G20 Summit that China 
would seek to join the Digital Economic Partnership Agreement (DEPA), a new trade initiative launched 
by Singapore, New Zealand and Chile to facilitate cross-border integration in areas such as electronic 
payments, personal data protection, digital identities, online consumer protection, fintech and open 
government data. Following China’s application to join the Comprehensive and Progressive Agreement 
for Trans-Pacific Partnership in September 2021, and the coming into force of the Regional 
Comprehensive Economic Partnership on 1 January 2022, this signalled a third major move by Beijing 
to expand its international economic partnerships. 

In the words of the Ministry of Commerce, joining DEPA reflected China’s intention to ‘further deepen 
economic reform and its opening up to the world’. Even so, in diplomatic terms, China did not handle 
this move as well as it should have: the announcement was made at a forum where none of DEPA’s 
three initiators were present; neither were they previously consulted, 147 These countries are far smaller 
than China and may not relish the entry of the world’s second largest digital power, and one whose 
presence in the global digital sphere has become ever more contentious. Furthermore, there is a 
fundamental tension between notions of free market and free trade in the digital realm and China’s 
trajectory of relentlessly expanding state control. China’s restrictive data regime, for instance, contrasts 
considerably with DEPA’s objective to expand cross-border data flows. Beijing may well have intended 
to enter this new regime early in order to influence its norm-shaping process from the beginning, but 
under the current climate, it is difficult to see much room for such outcomes. 

To summarise, China’s cyber diplomacy has a mixed track record at best. It has not meaningfully shifted 
the needle in its direction in areas of technical internet governance or in political entities such as the 
UN, and it remains to be seen whether the cybercrime treaty negotiations deliver on China’s positions. 
The Chinese perception that Washington will stop at nothing to derail China’s development and subvert 
the regime has left little space for even a modicum of trust, let alone constructive collaboration towards 
the realisation of governance goals. At the same time, the securitisation and territorialisation of cyber-
related questions means that China’s central position in global supply chains has come under far closer 
scrutiny in the developed world, and the rise of Chinese companies has triggered significant security 
and competition concerns in Washington and like-minded capitals. China’s own increasingly assertive 
ambitions remain simultaneously transformative and undetailed, and it remains unclear what a digital 
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order in which they are realised would look like. Any assessment of the future trajectory of China’s role 
in global cyber processes is thus necessarily speculative to some degree.  

 

4.3  Response to the trade war and sanctions 
The trade war and successive US sanctions against Chinese technology companies have both already 
significantly harmed China’s technology ambitions and created future uncertainty. A Peking University 
report found China to be far more vulnerable than the US to increased decoupling, and that China’s 
ability to hurt US interests was far smaller than the reverse. Tellingly, this report was removed from 
public access within a few days of its publication in early 2022148.  

Consequently, despite increased verbal sabre-rattling, China’s response to the increasing rounds of US 
sanctions has remained relatively restrained. First, Beijing created an Unreliable Entity List system in 
2019, to punish companies that cease trading with Chinese counterparts for non-economic reasons. 
Such companies could be subject to market access restrictions, trade and investment limitations, and 
suspension of relevant business licences and regulatory permits. 149 Second, Beijing promulgated the 
Anti-Unfair Sanctions Law. This law, drafted and passed in near-complete secrecy, asserts that Beijing is 
entitled to retaliate against sanctions imposed on Chinese citizens or interfering with Chinese affairs 
that violate ‘international law and basic norms of international relations to contain or suppress our 
nation under any kind of pretext’. It authorises State Council ministries to target individuals and 
organisations that ‘directly or indirectly participate in the drafting, decision-making, or implementation’ 
of sanctions, as well as those individuals' spouses and close relatives, senior personnel in listed 
organisations, and organisations where listed individuals act as senior executives or participate in 
operations. Countermeasure decisions, which are final and cannot be appealed, may include visa denial 
or cancellation, deportation, seizure of real estate and other assets located in mainland China, and 
prohibiting transactions and cooperation with mainland Chinese individuals and entities. 150 Chinese 
individuals and organisations assisting in the implementation of foreign sanctions can be prosecuted, 
and they are obliged to implement retaliatory measures. A supplementary mechanism to address the 
impact of secondary sanctions on Chinese business activities was inaugurated in January 2021.151 
However, while this framework has been put in place to deter further Western sanctions, not a single 
related enforcement action has taken place thus far. 

Whereas the former laws are exclusively devoted to countering foreign sanctions, other legislation also 
includes several related provisions, most notably in the field of data. First, both the PIPL and the DSL 
contain extraterritorial assertions of jurisdiction, stating they apply to foreign data collection and 
handling activities under certain conditions. In response to US Government moves to force the sale of 
TikTok to an American conglomerate, the new Export Control Law, passed in 2020, included source 
codes and algorithms as controlled items. It also introduced a tripwire clause authorising retaliation 
against foreign governments abusing export control measures to harm China’s national security and 
economic interests. 152 Similar tripwires are present in the PIPL and the DSL. Standard contractual clauses 
issued by CAC for smaller players to export personal information in compliance with the PIPL require 

 
148 Shen Lu, ‘A report detailed the tech gap between China and the U.S. Then it disappeared’, available at: 

https://www.protocol.com/china/us-china-tech-decoupling 
149 ‘MOFCOM Order No. 4 of 2020 on Provisions on the Unreliable Entity List’, available at: 

http://english.mofcom.gov.cn/article/policyrelease/questions/202009/20200903002580.shtml 
150 Lei Shi, ‘China Introduces Anti-Foreign Sanctions Law’, available at: https://www.cliffordchance.com/briefings/2021/07/china-

introduces-anti-foreign-sanctions-law.html 
151 ‘China’s “Blocking Statute” – New Chinese Rules to Counter the Application of Extraterritorial Foreign Laws’, available at: 

https://www.gibsondunn.com/chinas-blocking-statute-new-chinese-rules-to-counter-the-application-of-extraterritorial-
foreign-laws/ 

152 ‘More changes to come: China consults on amendments to six antitrust guidelines’, available at: 
https://hsfnotes.com/crt/2022/06/28/more-changes-to-come-china-consults-on-amendments-to-six-antitrust-guidelines/ 



China’s Digital Policies in Its New Era 

35 
 

that the applicable law for dispute resolution is Chinese law.153 The PIPL and DSL also impose limitations 
on the provision of data to foreign judicial and law enforcement bodies, requiring explicit government 
approval, and the PIPL creates a blacklist system for foreign actors whose personal information-handling 
activities harm Chinese individuals’ rights or China’s national security. 

One final matter deserving mention is the increasing role of Chinese private actors in the sphere of 
attribution. Where foreign private firms issue attributions, Chinese officials often believe this to serve as 
a marketing tool as much as an effort to maintain cybersecurity. Furthermore, the acquiescence of 
Western governments to them has lead Chinese analysts to see private companies as being far more 

closely connected to government than they would 
publicly acknowledge.154 However, in recent times, 
Chinese companies have become more forthcoming 
in attribution. In February 2022, Pangu Labs, a 
subordinate of the large cybersecurity company Qi 
An Xin, issued a report on a hacking collective it called 
the ‘Equation Group’, and stated that it believes this 
to be affiliated with the US National Security Agency. 
Pangu had monitored the group for nearly a decade, 
and stated that it had affected 287 important targets 
in 45 countries. 155 This was the first time a Chinese 

actor publicly attributed a cyberattack to a US actor on the basis of a technical report. Previous 
attributions had relied on leaks of classified US information into the public domain. Furthermore, in 
September 2022, the government-affiliated China Virus Emergency Response Centre attributed a hack 
of the Northwestern Polytechnic University in Xi’an, a leading aerospace research institute, to the NSA’s 
Office of Tailored Access Operations. 156To be sure, this report falls short of the technical standards of 
expertise common in Western attributions, only exposing outdated malware that has been known to 
other hackers for quite some time. However, it does signal a meaningful shift away from China’s sceptical 
stance on attribution. Foreign counterparts will need to contend with an increasingly assertive Chinese 
approach that may, inter alia, try to provoke US partners into protest over their systems or networks 
possibly being used for attacks on China. 

 

4.4  Participation in technical governance processes and standards 
China’s relative latecomer status in digital technology meant that it has had little or no influence on the 
technical standards and related organisations for the internet. Moreover, for much of the 2000s, the 
Chinese government boycotted participation in the Internet Company for Assigned Names and 
Numbers (ICANN), which manages the Domain Name System (DNS), over the status of Taiwan. Around 
the time of the Snowden revelations, this became a considerable concern in Chinese policy circles. 
Numerous policy articles decried American control over core resources such as DNS root servers. This 
control could be used to deny or curtail Chinese connectivity, or erode Beijing’s control over online 
traffic. While some of these considerations were factually incorrect, they pushed Beijing to argue 
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forcefully in favour of transferring ICANN or its functions to the control of the UN and the International 
Telecommunications Union (ITU). 157 

In response to this pressure, ICANN has taken several measures to improve relationships with Chinese 
authorities. It opened its first Engagement Centre worldwide in Beijing at the ICANN46 meeting of 2013, 
in order to build mutual trust and deepen collaboration. ICANN’s CEO, Fadi Chehadé, joined the high-
level advisory committee for the Wuzhen World Internet Conference as a co-chairman. Conversely, 
Beijing has sought to cultivate ICANN as well. 158 It was no surprise that Lu Wei chose its 50th meeting in 
London to give his first international speech. 159 The subsequent transition of ICANN away from direct 
contractual relationships with the US government and towards non-governmental, multi-stakeholder 
stewardship also alleviated some of Beijing’s concerns vis-à-vis the organisation. Still, China remains 
somewhat ambivalent: both its international cyber strategy160 and its submission to the UN OEWG 161 
highlight the necessity to ensure that institutions governing strategic internet resources remain 
independent from any individual state’s control. Nonetheless, even though China has not issued any 
official response to the matter, it can be assumed that ICANN’s refusal to disconnect Russian domains 
after the invasion of Ukraine will have further eased Chinese concerns and reduced opposition to or 
worries about its functioning. 

Over the years, China has nonetheless invested significantly in its relationship with the ITU. Politically 
speaking, the ITU being an intergovernmental organisation rather than a multistakeholder one aligns 
more closely with Beijing’s preferences. In 2012, the World Conference of International 
Telecommunications saw a stand-off between China, Russia and other advocates of greater 
governmental control over telecommunications on the one hand, and Western governments and their 
like-minded partners on the other. While proposed new International Telecommunications Regulations 
were not adopted by consensus, the ‘cybersovereigntists’ outvoted the ‘multistakeholderists’ by 89 to 
55.162 Of more symbolic importance is that a Chinese citizen, Zhao Houlin, has served as its Secretary 
General since 2015. He will be succeeded by Doreen Bogdan-Martin, a US citizen, in 2023. Yet China 
wields actual influence at the working level as well: it is tied with Japan in holding the highest number 
of study group chair positions in ITU-T, the standards coordinator for telecommunications and ICT, and 
leads in vice-chair positions, work programme chair and vice-chair positions and rapporteur posts. 163 It 
follows only the US in terms of entities registered as members. 164 

This growing Chinese presence in the ITU, as well as China’s unequivocal objective to move internet 
governance into its sphere, has raised concerns among Western governments who prefer to retain 
existing practices carried out in environments such as ICANN and the Internet Engineering Task Force 
(IETF), in which Chinese participation is highly limited. One characteristic episode was the controversy 
over alleged new Chinese IP standards, ‘New IP’. According to reporting in the Financial Times, Huawei 
and several government-affiliated research bodies planned to propose the adoption of a ‘technical 
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standards proposal’ at an ITU meeting in the autumn of 2020.165 New IP would enable far greater control 
of online traffic than is possible under the currently functioning Internet Protocols (IPv4 and IPv6). This 
reporting was, however, excessive. New IP was, and is, not a mature technical standard but a ‘forward-
looking White Paper’. 166 It does not intend to replace the existing internet but offers new connectivity 
technologies for future uses. Yet governments and businesses have spent considerable time and 
resources devising counterstrategies for an envisioned threat that, on closer inspection, is far less 
threatening than advertised. 

In the realm of digital technology standards more broadly, China has significantly increased its 
aspirations. In 2018, it reformed its standardisation processes to give a greater role to private industry, 
in a bid to provide more opportunities for advanced Chinese enterprises in international standards-
setting bodies. Standards are relevant not only because they carry prestige and may have effects in 
areas of international trade law, but certainly also because they may generate significant new revenue 
streams for Chinese companies if they become successful in the marketplace. These efforts have been 
consolidated in a strategy sometimes referred to as ‘China Standards 2035’, but which has a far more 
mundane title as published.167 This provides a blueprint for Chinese technologies to become part of 
global standards for emerging technologies. Domestically, standards are a key part of Beijing’s drive to 
increase productivity and efficiency in government and the economy as laid down in the 14th Five-Year 
Plan cycle.  

The impact of China’s growing capabilities in the standardisation field are complex to gauge, and highly 
dependent on the context of any specific standard and its related standard-setting body. There has 
been much concern, for instance, about the significant participation of Huawei in the 5G standard. This 
is, however, an exceptional case: there are few other technical standards that will have a comparable 
impact in telecommunications. 168 Many of these concerns revolve around China surreptitiously 
embedding authoritarian technologies into next-generation technology specifications. Leaving aside for 
a moment that China has been amply able to carry out authoritarian practices under the current state 
of technology, it must be remembered that standards need to be accepted in the marketplace and that 
governments still have regulatory power: they can simply require technical standards to meet legal 
norms. Beijing has no direct influence over either of these factors.  

 
 

5. Implications for EU–China relations on digital affairs  
With China, the EU faces a complex adversary in a landscape of mounting challenges. Some of these 
challenges are intellectual: German political leaders, for instance, long held that economic engagement 
would result in China becoming more liberal, and in closer political ties. 169 The sharp deterioration of 
relations in the past few years puts paid to that notion. Yet while optimism might have been 
unwarranted, negative perceptions about China’s impact have turned out to be untrue as well. The BRI, 
often held to be a form of ‘debt-trap’ diplomacy by which China sought to control small regional 
neighbours, is rapidly turning into an overseas debt crisis, with US$52 billion of loans that needed 
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renegotiation in 2020 and 2021.170 While these points are, of course, anecdotal, they do caution against 
overly simplistic assessments of China’s impact in the global technological sphere, and, more directly, 
on European interests. 

In this regard, China’s technology policies and regulations present a paradoxical picture. On the one 
hand, it is clear that the CCP continues to strengthen its control over the online sphere, as well as its use 
of technology-enhanced means for surveillance and social management. On the other hand, Beijing has 
introduced a sweeping range of regulatory reforms, often inspired by the EU, that are intended to make 
the Chinese internet a safer space for the interests of consumers, small businesses and new market 
entrants. It has an ambitious and forward-looking digital industrial policy yet, at the same time, is 
increasingly vulnerable in terms of access to foreign technologies, resources and markets. Furthermore, 
in contrast to its highly detailed and sophisticated domestic policies and regulations, China’s diplomatic 
agenda remains vague and lacking in specifics, even if it clearly has growing global ambitions.  

Many Western analysts have been tempted to understand China’s technology policy, and political shifts 
under Xi Jinping more broadly, as a return to the past, to a time when politics were ‘in command’. 171 It 
is indisputable that more and more policy areas have become increasingly politicised. It would, however, 
be wrong to see this as a ‘reversal’ back to an atavistic form of authoritarianism. Instead, it is part of a 
systemic and dynamic process of adaptation to China’s more prominent position globally, its growing 
technical capabilities and the ever-changing requirements of its development process. In many cases, 
this adaptation is part of a loop: China responds to shifts in the international system caused by its 
growth. This requires analysts to understand not only changes in China itself, but also how the 
technology world is shifting. 

In brief, the global digital environment is undergoing unprecedented change. A complex system of 
supply chains and logistics, components and products emerged in a period of globalisation, where 
economic efficiency was paramount. The securitisation and territorialisation of these networks of 
exchange inevitably introduces other imperatives than economic gain. Consequently, some welfare will 
be forgone in the interest of greater security or autonomy. Decoupling from China will be a major driver 
in this process. Yet thus far, there is little assessment of what the resultant costs might be, and that such 
a shift in organisational principle may well trigger a categorical change in the way digital business is 
currently being done. Governments around the world would do well to come to a better assessment of 
what such a future world would look like, and develop long-term economic and security policies 
accordingly. 

Furthermore, governments should recognise the extent to which Chinese policy moves are not sui 
generis initiatives, but merely local manifestations of global trends. As indicated earlier, much of the 
regulation targeting the platform economy in recent years bears a strong resemblance to European 
legislation, including the GDPR, the New Deal for Consumers and the Digital Markets and Services Acts. 
But there is also mirroring in the security realm: it must be expected that China will continue to attempt 
to match the capabilities of leading intelligence and security bodies worldwide.  

As these major trends are unfolding, the contact surface between China and Europe, which was never 
large on digital affairs, continues to shrink. At the most senior level, the recent ‘dialogue of the deaf’ 
summit underlines the distance now existing between China and Europe on basic questions of global 
governance and strategy. At the working level, contacts between officials, scholars and experts have 
been severely curtailed due to the Covid-19 pandemic and related travel constraints, but also through 
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increasing limitations the Chinese government has put on scholarly access and exchange. An expansion 
of this contact surface, and of policy and epistemic communities that can shape a more permanent 
dialogue on digital affairs, is essential. 

Nonetheless, given current circumstances, it will likely be impossible to come to a broad agenda of 
ambitious cooperation. The political will for this exists on neither side. Instead, the Chinese and 
European governments should identify key areas on which some degree of consensus serves both sides’ 
interests, recognising that the maintenance of peace and security in the digital realm may well be the 
highest achievable aim in the short- and mid-term future. They should also identify crucial emerging 
questions that need to be answered in order to avoid excessive economic or other harm. One of these 
may well be non-personal data. Most data protection regimes worldwide are set up for personal 
information, but the digitisation of devices and goods such as smart cars and household objects now 

generates increasing amounts of data flows that, too, 
are increasingly attracting regulatory attention.  

A final point is that, hitherto, Western policy related 
to China has been mostly responsive and reactive. 
While the Chinese government has, certainly 
domestically, attempted to develop a forward-
looking policy in the digital realm based on its 
assessment of future needs and circumstances, 
Europe and its partners have predominantly sought 
to maintain a status quo that was in many ways 
illusory, and is likely to be untenable in the future. The 
challenge therefore is to come up with a more 
autonomous policy that envisages feasible and 
realistic mid-to-long-term goals, and includes 
tangible means to reach them. This will, to a 
considerable degree, require them to relinquish 
maximalist principles that seek to globalise a 

particular approach to the digital realm, but also to take into consideration the inevitable trade-offs this 
entails. Abstract terms such as decoupling, autonomy and resilience will require far more detailed 
definitions and related practices, and their costs must be better understood. None of these steps will 
be easy, but as they are unavoidable, no time should be lost in broaching them.  
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