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Documents relevant to UN negotiating processes on ICTs in the context of international security!

Developments in the field of information and telecommunications in the context of international security
(A/C.1/76/L.13)

https://documents-dds-
ny.un.org/doc/UNDOC/LTD/N21/281/02/PDF/N2128102.pdf?OpenElement

Report of the 2019-2021 Group of Governmental Experts (GGE) on Advancing Responsible State
Behaviour in Cyberspace in the Context of International Security
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! For those unfamiliar with them, these reports and those that preceded them discuss existing and emerging threats and
include a framework for responding to said threats anchored in existing international law, including international
humanitarian and human rights law. They include a commitment by states to some 11 political non-binding peacetime
norms for responsible state behaviour representing restraint measures and positive duties relevant to inter alia critical
infrastructure protection and supply chain integrity; a plethora of confidence building measures, as well as a range of
recommendations in the area of capacity building. Many of these proposals have been taken up at regional level, for instance
within the OSCE, where a detailed set of ICT-related CBMs, including mechanisms for managing communications during
crisis, has been adopted, as well as other organisations such as the ASEAN Regional Forum and the Organisation for American
States.

12



